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ARTICLE INFO ABSTRACT
Keywords: In today’s world, 3D multimedia data is widely utilized in diverse fields such as military, medical, and
3D watermarking remote sensing. The advancement of multimedia technologies, however, exposes 3D multimedia content to

3D image/video

an increasing risk of malicious interventions. It has become highly essential to implement security measures

3D mesh/point cloud ensuring the authenticity and copyright protection of 3D multimedia content. Watermarking is considered one
NeRF of the most reliable and practical approaches for this purpose. This work provides an in-depth and up-to-
date overview of various 3D watermarking methods, covering different data forms, including 3D images, 3D
videos, 3D meshes, point clouds, and NeRF. We have categorized these methods from multiple perspectives,
comparing their respective advantages and disadvantages. The study also identifies attacks based on data
type and discusses metrics for evaluating the methods according to their intended use and data type. We
further present observations, research issues, challenges, and future directions for 3D watermarking. This
includes strength factor optimization, copyright concerns related to 3D printed objects, detection and recovery
of tampered areas, and watermarking in 4D (3D Dynamic) and NeRF domains.
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1. Introduction

With rapid advances in signal processing and the widespread use
of the internet and multimedia technologies, the sharing of multi-
media data (images, videos, and audio) has surged significantly [1].
This increased accessibility, however, introduces risks like intentional
or unintentional interventions, attacks, manipulations, deformations,
unauthorized access, and even illegal claims of ownership [2]. Pro-
tecting digital multimedia data is more crucial than ever before, and
watermarking emerges as a highly effective method to address these
challenges.

Watermarking is a process that embeds a digital code, known as a
watermark, into multimedia content (the cover data) such as text [3,
4], audio [5,6], images [7-9], and video [10,11]. By incorporating
a unique watermark into multimedia data, creators can ensure their
work is easily identifiable and traceable. Watermarking methods find
applications in various areas [12-14], including military [15], med-
ical [16], broadcasting [17], remote sensing [18], and communica-
tion [19]. In these domains, watermarking serves purposes such as
authentication [20], copyright protection [21-23], traitor tracing [24,
25], broadcast monitoring [26], copy or playback control [27], content
filtering [28], and tamper detection [29,30]. Watermarking plays a
vital role in ensuring data security.

With the recent advances in 3D sensing technology and 3D modeling
tools, the use of 3D shapes has surged in fields like video games, med-
ical diagnostics, computer-aided design, virtual reality, 3D modeling,
and 3D printing. Protecting the intellectual property of these 3D con-
tent has become paramount for commercial investment and creativity
efforts. Compared to traditional 2D image and 1D signal (e.g., audio)
watermarking, 3D watermarking is a comparatively new and rapidly
developing field. This survey aims to provide a comprehensive survey
of contemporary 3D watermarking techniques and to drive ongoing
research efforts for the community.

Existing surveys on 3D watermarking [12,31-35] typically focus on
specific data types like 3D mesh, image, or video watermarking. For
example, [31,34], and [35] exclusively explore 3D mesh watermarking,
while [12] delves into 3D video watermarking. [32] centers on 3D
image and point cloud watermarking, and [33] focuses on 3D image
and video watermarking. Our survey, in contrast, aims to comprehen-
sively cover all 3D watermarking methods, encompassing 3D image,
3D video, 3D mesh, and point cloud. Notably, our survey includes
Neural Radiance Field (NeRF) [36], which has garnered attention in
recent years for its potential to generate novel views of complex 3D
scenes from a partial set of 2D images. Table 1 compares ours with
existing surveys. We classify methods based on embedding domains and
data types, discuss the drawbacks and advantages of methods, gather
and categorize evaluation metrics for 3D watermarking techniques, and
explore challenges and future research directions in the field.

The main contributions of this survey can be summarized as follows.

« In contrast to other surveys that concentrate on specific types of
data, our survey comprehensively covers various 3D watermark-
ing methods, including 3D images, 3D videos, 3D meshes, and
point clouds. We also include NeRF and 4D watermarking, which
hold immense potential and can be the future direction of the
watermarking research.

We classify 3D watermarking methods according to distortion,
robustness, and data type. We also survey and classify water-
marking methods based on the technical properties for a more
in-depth discussion. Moreover, we also provided an analysis of
the drawbacks and advantages of the 3D watermarking methods.
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Fig. 1. Reviewed paper statistics.

+ We survey commonly used datasets in the field and evaluation
metrics based on their purpose and the data type.

+ Challenges in 3D watermarking are discussed, including issues
such as robustness against print-scan attacks and the delicate
balance between robustness and imperceptibility. We also delved
into the future research direction of watermarking, encompassing
areas like dynamic 3D mesh watermarking, deep learning-based
watermarking, and NeRF.

We observed that while certain techniques are commonly used
within one media type, they may not be recognized or applied in others.
By analyzing these differences, our study explores the underlying rea-
sons and potential opportunities for cross-media adaptation, fostering
new discoveries and supporting future advancements in watermarking
techniques.

The survey is structured as follows. Section 2 outlines the scope
of our survey, while Section 3 introduces watermarking background.
Section 4 details 3D watermarking attacks, and Section 5 classifies
algorithms for distortion. Section 6 surveys and classify methods based
on the respective technical properties. Section 7 categorizes algorithms
for robustness, and Section 8 discusses input-output differences in
some special cases. Section 9 mentions 3D datasets. Evaluation metrics
are covered in Section 10. Discussions and future directions are in
Section 11. We conclude in Section 12.

2. Scope

Our survey covers a range of 3D watermarking methods tailored for
diverse data types, including 3D images, 3D videos, 3D meshes, point
clouds, NeRF, and 4D datasets. We conducted a review of recent works
published over the past decade until March 21, 2025. The distribution
of reviewed papers by year is shown in the bar chart in Fig. 1. For older
techniques and papers, readers are directed to relevant surveys [12,
31-35]. The literature search utilized the following keywords: “3D
watermarking”, “3D video watermarking”, “3D image watermarking”,
“3D mesh watermarking”, and “NeRF watermarking”. These keywords
were searched across various repositories, including Google Scholar,
IEEE Xplore, ScienceDirect, Springer, ACM digital portals, MDPI, Wiley,
and arXiv.

3. Background of watermarking

Digital watermarking is the process of embedding information, such
as an image, logo, or bit sequence, into the content of multimedia data
by the content owner or authorized distributor [37]. The digital water-
marking process involves two primary steps: watermark embedding and
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Table 1
Comparison to other surveys
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[31] 2022 v 3D mesh watermarking.

[32] 2022 v v geometric invariant techniques and emerging watermarking methods for
depth image-based rendering (DIBR), high dynamic range (HDR), screen
content images (SCIs), and point cloud model.

[33] 2019 v v anaglyph 3D images and videos watermarking techniques.

[12] 2017 v digital watermarking techniques for both 2D and 3D video contents.

[34] 2018 v authentication based watermarking techniques for 3D mesh models.

[35] 2018 v intellectual property protection problems and solutions for 3D printing
environments.

Ours 2025 v v v v v 3D image, 3D video, 3D mesh, point cloud and NeRF watermarking.
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Fig. 2. The watermark embedding and extraction steps.

watermark extraction. In the embedding step, the watermark is inserted
into the cover data using various methods, including the least signifi-
cant bit (LSB), most significant bit (MSB), discrete wavelet transform
(DWT), discrete cosine transform (DCT), etc. In the extraction step, the
watermark is retrieved from the watermarked data by generally revers-
ing the steps in the embedding process. In the watermarking process, a
secret key can be utilized to embed and extract the watermark from
digital content, enhancing security by ensuring that only authorized
parties can verify the watermark. Fig. 2 demonstrates the watermark
embedding and extraction process.

3.1. Watermarking properties

Watermarking methods possess three primary properties: impercep-
tibility, robustness, and capacity. Imperceptibility ensures that the
distortion introduced by the watermarking process in the original data
remains imperceptible to the human perception system, reflecting the
quality of the watermarked data. High imperceptibility is particularly
crucial in fields like medicine and defense, where the integrity of the
cover data is of utmost importance. Robustness indicates the ability
of a method to withstand attacks, ensuring the persistence of the
watermark in the data for successful extraction. Robust watermarking
methods, exhibiting high resistance to attacks, are ideal for applications
prone to intentional or unintentional data manipulation, such as digital
forensics or copyright protection for online multimedia content. In
contrast, fragile watermarking methods are designed for scenarios de-
manding the detection of minimal tampering. It finds utility in contexts
like legal or authentication processes that requires the integrity and
authenticity of sensitive documents. Capacity refers to the payload of
the method. It indicates the maximum size of the embedded watermark.
In this context, a higher capacity is generally considered preferable.
Each watermarking algorithm is expected to demonstrate these three
properties, tailoring to the specific requirements of the application area.

3.2. Classification of properties

Watermarking methods have been classified in various ways based
on their characteristics in past surveys. Watermarking algorithms can
be categorized as visible or invisible, depending on their visibility to
human perception. They can also be classified as blind, semi-blind, or
non-blind, based on whether the method requires the original cover
data during watermark extraction. In blind watermarking, the water-
marking process does not require the original cover data. However,
non-blind watermarking requires the original data to extract the wa-
termark, while semi-blind watermarking uses certain features of the
original data or the original watermark to extract the watermark.
Additionally, algorithms are categorized as robust, semi-fragile, or
fragile, according to their resistance to attacks. In fragile watermarking
methods, the watermark is expected to collapse against attacks, while in
robust watermarking methods, it is expected to maintain its existence.
On the other hand, in semi-fragile watermarking methods, the water-
mark is expected to be robust against attacks determined according to
the application area and fragile against different attacks. Watermarking
algorithms can also be classified according to the cover data, namely
image, video, text, audio, and 3D mesh watermarking [31]. As our sur-
vey covers multiple types of inputs, we follow this basic classification
strategy and further classify techniques based on specific criteria in
subsequent sections (attacks, distortion, robustness etc.).

3.3. Brief reviews of mathematical tools for watermarking

This subsection presents information about mathematical tools, in-
cluding DCT, DWT, Singular Value Decomposition (SVD), LSB, MSB,
normalization, and spherical coordinates, utilized in 3D watermarking
algorithms. DCT, DWT, and SVD are preferred for watermarking be-
cause they offer enhanced imperceptibility and robustness. In contrast,
LSB and MSB are often chosen for their simplicity, though they tend to
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be more fragile. Additionally, these algorithms are frequently used in
combination to achieve greater success. On the other hand, spherical
coordinates and normalization techniques are frequently employed in
3D mesh watermarking, as they enhance the algorithms’ resilience to
content-preserving attacks.

DCT: Discrete Cosine Transform is among the most commonly
utilized transforms for watermarking purposes. The definition of the
two-dimensional Discrete Cosine Transform for a given size of M x N
can be articulated using equation (1) as follows [38]:

M-1N-1

CWC®) Y, Y fG.j)eos

MN i=0 j=0

2

F(u,v) =

2N 2M

Q2j+ 1)m] i + l)uﬂ]
cos

(€Y

here, v=0,1,...,N-1,u=0,1,...,M — 1, C(u) and C(v) are as in Eq.
(2):

1 .
—, ifu,v=0

Cu)=C)=4{ V2 )
1, otherwise

The first coefficient F(0,0) is referred to as the DC coefficient, while
the other coefficients are referred to as AC coefficients [38]. Adjusting
mid-frequency DC coefficients serves to achieve a balance between
robustness and imperceptibility.

DWT: The 2D Discrete Wavelet Transform (DWT) is widely used
in image processing and watermarking. It decomposes an image 1(a, b)
using low-pass g(n) and high-pass h(n) filters, as given in Egs. (3)-(5).
First, DWT is applied along rows:

Ir(a,b) =) I(a,mg(n), Iy(a,b)= Y I(a,mh(n) 3
Then, along columns:

LLI(a,b)= ) I;(m,b)g(m), LH1(a,b)= Y Ip(m,b)h(m) 4)
HLI(a,b)= Y I;(m,b)g(m), HHI(a,b)= Y I(m,b)h(m) 5)

satisfying: I(a,b) = LL1 + LH1 + HL1 + HH1 where LL1 is the
low-frequency approximation, while LH1, HL1, and HH1 capture
horizontal, vertical, and diagonal details. For watermarking, embed-
ding in LL1 ensures robustness, while LH1, HL1, and H H1 maintain
imperceptibility.

SVD: Singular Value Decomposition is a linear algebra tool that di-
agonalizes and decomposes a matrix into eigenvectors and eigenvalues.
SVD of a matrix can be expressed in Eq. (6) as follows [39]:

A=U3zVT (6)

here, ¥ denotes the diagonal matrix containing the singular values
of A in decreasing order, while V' and U denote the right and left
singular vectors, respectively. Singular values can effectively represent
much of the signal energy, making watermark extraction efficient and
preserving high quality despite various attacks.

LSB and MSB: LSB refers to the lowest bit in a binary sequence,
whereas MSB signifies the highest bit in the same sequence [40]. The
value of an N-bit number can typically be represented as demonstrated
in Eq. (7) below:

Number = by - 20 +b; - 21 + by - 22 + o 4 by - 2N @)

here, b, LSB, and b,_;, MSB, mathematically represent the lowest and
highest weighted bits of a number in the binary system. For water-
marking, watermark bits substitute the LSBs or MSBs of the pixels or
coefficients. LSB has a lesser impact on the quality of the watermarked
data compared to MSB, which affects it more.

Spherical coordinates transformation: Spherical coordinates are
often used in 3D mesh and point cloud watermarking algorithms. Carte-
sian coordinates of a vertex are converted into spherical coordinates by
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using the following Egs. (8)-(10) [41]:

p= = x 2+ =y )+ (2= 2,2 ®)

6 = tan™! W) ©
r—x)

¢ =cos”! (z—z) (10)

V&= xR+ =y + (2= 2,

here, (x, y, z) are the cartesian coordinates of a vertex, (Xgs Vg- Z,) 18 the
center of gravity and, p, 6, ¢ are the vertex norm, azimuthal angle, and
polar angle respectively. Watermarking for 3D meshes and point clouds
usually utilizes vertex norms to embed the watermark. Alternatively,
adjusting angles serves as a method to embed the watermark.
Normalization: This normalization adjusts the data such that the
minimum value of the original dataset is transformed to 0 and the
maximum to 1, while all intermediate values are scaled proportionally.
The formula to normalize a value d from a given set is given in Eq. (11)
as follows [42]:
d- dmin an

normalized =
dmax - dmin

d

where, d is the original value, d,,, and d,,,, are minimum and max-
imum value in the set [42]. Normalization plays a crucial role in
3D mesh or point cloud watermarking, as it ensures that the wa-
termark remains unaffected by the size of the model through radius
normalization.

3.4. Some fundamental 3D watermarking algorithms

Here, we briefly outline key algorithms of 3D watermarking meth-
ods to guide new researchers.

Histogram mapping: Histogram mapping [41] is a primary method
for 3D mesh and point cloud watermarking and serves as the basis
for many other techniques. The embedding process, which involves
embedding a watermark bit into a normalized bin, is outlined in
Algorithm 1.

Algorithm 1 Histogram mapping [41]

1. Initialize real number parameter k, as 1 to embed the watermark bit W,
into the nth bin, B,.
2. Transform the normalized radii in the bin, B,, by using Equation as
follows:
Pk = (r’n, k)k"
3.Ifw,=1
3.1. Calculate mean, u,,of transformed radii.
32. If y, < (%) + a, decrease k, (k, = k, — Ak) and go to step 2.
Otherwise, go to step 4.
else
3.3. Calculate the mean, y,, of transformed radii.
3.4.1f py, > (%) — a, increase k, (k, = k, + Ak) and go to step 2.
Otherwise, go to step 4.
4. Replace normalized vertex norms with transformed norms.

Transform based algorithm: DWT and DCT are commonly used
for 3D video and image watermarking. The fundamental DWT-based
embedding process [43] is outlined in Algorithm 2.

LSB embedding: LSB is a classic and widely used algorithm in var-
ious media watermarking techniques. The basic LSB-based embedding
process [43] is outlined in Algorithm 3.

4. Classification of attacks (research problem)

The robustness of watermarking methods against diverse attacks is
a critical research area in the field. Evaluation of 3D watermarking
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Table 2
Classification of attacks used in 3D watermarking.
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Type Attack classes

Examples

Content-preserving

Similarity transformations (rotation, translation, and uniform
scaling) and file manipulations (reordering faces and vertices)

Noise addition

Different types of noise, including Gaussian additive noise

3D mesh Filtering

Smoothing and sharpening

Geometric

Cropping, vertex quantization, and compression

Topological

Sampling, subdivision, remeshing, simplification, vertex
addition, and vertex deletion

Print-scan

Printing the digital 3D mesh using 3D printers and then
scanning back into digital form

Adversarial

Creating adversarial examples of watermarked data

Temporal synchronization

Frame removal, insertion and swapping

Signal-processing

Compression, filtering, printing, scanning, and noise addition

3D image/video Geometric

Rotation, scaling, translation, stretching distortion (shearing),
random bending, cropping, and row/column deletion

Temporal synchronization

Frame removal, insertion and swapping

Adversarial attacks

Creating adversarial examples of watermarked data

Content-preserving

Point cloud

Similarity transformations (rotation, translation, and uniform
scaling) and file manipulations (reordering points)

Noise addition

Different types of noise, including Gaussian additive noise

Geometric

Cropping, simplification, point addition, and point deletion

Temporal synchronization

Frame removal, insertion and swapping

NeRF Rendering-based

Noise addition, cropping and filtering

Model-based

Changing model weights, employing adversarial attacks, and
modifying only the watermarking component of the trained
deep model

Algorithm 2 Transform based [43]

1. Apply the 3rd level of the discrete wavelet transform (DWT) to the
original view, O, and the watermark, W, using the following equations:

LL,.LH, HL,,HH, « DWT(Image)

LLy,,LH,, HLy,,HH, « DWT(LL,)

LLy,LHs, HLy, HH; <« DWT(LL,)
2. Embed the high-frequency coefficients, W, HH 5 of the watermark, W,
into the high-frequency coefficients, C;, H H ,; of the original view, O, with
the strength factor, g, using the following equation:

Cl=C+p=W,

3. Obtain the watermarked views by applying the Inverse DWT (IDWT) to
the watermarked and original coefficients as follows:

LL, « IDWT(LL;, LHy,LH3, HH))

LL) « IDWT(LL,,LH,,LH,, HH,)
W atermarked Image — IDWT(LL|,LH,,HL,,HH,)

Algorithm 3 LSB embedding [43]

1. Convert the coefficients, L, and watermark, W, to binary format.
2. Embed the watermark, W}, into the least significant bit of the coefficients,
C;:
for each coefficient
If LSB(C,) = W,
LSB(C,) < 0
else
LSB(C) « 1
3. Reconstruct the watermarked coefficients L’ using the modified LSBs.

methods depends on the specific characteristics of the 3D cover data.
Table 2 summarizes the classification of attacks used in the evaluation
of 3D watermarking.

3D mesh watermarking: The 3D mesh representation, comprising
vertices, edges, and triangles, is fundamental in 3D modeling due to
its direct connection to rendering and shading pipelines. Widely used
in fields like computer-aided design, animation, and gaming, meshes
facilitate efficient visualization and manipulation of complex shapes
and surfaces. In industries such as entertainment and manufacturing,
where 3D models are extensively shared, watermarking techniques
are crucial. In 3D mesh watermarking, attacks can be classified into
content-preserving, noise addition, filtering, simple geometric, topo-
logical, print-scan, adversarial, and temporal synchronization attacks.
Content-preserving attacks involve actions such as similarity transforma-
tions (rotation, translation, and uniform scaling) and file manipulations
(reordering faces and vertices) [31]. These attacks leave the content
visually unchanged. Noise addition attacks encompass different types of
noise, including Gaussian additive noise. Filtering attacks [34] involve
smoothing and sharpening, while Geometric attacks [34] include crop-
ping, vertex quantization, and compression. Filtering and geometric
attacks can cause mesh elements to shift, reposition, or even be re-
placed. Topological attacks manipulate the connectivity details of the
mesh and involve actions such as sampling, subdivision, remeshing,
simplification, vertex addition, and vertex deletion applied to the 3D
mesh [34]. A unique challenge for 3D mesh watermarking is the print-
scan attack, where digital 3D meshes are printed using 3D printers and
then scanned back into digital form [35]. The watermark extraction
processes are then attempted on the scanned 3D mesh, making this one
of the most challenging attacks for 3D mesh watermarking methods.
Adversarial attack involves attacks designed to deceive deep learning-
based 3D mesh watermarking methods by adversarial samples. These
attacks aim to evaluate the robustness of the deep learning-based
approaches. Temporal synchronization attack refer to the manipulation
of frames of 3D dynamic mesh or frames of 3D mesh sequence in 4D
data by removing, inserting, or swapping them [151].

3D image and video watermarking: 3D image and video data
types include depth information alongside visual data, facilitating en-
hanced spatial understanding in applications like augmented reality,
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Table 3
Classification of the 3D watermarking methods according to distortion.
Lossy Lossless
Data type Spatial Transform Deep learning Zero-watermarking Reversible Storage features
3D mesh [44], [45], [76], [771, [85], [86], [88], [89], [92], [93],
[46], [471, [78], [48], [871 [901, [91] [94], [95]
[48], [49], [791, [80],
[501, [51], [81], [82],
[52], [53], [83], [68],
[54]1, [551, [84]
[561, [57],
[58], [59],
[60], [61],
[62], [63],
[64], [65],
[66], [67],
[68], [69],
[70], [71],
[72], [73],
[74]1, [75]
3D video [43], [96] [97], [98], [108], [109],
[99], [100], [110], [111],
[101], [43], [112]
[102], [103],
[104], [105],
[96], [106],
[107]
3D image [113], [114], [127]
[115], [116],
[117], [118],
[119], [120],
[121], [122],
[123], [124],
[125], [126]
Point cloud [128], [129], [137], [138] [135] [139]
[130], [131],
[132], [133],
[134], [135],
[136]
NeRF [140], [141],

[142], [143],
[144], [145],
[146], [147],
[148], [149],

[150]

virtual reality, and computer vision. They find applications in gam-
ing, medical imaging, robotics, and surveillance. As their usage ex-
pands across industries such as entertainment, manufacturing, and
defense, robust watermarking techniques become essential for pro-
tecting intellectual property and ensuring data integrity. To gauge
the robustness of watermarking, a group of attacks can be used. It
includes typical signal-processing attacks, geometric attacks, tempo-
ral synchronization attacks, and adversarial attacks. Signal-processing
attacks involve compression, filtering, printing, scanning, and noise
addition [32]. Temporal synchronization attacks encompass the frame
removal, insertion and swapping [12]. Geometric attacks manipulate
the spatial attributes of an image, incorporating both local and global
alterations. Global geometric attacks encompass fundamental trans-
formations such as rotation, scaling, translation, stretching distortion
(shearing), as well as other affine and projection transformations. In
contrast, local geometric attacks involve random bending, cropping,
and row/column deletion [32]. It is crucial to recognize that, unlike
3D meshes, these geometric operations — like rotation, scaling, and
translation — are not readily reversible on images due to their regular
structure. Consequently, they do not preserve the content of the original
image. For example, translating an image beyond its canvas leads to the
loss of pixel information. Adversarial attacks are targeted specifically at
learning-based watermarking algorithms [32]. They involve generating
adversarial examples of watermarked data with the intention of de-
ceiving the trained network. Such attacks are employed to manipulate

learning-based methods into generating incorrect results and exploit the
vulnerabilities inherent in these methods [152].

Point Cloud Watermarking: A point cloud is a collection of un-
ordered points that represent objects or scenes in three-dimensional
space. This 3D representation has garnered substantial research in-
terest due to recent advancements in sensor devices, such as LiDAR,
and improvements in capturing and processing techniques. Particularly
noteworthy is the development of deep learning backbones like Point-
Net [153], PointNet++ [154], DGCNN [155], among others, which
have allowed point clouds to become a versatile 3D representation in
both research and industries. The ability to handle large-scale data and
complex spatial relationships makes point clouds invaluable for various
applications ranging from autonomous driving to virtual reality. As the
utilization of point clouds continues to expand, the need for robust
watermarking techniques becomes increasingly apparent. The attacks
employed to assess point cloud watermarking techniques, including
simplification, noise addition, content-preserving actions, cropping, as
well as point addition and deletion, closely resemble those utilized in
the classification and evaluation of 3D mesh watermarking [128,131,
138], namely Content-preserving, Noise addition, and Geometric. Also,
Temporal synchronization attacks refer to deliberate acts of tampering
with the frames in the dynamic point cloud, such as removal, insertion,
and swapping. It is important to note that face and edge-based attacks,
commonly applied in the context of 3D meshes, are not applicable
to point cloud methods given their distinct nature (sets of unordered
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Fig. 3. Distribution of the techniques according to distortion and data type.

points). Additionally, topological attacks are not applicable to point
clouds as they do not involve any inherent connectivities between
points, unlike the vertices found in 3D meshes.

NeRF watermarking: NeRF (Neural Radiance Fields) is a revolu-
tionary method in 3D modeling and rendering [36]. Its flexibility and
high fidelity for novel view synthesis, coupled with its capacity for
data disentanglement through deep learning, have ignited significant
interest in representing both 3D static and dynamic scenes. This, in
turn, has fueled recent interest in watermarking within the NeRF
framework. Attacks in the NeRF watermarking can be categorized
into two main types: rendering-based attacks and model-based attacks.
Rendering-based attacks encompass various techniques used in 2D im-
age watermarking algorithms, such as noise addition, cropping, and
filtering [140]. In contrast, model-based attacks involve manipulating
the model itself, including changing model weights, employing adver-
sarial attacks, and modifying only the watermarking component of the
trained deep model [140].

5. Classification of techniques by distortion

Here, we classify each type of 3D watermarking method according
to distortion and data type. Table 3 shows the classification of the
3D watermarking methods. Lossy watermarking methods introduce
some degree of distortion to embed watermarks, while lossless methods
preserve the original data without any alteration [89]. Within the
lossy category, techniques include spatial, transform, and deep learning
methods, whereas lossless techniques encompass zero-watermarking
and reversible, storage features.

Lossy watermarking algorithms are conventional methods that
embed watermarks into the cover data. During the embedding process,
certain parts of the original cover data are altered, hence the term
“lossy” algorithms. These techniques can be further classified into
spatial, transform, and deep learning methods based on their embed-
ding domains. In the spatial domain, methods embed the watermark
directly into the image plane itself [96] or modify the geometry [47]
or connectivity of the 3D shapes [68]. In the transform domain, methods
embed the watermark in the harmonic coefficients [80] or coefficients
of frequency or wavelet [78]. Conversely, deep learning-based methods
embed the watermark into spatial or transform domains or both using
neural networks [87].

Lossless watermarking algorithms provide copyright protection
for data without compromising its accuracy or quality [139]. These
techniques can be further classified into zero-watermarking, reversible
watermarking, and storage features-based watermarking. Zero water-
marking methods do not embed the watermark into the cover model.
Instead, unique features are extracted from the data without modifying
the cover data. The extracted watermarks are registered and stored in
the intellectual property rights (IPR) database, ensuring that the pro-
tected data remains undistorted throughout the watermarking process.
Reversible watermarking methods enable the complete extraction of the

watermark and restoration of the cover data [156]. This ensures that
not only can the watermark be easily retrieved, but the watermarked
data can also be fully restored to its original state with no loss of
quality, thus maintaining the originality of the data. Storage features-
based watermarking methods, initially proposed for vector data [157],
embed the watermark into the data without altering the coordinate
values. They utilize specific rules to modify the storage order of the
data, ensuring the lossless embedding of the watermark [139].

Observations: Table 3 reveals trends in 3D watermarking research.
There are more lossy than lossless techniques, highlighting a focus on
embedding-based approaches, as also shown in Fig. 3. Spatial domain
methods dominate in 3D mesh and point cloud watermarking, while
transform domain methods are more common in 3D video and image
watermarking due to their regularity and ease of implementation. Deep
learning-based methods remain limited, though NeRF watermarking
exclusively uses them. In lossless watermarking, zero watermarking
has garnered more attention than reversible or storage feature-based
methods, with only one storage feature-based method available for 3D
watermarking, applicable only to vector-type data.

6. Classification based on the technical properties

While Section 5 discusses techniques based on distortion, we offer a
more detailed breakdown according to the technical properties utilized
by these techniques. We follow the order as listed in Table 3: spatial,
transform, deep learning, zero watermarking, reversible, and storage
features. The detailed classification based on technical properties is
demonstrated in Fig. 4.

6.1. Spatial

Spatial domain watermarking methods utilize the spatial properties
of the cover data, including geometry, connectivity, and pixel value,
to embed the watermark. Table 4 survey these common technical
properties, and we discuss them below.

Histogram mapping: The histogram mapping function, introduced
by Cho et al. [41], modifies the mean or variance values of bins within
a histogram of vertex properties to embed a watermark. Very often, 3D
data are transformed into spherical coordinate. To embed a watermark
bit of 1 (0), the vertex norms (radii) in the bin are modified so that
its mean value is greater (smaller) than the reference value. Several
methods [47,49,51,54-56,62,63,67,69,70,75] use this histogram map-
ping function, its improved variations, or slight modifications to embed
watermarks into 3D meshes. Although some of these methods address
different issues, such as being resilient to cropping [49,62] or print-
scan processes [51], they fundamentally embed watermarks by altering
the mean or variance values of bins. Similarly, some point cloud water-
marking methods [128,131] apply variations of the histogram mapping
function introduced by Cho et al. [41]. Jin and Kim [44] proposed
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Table 4

Classification of the spatial based 3D watermarking methods according to technical properties.

Spatial Methods

Histogram mapping
[75]

[471, [49], [51], [54], [55], [56], [62], [63], [69], [70], [67], [44], [131], [128],

LSB, MSB, QIM, LSD and SMDS

[46], [45], [53], [60], [133], [43], [96], [58], [74]

Angle and radius modulation

[129], [132], [130]

Color components [66], [135]

Angle, radius, vertex modification

[61], [71], [521,[65], [64], [50]1, [571, [72], [136]

Flux modification [73]

a CityGML model watermarking method based on coordinate quanti-
zation transformation. In this method, selected vertices are quantized
within a given space, and the watermark is inserted by modifying the
mean values in a manner similar to the histogram mapping function.
LSB, MSB, QIM, LSD and SMDS: The Least Significant Bit (LSB) and
Most Significant Bit (MSB) methods are widely adopted spatial domain
techniques, altering the least and most significant bits of the cover data
components, respectively. Quantization Index Modulation (QIM) is also
a popular spatial embedding strategy along with LSB. It is a two-stage
process. Initially, QIM determines the quantization levels, which are the
distinct values a signal may assume post-quantization, in accordance
with the bits of information intended for embedding. Subsequently,
by modulating these indices, the signal is able to convey watermark
data subtly, without markedly altering its fundamental attributes. In
3D mesh watermarking, [46] embeds watermarks into the MSB region
of the mantissa part of vertex coordinates, while [45] utilizes LSBs
for embedding chaos-based watermarks. Similarly, [53] employs the
least significant decimal points (LSD) of vertices, and [60] modifies
vertex coordinates using simple message-digit substitution (SMDS).
Conversely, [74] utilizes QIM for the embedding of watermarks. For
point cloud watermarking, [133] proposes a framework integrating tra-
ditional strategies like LSB and quantization index modulation (QIM).
Conversely, spatial-based methods for 3D video watermarking predom-
inantly employ LSB techniques; in [43], LSB is applied to the lightness
coefficient of right and left views, while [96] embeds watermarks

into red image frames of 3D anaglyph videos using LSB. Addition-
ally, [58] utilizes dithering and angle quantization index modulation
for watermark embedding.

Angle and radius modulation: These techniques modulate az-
imuth angles or radius to embed the watermark. In modulation tech-
niques, each ball ring or distinct region is divided into two sub-regions,
and the number of angles or radius in the sub-regions are increased or
decreased according to some equation to embed the watermark (‘0°,‘1")
into the ball ring or region. Among point cloud watermarking methods,
only three utilize modulation. [129,132] embed the watermark into
bins by modulating azimuth angles of feature vertices using a modu-
lating parameter, while [130] embeds the watermark into the ball ring
by modulating the radial radius.

Color components: Color components-based watermarking tech-
niques modify the color information of vertices or points. [66] describes
a method that converts a mesh into a geometry image, where water-
mark bits are embedded into the color components of the pixels. The
embedding process depends on whether the region of the geometry
image, derived from the cover mesh, is a protrusion or a concave
area. [135] inserts the watermark into the color information of feature
points obtained using intrinsic shape signatures.

Angles, radius, vertex modification: These techniques modify an-
gles, radius, or vertices to embed the watermark. [61] embeds the wa-
termark by modifying the radius component of the vertices, while [71]
embeds a spread-spectrum signal generated with the watermark and
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Classification of the transform based 3D watermarking methods according to technical properties.

Transform Methods

DCT and Wavelet

[771, 791, [48], [68], [82], [83], [70], [113], [120], [117], [100], [43], [96],

[106], [107], [104], [103],[105], [98]

Other transforms

[76], [80], [81], [119], [115]

Transform + LSB or QIM

[76], [801, [81], [78], [106]

Transforms + SVD

[99], [101], [103], [105], [116], [126]

Transform + spread spectrum

[97], [102], [118],[121], [124], [125]

Transform + quantization [114], [123]

azimuth angle into the radius of vertices after spherical transforma-
tion. [52] inserts the generated watermark signal into selected robust
locations by modifying positions in the normal direction. [65] embeds
the watermark values by modifying both the azimuthal and polar
angles. [64] embeds a watermark directly into the mesh by delicately
scaling the vertices. Additionally, it employs statistical analysis of the 1-
ring neighborhood to enhance the watermarking process. [50] converts
the vertices from 3D coordinates to 2D coordinates and embeds the wa-
termark by modifying the third vertex point in the 2D coordinates. [57]
embeds the bits of a secret logo using a vertex-shifting method, which
moves the coordinates of the vertex according to watermark bits and
shift values. [72] embeds the watermark into the embedded primitive
points using the strength factor. [136] embeds the watermark into
the coordinates in the subregion by applying a positive or negative
displacement value according to the height of the subregion and the
average of the points.

Flux modification: These techniques embed the watermark into
the flux of a vector field across the model’s surface. [73] embeds the
watermark into the flux to get a new flux using the scaling parameter.
Then, this method perturbs the vertices on the mesh so that the vertices
are adjusted to achieve the altered flux values to embed the watermark
into the mesh model.

In general, these selected methods offer several benefits for water-
marking:

» Histogram mapping method for 3D mesh and point cloud data
allows watermarks to withstand common attacks such as ver-
tex reordering and similarity transforms [41] while modulation
techniques can withstand attacks like addictive noise and rota-
tion [129,132]. Modulation techniques can also be applied to
vertices in 3D meshes to protect copyright [129,130,132].
Methods that modify LSB or use color information often ensure
the watermark is not visible to users, preserving the visual quality
of the 3D model [45,135].

Embedding strategies that involve complex operations or se-
cure layers, such as using an encrypted watermark or a chaos
sequence-based watermark, add a level of protection against
unauthorized claims or removal [45,53].

Different properties, such as angle and radius, and methods, like
histogram mapping, used for 3D mesh allow for application-
specific adaptations, such as those required for point clouds [128,
131].

6.2. Transform

Transform-based methods embed watermarks by modifying the co-
efficients of various transforms applied to the 3D data. This process
involves converting the data into transform coefficients (e.g., frequen-
cies) and embedding the watermark within these coefficients. Typically,
this is achieved through mathematical operations such as addition and
subtraction, sometimes incorporating a strength factor. By embedding
the watermark in the transform coefficients, the visual quality of the 3D

model is preserved, making the watermark imperceptible to the human
eye. The watermark can be recovered by applying the inverse transform
and detecting the specific changes made to the coefficients. Table 5
surveys these common methods.

DCT and Wavelet: DCT and Wavelet transform are widely used
because they provide a mean to embed watermarks into the frequency
component of the cover data, which are less perceptible to the human
eye when slightly modified. Modifying mid-frequency DCT coefficients
tends to balance robustness and imperceptibility [158]. DWT provides
multi-resolution analysis, allowing watermarks to be embedded in var-
ious frequency bands. Most of the DCT and wavelet based methods
insert the watermark into the coefficient using an equation, basi-
cally adding and subtraction, etc, with or without the strength factor.
In 3D mesh watermarking, [48,68,77,79] use the DCT coefficients,
while [70,82,83] use the wavelet coefficients as embedding domain.
In 3D image watermarking, [113,120] insert the watermark into the
coefficient of the DCT transform, while [117] uses the DWT coefficient
for embedding. In 3D video watermarking, [43,96,100,106,107] use
the DWT coefficients to embed the watermark. [43,96] also use the
DCT coefficients to embed another watermark, which is different from
those used in DWT embedding. [104] uses the Krawtchouk moments
and DCT coefficients to insert the watermark. [103,105] have DCT and
discrete stationary wavelet transform (DSWT) based embedding. [98]
embeds the watermark into level 3 complex coefficients of the dualtree
complex wavelet transform (DT CWT) decomposition.

Other transforms: Other than the DCT and wavelet, some of the 3D
watermarking methods use the spherical harmonics decomposition, un-
lifted butterfly wavelet transform, and digital shearlet transform. [76,
80] utilize the spherical harmonics decomposition, whereas [81] ap-
plies the unlifted butterfly wavelet transform as its transformation
method. [119] embeds the watermark into the low-frequency com-
ponent of Gaussian filtering by consolidating histogram shape-based
embedding. [115] embeds the watermark into the digital shearlet
transform-maximum noise fraction band by using the embedding equa-
tion with modulation factor.

Transform + LSB or QIM: LSB and QIM, popular spatial domain
embedding methods, are used to embed the watermark into the trans-
form coefficient. [76,80,81] use the LSB modification to embed the
watermark after the transform, while [78] uses the QIM to embed the
watermark into the wavelet coefficients. [106] also embeds another
watermark by using the LSB embedding in DWT coefficients.

Transforms + SVD: Singular Value Decomposition (SVD) is a funda-
mental matrix factorization technique used in digital watermarking and
several other areas, such as statistics, signal processing, and machine
learning. A small number of singular values can effectively express
a large fraction of the signal energy, making the process of extract-
ing a watermark efficient and ensuring that the extracted watermark
maintains high quality even after withstanding various attacks [159].
Additionally, watermarking in the hybrid domain (combining Trans-
form and SVD) is extremely difficult to remove or alter without causing
damage to the original data. Embedding the watermark using the
SVD domain results in high imperceptibility in the cover data, even
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Table 6
Classification of the deep learning based 3D watermarking methods according
to technical properties.

Deep Learning Methods

Encoder—decoder [85], [86], [127]
Fine-tuning [143]

Embedding network [87], [142], [150]

Color representation [140]

Model optimization [141], [146], [147], [149]
Carrier network [144]

Parameter or geometry modification [145], [148]

after modification [159]. Moreover, using SVD after DCT or DWT
can increase security, and this multi-stage process creates a more
complex embedding scheme, making it harder for attackers to detect
and remove the watermark. SVD is commonly used for image and
video watermarking with several transforms. In 3D image and video
watermarking, some of the methods use one or two transforms before
singular value decomposition (SVD) and then embed the watermark
into to coefficient of SVD. [99] uses the DWT before SVD, [101] uses
the Motion compensated DCT before SVD, while [103,105] use the
DWT and Homomorphic before SVD to embed the watermark. [116,
126] embed the watermark into the integer wavelet transform using
the lifting scheme and the singular value decomposition (SVD) and
DWT-SVD coefficients, respectively.

Transform + spread spectrum: Spread spectrum watermarking
involves spreading the watermark signal over a broad range of frequen-
cies or spatial locations. ISS is an improved version of secret spectrum
embedding, which reduces interference while embedding, improving
the quality of the watermarking process [118,160]. Spread spectrum
and improved spread spectrum (ISS) are used to embed the watermark
into the transform coefficients in 3D video and image watermarking. In
3D video watermarking, [97] embeds the watermark into the high band
frequency of DCT coefficients by using the spread spectrum embedding,
while [102] embeds the watermark into the AC coefficients of DCT
by using improved spread spectrum (ISS). In 3D image watermark-
ing, [118,121] use the ISS in DCT and [124] uses the ISS in DWT
while [125] uses the spread spectrum embedding in DCT coefficients
like [118,121,124].

Transform + quantization: These methods embed the watermark
into coefficients by modifying the quantization levels. [114,123] use
the quantization-based embedding in non-subsampled contourlet trans-
form and dual-tree complex wavelet transform, respectively.

In general, these techniques offer several benefits for watermarking:

+ Transforms like DCT and DWT provide robustness against com-
mon operations such as compression, noise, and various types of
distortions, ensuring the watermark remains intact, especially for
3D video and image [43,113].

» Embedding in transform domains typically results in changes that
are not easily perceptible to the human eye, maintaining the
visual quality of the 3D model.

+ Different transforms can be applied to various types of data
(e.g., meshes, images, videos, point clouds), allowing for flexible
watermarking solutions tailored to specific applications.

6.3. Deep learning

Deep learning-based 3D watermarking efficiently embeds water-
marks into the cover data using architectures such as encoder—decoder.
There are only three for 3D mesh, one for 3D image, and 4 for NeRF
watermarking methods based on deep learning. Table 6 surveys these
deep-learning strategies for watermarking.

Encoder-decoder: An encoder—decoder is a deep learning architec-
ture designed to embed a watermark into a host signal and later extract
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the watermark from the watermarked signal. There are two encoder-
based watermarking methods for 3D mesh watermarking and one
method for 3D image watermarking. [85] embeds the watermark into
vertex and texture components, while [86] embeds binary messages
in vertex distributions. Both methods optimize the networks with a
respective loss function to effectively embed and extract the watermark
information. In 3D image watermarking, [127] embeds the watermark
into the center view of the 3D image using an encoder that incorporates
a bilateral attention module.

Fine-tuning: Fine-tuning plays a pivotal role in deep learning, serv-
ing to adjust a pre-trained model to a specialized task. Presently, there
is one method exists that employs fine-tuning for watermarking within
the context of Neural Radiance Fields (NeRF) [143]. It incorporates a
watermark directly into the NeRF model’s weights through a process of
fine-tuning.

Embedding network: Apart from the encoder—decoder architec-
ture, three techniques employ bespoke embedding networks for 3D
watermarking. [87] introduces a watermark into the vertex compo-
nent through a specialized watermark embedding sub-network. In con-
trast, [142] implements watermarking into the training images of the
NeRF model using an embedding network. Similarly, [150] embeds the
watermark into the training images.

Color representation: Instead of embedding the watermark in the
vertex or texture components, [140] develops a novel approach to
embed messages into the NeRF network by creating a watermarked
color representation. During training, it deploys a distortion-resistant
rendering module to map the geometry and watermarked color rep-
resentations to image patches. Subsequently, a CNN-based message
extractor is used to decode the secret message.

Model optimization: An alternative approach for NeRF watermark-
ing involves optimizing the model to embed the watermark. To do
so, [141] strategically injects the watermark into the NeRF model’s
less significant weights through weight optimization. [147] embeds the
watermark into the NeRF model using a two-stage optimization process,
incorporating a digital signature into the model’s weights through the
sign loss objective. [149] introduced a plug-and-play method for wa-
termarking NeRF during the creation phase, using message distillation
and Progressive Global Rendering. [146] optimizes the NeRF model
to ensure accurate decoding of the watermark message from rendered
images via a decoder.

Parameter or geometry modification: A different approach for
NeRF watermarking, [145] embeds the watermark by adding signature
representation into the original NeRF model parameters element-wise.
This method splits the parameters into two parts, using one section for
embedding. In contrast, [148] attaches a binary watermark into high-
geometry value components, ensuring robustness against recolorization
due to the use of geometry values.

Carrier network: [144] introduces a watermarking technique uti-
lizing a carrier network. Here, a NeRF model serves as the watermark,
embedded within another carrier NeRF model. The process involves
initially expanding the watermark network by inserting new nodes and
layers using vertical, horizontal, or mixed expansion strategies to form
the carrier network. These strategies aim to preserve the structure of
the watermark network. Subsequently, the carrier model undergoes
training to represent a new cover NeRF model while keeping the
watermark network frozen.

In general, these deep-learning-based techniques offer several ben-
efits:

» Encoder—decoder architectures and embedding network modules
allow for efficient embedding and extraction of watermarks while
preserving the visual quality of the 3D data [87,127].

» Deep learning based methods can be improved or fine-tuned
according to the actual requirements via changing the attacks in
the attack or distortion layers [87,140].
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Table 7
Classification of the zero watermark based 3D watermarking methods accord-
ing to technical properties.

Zero Watermark Methods

Transform [110], [109], [111], [112], [88]
Invariant features [108]

Skewness [901, [91], [89]

Mahalanobis distance [135]

» Embedding watermarks directly into model weights in NeRF wa-
termarking methods enables robust copyright protection while
maintaining compatibility with existing NeRF models [140,143].

6.4. Zero watermarking

Zero-watermarking is a technique that diverges from traditional
watermarking methods. Instead of directly embedding the watermark
into the host signal, these methods extract distinctive features from the
host signal and merge them with the watermark information to form a
zero-watermark. This zero-watermark is subsequently stored in a secure
location, such as an IPR database. Table 7 presents the classification of
zero watermark methods based on technical properties.

Transform: Transform-based zero watermarking methods utilize
features derived from transforms such as DCT and contourlet trans-
form. [110] generates the zero-watermark through attention-based fu-
sion of Discrete Cosine Transform (DCT) features and features based
on the Dual-tree complex wavelet transform. [109] employs the low-
frequency coefficients of DCT-applied Temporally Informative Repre-
sentative Images (TIRIs) of frames and deep maps to produce content-
based features for generating the zero-watermark. [111,112] gener-
ate the zero-watermark using the contourlet transform and features
obtained from singular value decomposition. An enhanced version
of [111,112], utilizes a logistic chaotic system to encrypt the designed
features and improve the geometric rectification mechanism. [88] in-
troduces the Beamlet transform to construct the zero-watermarking
image.

Invariant features: Invariant features, crucial for robustness agai-
nst signal and geometrical attacks, as well as depth-image-based ren-
dering, are obtained from 2D frames and depth maps. These features,
computed as centroids of normalized variations between video frames
and informative images, are utilized by [108] for copyright protection
in 3D video, generating master and ownership shares.

Skewness: Skewness is a measurement that can indicate whether a
group distribution is symmetrical [89]. There are three zero-waterma-
rking methods in 3D mesh watermarking based on skewness. [90] gen-
erates the zero-watermark by using the skewness values of the angles
in bins. [91] produces the zero watermark from multi-features, which
are constructed from skewness obtained from the SDF value partitions,
skewness from vertex norm partitions, and the ratio of the number of
vertices. [89] combines the dominant and recessive features obtained
from gene groups as a unique gene feature-based zero watermark.

Mahalanobis distance: Mahalanobis distance is a statistical-based
distance measure that takes into account the correlation of datasets.
[135] uses the Mahalanobis distance to construct the feature matrix of
point cloud data, and then a zero watermark is generated by executing
the XOR operation between the feature matrix and binary watermark
image.

Zero watermarking methods in general offer several benefits:

+ Zero watermarking ensures the originality of the data remains
undistorted throughout the watermarking process because the
watermark is stored in the IPR database.

+ Features extracted from 3D data using transform, are robust
against signal processing and DIBR based attacks and alterations,
ensuring the ownership of the content [110-112].

11

Journal of Visual Communication and Image Representation 112 (2025) 104572

Table 8
Classification of the reversible 3D watermarking methods
according to technical properties.

Reversible Methods
DMS and VDDM [94], [93]
PEH [95]
SCVD [92]

» Techniques like encryption and chaotic systems enhance the secu-
rity of zero watermarking, making it challenging for unauthorized
parties [110,112].

6.5. Reversible

Reversible watermarking techniques facilitate the extraction of un-
altered cover data after watermark extraction, ensuring lossless recov-
ery. These methods typically embed the watermark in a reversible
manner, allowing for accurate restoration of the original cover data
without any perceptible distortion or loss of information. Table 8
presents the classification of reversible methods based on technical
properties.

DMS and VDDM: Double modulation strategy (DMS) and variable
direction double modulation (VDDM) are watermark embedding strate-
gies developed based on improved quantization index. [94] utilizes
DMS for watermark embedding, involving vertex modulation based
on motion direction. Additionally, [93] employs VDDM, an extension
of IQIM, for the same purpose. It generates the watermark based on
one-ring neighborhood unlike the single-vertex-based watermark gen-
eration. It then embeds the watermark in both the encrypted domain
and plaintext domain of 3D mesh, allowing authentication in both
domains.

Prediction Error Histogram (PEH): The core concept of the PEH
is to leverage the spatial redundancy inherent in the attributes of a 3D
model or an image to embed binary bits in a reversible manner. In [95],
the watermark is inserted into the embeddable unit using the PEH
modification technique, where the PEH is generated using the vertex
normal value ordering strategy.

Spherical Crown Volume Division (SCVD): The SCVD technique,
in which vertices are mapped into circles with varying radii, leverages
the properties of the sphere to create a more aggregated distribution
of embedded vertices with the original ones. In [92], an embedding
strategy based on SCVD is proposed, where watermark insertion is
accomplished by modifying the calculated virtual arc on the sphere.

Employing these techniques offers several benefits:

* Reversible watermarking ensures lossless recovery of the original
data after watermark extraction, making it suitable for applica-
tions where data integrity is critical.

Techniques using prediction error histogram modification and
spherical crown volume division minimize perceptual distortion,
ensuring that the embedded watermark does not significantly
affect the visual quality of the data [92,95].

The use of techniques such as double modulation and variable
direction double modulation effectively minimizes embedding
distortion. Approaches utilizing DMS and VDDM have shown
good performance in achieving semi-fragility, imperceptibility,
and accurate tampering location detection [93,94].

6.6. Storage features

Storage feature-based watermarking, originally designed for vector
data, embeds the watermark into the data without modifying its values.
This is achieved by applying specific rules to rearrange the data storage,
ensuring that the watermark is embedded without loss. While this
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technique is primarily utilized for vector data, there exists one 3D
watermarking method specifically proposed for point cloud data.

Storage order: The relative storage order of geospatial point cloud
data is one of the invariant features. [139] embeds the watermark
by modifying the relative storage order according to the watermark
and index value without altering the coordinate values. This methods
achieve traceability and can protect the copyright under the lossless
precision.

In general, storage feature-based watermarking offers several bene-
fits:

+ The storage order of the point cloud data can remain unchanged
after noise, transformation, and geometric attacks [139].

» These techniques ensure that the originality of the cover data
remains distortionless even after the watermarking process [139].

6.7. Distribution of the techniques in each category

Fig. 5 shows the distribution of techniques by technical proper-
ties. Histogram mapping leads in the spatial category, while DCT and
Wavelet based methods dominate in transform-based watermarking.
In deep learning, model optimization-based embedding is more com-
mon. Transform-based methods represent half of zero watermarking
studies, and storage order-based techniques are the sole method in the
storage features category. DMS and VDDM make up half of reversible
watermarking studies.
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7. Classification of techniques by robustness

We classify each type of 3D watermarking method according to
robustness and data type in this section. Table 9 demonstrates the
classification of the 3D watermarking method. Also, the distribution of
the techniques according to robustness and data type is shown in Fig. 6.
As mentioned in Section 3.1, robust watermarking algorithms focus on
high capacity, more robustness, and fewer distortions. Semi-fragile and
fragile methods focus on high imperceptibility and tampering detection
accuracy. Table 9 and Fig. 6 shows that researchers are more focused
on robust watermarking than semi-fragile and fragile watermarking. It
also shows that research is solely made on robust watermarking for 3D
image/video and NeRF. In Table 10, we further summarize the pros and
cons for each data type of watermarking method. Below, we mention
our observations for each type of 3D watermarking.

3D Meshes: Table 9 shows the number of fragile and semi-fragile
methods in 3D mesh watermarking is lower than robust methods. Table
10 shows that many methods are vulnerable to cropping attacks [50,57,
62,67,70,78,88,90,95], have low capacity [52,55,86], and have non-
blindness [64,83]. Most of them are also not evaluated for print scan
attacks whilst some new methods [51,52,71] are focusing on this issue.
We also observe that some have good imperceptibility [55,56,73,78],
no distortions [88-91] and high capacity [46,53,59,60,76,77,79,80,83]
while other focus on the trade-off between robustness and impercep-
tibility [48,61,73,78]. Methods, in general, are robust against various
attacks [49,51,52,55,56,62,64,66,69,71,89,90].
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Table 9
Classification of the 3D watermarking methods according to robustness.
Data type Robust Semi-Fragile Fragile
3D mesh [85], [76], [77], [44], [46], [78], [92], [93], [94], [45], [60]
[471, [48], [49], [79], [80], [86], [95], [58], [73]

[71], [88], [89], [50], [51], [52],
[531, [871, [54], [90], [55], [81],
[56], [571, [91], [59], [61], [62],
[82], [63], [64], [65], [66], [83],
[671, [68], [69], [70], [84], [72],
[741, [75]

3D video [108], [110], [109], [971, [98],
[991, [1001, [101], [43], [102],
[103], [104], [105], [111],
[112], [96], [106], [107]

3D image [1271, [113], [114], [115], [116],
(1171, [118], [119], [120], [121],
[122], [123], [124], [125], [126]

Point cloud [137], [128], [129], [130], [138], [133], [136]
[139], [131], [132], [134], [135]
NeRF [140], [141], [142], [143],

[144], [145], [146], [147],
[148], [149], [150]

Table 10
Drawbacks and advantages of the 3D watermarking methods.
Data type Drawbacks Methods Advantages Methods
Limitation against cropping or strong [781, [881, [501, [90]1, [95], [57], Robustness to print-scan attacks [711, [511, [52]
cropping attacks [62], [671, [70]
3D mesh Capacity [861, [52], [55] Robustness to cropping attacks [49], [89], [55], [56], [611,
[62], [64], [66], [69], [72],
[74]
Non-blindness [64], [83] High capacity [76], [771, [46], [79], [80],
[531, [59], [60], [83]
Lack of evaluated for print scan attacks All except [71], [51], [52] Trade off between the robustness and [781, [48], [61], [73]
imperceptibility
Complexity [851, [861, [87], [73] Good imperceptibility [781, [55], [56] [73]
No distortion [88], [89], [90], [91]
Vulnerability against some attacks [108], [109], [971, [98], [100], Good imperceptibility [99], [100], [105]
[96], [107]
3D video  \on blindness [103], [104], [105] No distortion [108], [109], [110,[111],
[112]
Need to register and store the watermark [108], [110], [109], [111], [112] Robustness to geometric attacks [108], [110], [98], [100],
[101], [104], [111], [96],
[107]
Lack of evaluated for combined attacks All except [98], [107] Robustness to signal processing attacks [108], [971, [104], [105],
[112], [107]
Evaluated for combined attacks [107], [98]
Capacity [127], [117], [119], [125] Good imperceptibility [125], [123], [127], [113],
[114], [122], [120]
3D image Py 3 -
Vulnerability against some attacks [114], [115], [116], [118], Optimum strength factor [115]

[121], [123], [126]

Needing high computing power [115], [122] Robustness to geometric attacks [113], [116], [119], [122],
[123], [124], [126], [125]
Intuitively selecting the strength factor [120], [116], [126] Robustness to signal processing attacks [113], [116], [120], [122],
[123], [124], [126], [125]
i 12 12 11 11 12
Complexity 11271 Evaluated for combined attacks [1 2471]’ [12?’ [119], [125],
Lack of evaluated for combined attacks All except [127], [116], [119], [124], [121]
[125], [124], [121]
Limitation against cropping or strong [129], [130], [131], [132] Good imperceptibility [128], [129], [134]
cropping attacks
Point cloud Non-blindness [137], [128] Trade off between imperceptibility and [131], [129]
robustness
Calculation burden [133] No distortion [139]
Limited against noise attacks (1381, [134] Robustness to cropping attacks [137], [138], [134]
Lack of evaluated for print scan attacks All
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3D Video: Table 9 shows that researchers focus mainly on robust
3D video watermarking techniques so far. Among them, [108-112]
are zero watermarking techniques (Table 3). These methods need to
register and store the watermark in the IPR database (Table 10).
Therefore, the security of the database is one of the essential tasks for
these methods. Further, Table 10 shows that the drawbacks of most
methods are vulnerability against some attacks [96-98,100,107-109],
non-blindness problems [103-105] and lack of evaluation against com-
bined attacks (all except [98,107]). Some of the methods have good
imperceptibility [99,100,105], no distortions [108-112] while some
have robustness against geometric [96,98,100,101,104,107,108,110,
111] and signal processing [97,104,105,107,108,112] attacks.

3D image: Table 9 shows that researchers focus on only robust
3D image watermarking techniques. Table 10 shows that the meth-
ods have limitations such as capacity [117,119,125,127], vulnerability
against some attacks [114-116,118,121,123,126], needing high com-
puting power [115,122], complexity [127] and intuitively selecting
the strength factor [116,120,126]. Also, some of them were not evalu-
ated against combined attacks (all except [116,119,121,124,125,127]).
However, some of the methods have good imperceptibility [113,114,
120,122,123,125,127], focus on selecting the optimum strength fac-
tor [115] while some of them have robustness against geometric [113,
116,119,122-126] and signal processing [113,116,120,122-126] at-
tacks. Also, some of them were evaluated for combined attacks [116,
119,121,124,125,127].

Point clouds: Table 9 shows that all but one of the watermark-
ing methods developed for point cloud data are robust watermarking
methods. Similarly to 3D image/video watermarking, there is a large
research gap in the field of point cloud watermarking for fragile and
semi-fragile watermarking. Table 10 shows that many approaches are
vulnerable to cropping attacks [129-132] and have non-blindness [128,
137]. One of them has a calculation burden [133], and two of them
have drawbacks against noise attacks [134,138]. It is also seen from the
table that some of the methods have good imperceptibility [128,129,
134], no distortions [139] while some of them focus on the trade of
robustness and imperceptibility [129,131] and have robustness against
cropping attacks [134,137,138].

NeRF: While NeRF has gained significant attention in recent re-
search, the exploration of NeRF watermarking remains limited due
to its novelty. Table 9 highlights only eleven studies on NeRF wa-
termarking [140-150], all classified under the robust category. This
observation underscores the emerging stage of NeRF watermarking,
indicating its current distance from maturity. To advance this field,
there is a pressing need to expand the diversity of methodologies
employed.

Summary: Table 3 and Fig. 6 reveals limited research in point
cloud and deep learning-based 3D watermarking methods. Only eleven
works [140-150] address NeRF watermarking. Conversely, Table 9
illustrates a scarcity of fragile and semi-fragile methods. Overall, the
development of point cloud watermarking, NeRF watermarking, deep
learning-based watermarking, and robust 3D mesh watermarking meth-
ods resistant to print-scan operations would invite further investigation
and research attention.

8. Input and output

3D watermark techniques, in general, primarily involve embedding
watermarks into a specific 3D representation, such as 3D meshes, depth
images, videos, and point clouds. Notably, these methods often exhibit
similarity between their input and output data, maintaining the essen-
tial characteristics of the original representation while incorporating
the watermark for integrity and authenticity verification purposes.

Here, we specifically highlight and discuss some special cases of re-
cent watermarking techniques [51,52,71,85,140-143,145-150]. These
methods differ from others in terms of the extraction process, where the
watermark is extracted from another type or version of the embedding
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process output, such as 2D renderings of 3D meshes or a printed
3D mesh version. These methods focus on addressing special types
of problems like print-scan attacks. Consequently, the output of the
embedding process differs from the input of the extraction process
in these methods. Table 11 illustrates the embedding and extraction
process of these special cases. In [51,52,71], unlike other 3D mesh
watermarking methods, the watermark is extracted from printed 3D
models after scanning. In [85], the watermark is embedded into the
3D mesh, while it is extracted from 2D renderings of 3D meshes.

Additionally, the watermark is extracted from 2D renderings of
NeRF in [140-142,145-150], while [143] embeds the watermark into
the NeRF model by fine-tuning and extracts the watermark from LL
subbands of the NeRF rendered images.

9. Data sets

This section provides information about the data sets used in testing
3D watermarking methods. Table 12 displays the specific data sets
employed for 3D watermarking. Many experiments on 3D meshes
and point clouds have focused on a small selection of shapes like
Bunny, Horse, Venus, and Armadillo. These shapes are commonly
sourced from general data sets such as [161-163], and [164]. How-
ever, other data sets like A Large Dataset of Object Scans, which is a
dataset of more than ten thousand 3D scans of real objects [165], 3D-
FUTURE, which is the large-scale benchmark of 3D furniture shapes
in the household scenario [166], OmniObject3D, which is a dataset of
high-quality, real-scanned 3D objects with a large vocabulary [167],
and CoMA, which is a dataset of extreme expressions captured over
12 different subjects [168] remain underutilized in 3D watermarking
research. Similar trends are observed in 3D video and image water-
marking, where evaluations typically rely on specific data sets or data
points like datasets provided by the MEPG 3DAV group [169] and
Visual Media Group of Microsoft Research [170], RMIT3DV, which
is a creative commons uncompressed HD 3D video database [171],
NAMA3DS1-COSPAD1, which is Subjective video quality assessment
database [172], MSD, which is Middlebury stereo datasets [173] and
etc [172,174-177]. Diversifying the data sets used for evaluation could
enhance the effectiveness of assessing watermarking methods.

We have also included 4D data sets in this section to showcase new
research paths for scholars. Table 12 displays both 3D and 4D data sets.
In recent years, 4D technologies become increasingly important [185],
necessitating methods for securing and sharing 4D data. Many public
4D data sets remain unexplored [181-184]. These public datasets offer
research opportunities for developing 4D watermarking for research
and industry. Certain 4D data sets encompass voice, image, and 3D
mesh data [184], requiring diverse watermarking algorithms to ensure
their security.

10. Metrics

Various metrics play essential roles in evaluating watermarking
methods. These metrics, categorized as imperceptibility, robustness,
and tamper detection, serve distinct purposes. Imperceptibility metrics
gauge the quality of watermarked data, while robustness metrics as-
sess method effectiveness against attacks. Some metrics, such as Peak
Signal to Noise Ratio (PSNR) and Structural Similarity Index Measure
(SSIM), serve both imperceptibility and robustness evaluation. PSNR
focuses solely on pixel-wise differences, while SSIM considers structural
information and human visual perception factors. Tamper detection
metrics measure manipulation detection performance, either locally or
globally. They determine the correctness rate of a method in correctly
or falsely classifying tampered signals or parts of the signal. Table
13 classifies performance metrics by usage purpose and data type,
elucidating their utilization across various studies.

Table 13 highlights the prevalent metrics used to evaluate 3D
watermarking methods. For robustness assessment, Bit Error Rate (BER)
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Table 11

Embedding and extraction process of the special cases.
Methods Embedding process Extracting process

Input Output Input Output

[711, [51], [52] 3D mesh Watermarked 3D mesh Printed 3D mesh Watermark
[85] 3D mesh Watermarked 3D mesh 2D renderings of 3D meshes Watermark
[140], [142], [146], [149], [150] 2D images Watermarked NeRF model NeRF-rendered images Watermark
[143] NeRF model Watermarked NeRF model LL subband of NeRF-rendered images Watermark
[141], [145], [147], [148] NeRF model Watermarked NeRF model NeRF-rendered images Watermark

Table 12
Data sets for evaluating watermarking methods.

Data type

Data sets

3D mesh and point cloud
3D video and image
NeRF

4D data

[1611, [162],
[169], [170],
[1781, [179],
[181], [182],

[163], [164], [165], [166], [167], [168]
[174], [171], [172], [175], [176], [177], [173]
[180]

[183], [184]

and correlation are frequently employed, whereas PSNR and SSIM are
prominent for evaluating the imperceptibility of 3D watermarked data.
Correlation measures the similarity or association between two signals,
while BER quantifies the accuracy by measuring the rate of bit errors.
Specifically for 3D mesh watermarking, Maximum Root Mean Square
Error (MRMS) and Mesh Structural Distortion Measure (MSDM) are
commonly used imperceptibility metrics. MSDM measures the visual
degradation, while MRMS calculates the surface-to-surface distance
between watermarked and original meshes [161]. Some methods un-
dergo subjective quality analysis, including Mean Opinion Score (MOS)
for imperceptibility evaluation. MOS involves quantifying subjective
impressions using a predefined quality scale by asking people [186].
Notably, metrics like PSNR and SSIM serve dual roles in assessing
both imperceptibility and robustness. Table 13 also shows that while
most watermarking methods are evaluated using a limited number of
metrics, a few, such as those referenced in [77,78,115], are subjected
to a more comprehensive evaluation framework. However, there is
still a gap in tamper detection for 3D images and video. One of the
reasons may be that 3D images and video watermarking are commonly
employed for copyright enforcement. Fragile watermarking methods
are designed to be highly sensitive to any modifications in the water-
marked signal. However, 3D-rendered images are often subjected to
various transformations during the rendering process, such as view-
point changes or interpolation, which can introduce significant dis-
tortions. It is difficult for fragile watermark methods to survive these
transformations.

11. Discussion and future research direction

In this section, we explore the challenges and future directions
of 3D watermarking. We examine various 3D watermarking methods,
their classification, the attacks they encounter, the metrics used for
evaluation, and the datasets employed in experiments.

Challenges of 2D images/video watermarking vs 3D water-
marking: Comparing 2D image/video watermarking with its 3D coun-
terpart is crucial for understanding the unique challenges and oppor-
tunities each presents. While 2D watermarking is an established field,
3D watermarking faces greater complexity due to structural differences.
While images consist of regular pixels, meshes contain vertices and
face information. Pixels have value limitations (0-255), unlike mesh
vertices. Operations like rotation, translation, and scaling can be per-
formed on 3D objects without distorting their shape, posing challenges
for watermarking. However, incorrect operations on 3D meshes may
cause irreversible damage, complicating watermark removal. More-
over, while standards and tools for 2D images are abundant, those for
3D meshes are less common. Transformation space techniques in 3D
watermarking are more limited, restricting the development of new
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methods. Despite these differences, lessons learned from 2D water-
marking can contribute to the advancement of 3D techniques, offering
valuable insights for future progress. For instance, techniques such as
self-embedded watermarking for tamper detection and recovery [187],
as well as the selection of embedding parameters through optimiza-
tion algorithms [188], are examples of insights obtained from image
watermarking that can be applied to the domain of 3D watermarking.

Challenges of 3D image/video vs 3D mesh/point cloud water-
marking: Applying 3D image/video watermarking to 3D meshes is
difficult due to differences in data structure, embedding methods, and
robustness needs. 3D images/videos use structured pixel grids, while
meshes consist of irregular vertices and faces, making direct adaptation
challenging. Meshes also lack a fixed reference frame, so operations
like remeshing or simplification can alter vertex connectivity. 3D mesh
watermarking must resist content-preserving attacks such as rotation,
translation, and scaling, which do not visually change the content. 3D
image/video watermarking techniques lack these features, as they have
different requirements specific to their domain. Another challenge is
perceptibility: small pixel adjustments in 3D images/videos are often
unnoticed, but vertex changes in meshes can cause visible distortions.
Point cloud watermarking faces similar issues due to its unstructured
nature.

3D mesh watermarking vs point cloud watermarking: A 3D
mesh represents an object using a structured arrangement of vertices,
edges, and faces, while a point cloud is an unstructured collection of
points in 3D space, typically from 3D scans, without explicit connec-
tions. Topology-based 3D mesh watermarking methods, such as [73],
are not applicable to point clouds due to the lack of connectivity.
However, techniques like [41], which do not rely on faces or edges,
can be applied to both 3D meshes and point clouds. Similarly, point
cloud watermarking methods focused on point data can be used in 3D
mesh watermarking.

Copyright protection of the printed 3D object: One of the pri-
mary challenges faced by 3D mesh watermarking methods is their
resilience against print-scan attacks. As technology advances, it has
become increasingly possible for digital 3D meshes created by the right-
ful owner to be replicated using 3D printers without permission and
then used for commercial purposes. In our observations (see Table 10),
the majority of existing methods lack robustness against such attacks,
except for those discussed in [51,52,71]. The development of robust 3D
mesh watermarking techniques capable of withstanding printing is still
in its early stages and demands significant attention [35]. Moreover,
the choice of devices used for 3D printing can significantly impact
the robustness of these methods. The inclusion of a scanning process
is essential; however, many methods omit this step, rendering them
unevaluated against print-scan attacks. It is evident that the field
requires further advancements in this regard.
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Table 13
Performance metrics for evaluating 3D watermarking methods.
Metric 3D Image 3D video 3D Mesh Point cloud NeRF
Bit Error Rate (BER) [127], [113], [108], [1001, [92], [44], [137], [128], [142]
[114], [115], [101], [43], [48], [49], [129], [134]
[116], [118], [102], [104], [93], [88],
[119], [120], [96], [106], [94], [51],
[121], [123], [107] [56], [571,
[124], [125], [91], [62],
[126] [82], [65],
[671, [69]
Robustness Correlation [115], [117], [971, [99], [761, [78], [128], [129], [142]
[122] [100], [43], [47], [48], [130], [139],
[103], [104], [801, [71], [131], [132],
[105], [96], [88], [89], [135]
[106], [107] [52], [54],
[90], [55],
[81], [56],
[91], [59],
[61], [82],
[63], [64],
[83], [68],
[70], [72],
[73], [74]
Peak Signal to Noise Ratio (PSNR) [117] [761, [80] [137] [144], [150]
Hamming distance [120]
intra-BER [110], [111],
[112]
intra-NC [109]
Bit Correction Rate (BCR) [97]
False negative rate (FNR) [98]
Bit Accuracy [85], [86], [140], [143],
[871, [75] [145], [146],
[148], [149]
Structural similarity index measure [501, [84] [141], [144],
(SSIM) [147], [150]
Classification Accuracy [141]
Equal error rate (EER) [88] [130]
Match Percentage [138]
Success rate [51]
Message Error Rate (MER) [53]
False positive rate (FPR) [71]
Error Rate [66]
Normalized mean squared error (NMSE) [731
Peak Signal to Noise Ratio (PSNR) [127], [113], [109], [971, [85], [76], [137], [134], [140], [141],
[114], [115], [98], [99], [46], [53], [135] [142], [143],
[116], [118], [100], [101], [95], [57], [144], [145],
[119], [120], [43], [102], [82], [83], [147], [148],
[121], [122], [103], [104], [72], [74] [149], [150]
[123], [124], [105], [96],
[125], [126] [106], [107]
Structural similarity index measure [127], [113], [109], [101], [85], [53] [140], [141],
(SSIM) [114], [116], [43], [104] [142], [143],
[118], [119], [144], [145],
[120], [123], [147], [148],
[124], [125], [149], [150]
[126]
Feature similarity (FSIM) [114]
Multi-scale SSIM (MS-SSIM) [114], [115]
Imperceptibility Mean opinion score (MOS) [114] [98], [102] [78], [56]
Mean Square Error (MSE) [115] [53], [66]
Visual Information Fidelity, pixel domain [120] [101]
version (VIFp)
Double stimulus continuous quality scale [123], [125]
(DSCQS)

(continued on next page)
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Table 13 (continued).

Learned Perceptual Image Patch [140], [141],
Similarity (LPIPS) [142], [143],
[144], [145],
[147], [148],

[149]

Root Mean Square Error (RMSE) [45], [46], [137], [128], [150]
[54], [63], [129], [130],
[64], [74] [139], [135]
Signal-to-noise ratio (SNR) [92], [93], [129], [130]

[94], [52],
[58], [66],

[73]
Change rate (CR) [139]
Hausdorff distance [45], [46], [131], [133],
[781, [47], [135]

[86], [871,
[55], [56],
[58], [72],

[74], [75]
The maximum movement distance [92], [93],
(MaxD) [94]
Average move distance (AvgD) [92], [93],
[94], [73]
Rate by User [85]
Mean Square Quadratic Error (MSQE) [76], [80],
[82], [83]
Correlation distance [771, [791,
[50], [84]
Cosine distance [771, 1791,
[50], [84]
Euclidean distance [771, [79]1,
[50], [84]
Manhattan distance [771, [79]1,
[50], [84]
Vertex Signal-to-Noise Ratio (VSNR) [44]1, [45],
[54], [571,
[64]
Modified Hausdroff distance (MHD) [45]
Maximum root mean square error [781, [49],
(MRMS) [51], [871],

[55], [95],
[81], [56],
[58], [591,

[61], [62],
[70] [72]
Mesh structural distortion measure [78], [49],
(MSDM) [51], [95],
[58], [61],
[62], [671,
[68]
Roughness [47]
L1 Normal [86]
MSDM2 [71], [63]
Normalized Absolute Error (NAE) [53]
Normalized Hausdorff Distance (NHD) [53]
Normalized root mean square error [53], [60]
(NRMSE)
Curvature consistency loss [871
Fast mesh perceptual distance (FPDM) [58]
Average and maximum Distortion [65]
Accuracy (ACC) [45] [133], [136]
Number of vertices [92], [93],
Tamper Detection [94], [60]
Precision rate (PPV) [45]
Sensitivity rate (TPR) [45]
Average False Rejection Rate (Avg. FRR) [95]
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Optimal embedding strength factor: We have also identified an
additional concern regarding the need to determine the optimal embed-
ding strength factor to achieve a balance between robustness and im-
perceptibility during the watermark embedding process. Many 3D wa-
termarking methods typically determine this factor intuitively, which
may not be ideal considering its significant impact on method per-
formance. Furthermore, intuitive determination of the strength fac-
tor limits the applicability of watermarking methods, as the optimal
strength factor may vary for each 3D dataset and watermark [188]. In
contrast, 2D image watermarking methods benefit from a toolbox of
optimization algorithms such as the Artificial Bee Colony Algorithm,
Particle Swarm Optimization, Grey Wolf Optimizer, etc., which have
proven successful [189]. Hence, integrating optimization techniques
stands out as a viable avenue for enhancing 3D watermarking methods
that utilize embedding strength.

Tamper detection and recovery: When examining 3D watermark-
ing methods, it becomes evident that numerous researchers prioritize
robust watermarking. Especially within the realms of 3D image and
video watermarking, it poses a significant challenge for fragile wa-
termarks to endure the 3D-rendering process, which subjects them to
various transformations. While ownership verification is crucial, detect-
ing forgeries in 3D data and identifying tampered areas are equally
significant. Developing novel fragile and semi-fragile methods presents
a promising research avenue. In addition to detecting tampered regions,
the ability to recover tampered areas could prove invaluable across
various fields reliant on 3D data. Recent advancements in 2D image
watermarking have shown significant success [187,190,191]. Learning
and adapting from self-embedded watermarking mechanisms to 3D
watermarking could be a potential direction for future research.

Deep learning-based watermarking and NeRF watermarking:
Table 3 reveals a scarcity of both deep learning-based approaches and
those tailored for NeRF. Deep learning methods, which have demon-
strated significant success across various domains [192,193], exhibit
potential over classical watermarking techniques due to their supe-
rior performance in many fields. Consequently, there is a growing
trend towards prioritizing the development of deep learning-based 3D
watermarking methods. Moreover, with NeRF emerging as a recent
and important medium for scene representation, researchers must stay
updated on evolving NeRF technologies and ensure their security.
For instance, the NOFA framework [194] allows for the creation of
highly detailed facial avatars using just one image, posing a potential
risk of misuse by malicious actors. Thus, tools are needed to verify
the authenticity of avatars created with this framework and secure
synthesized videos with watermarking [194]. Given the limited number
of methods available for NeRF watermarking, more attention can be
allocated to this new area. Concurrently, ongoing studies focusing on
3D mesh production using NeRF technology underscore the importance
of securing NeRF models intended for such production to safeguard
ownership rights.

Dynamic mesh and point cloud watermarking: While conducting
the survey, we observed that only two techniques target dynamic mesh
and point cloud watermarking [151,195]. Both assume that the change
of each vertex on the time axis must be known. However, it is not
possible to apply these methods to 4D data that lacks a fixed number of
vertices and whose trajectories are unknown. In [151], frame averaging
attacks were used as a temporal synchronization attack. Specifically,
one frame was deleted for each 24, 12, and 6 frames, and then the
average of the two adjacent frames was placed instead of the deleted
frame. However, this method was only evaluated against one temporal
attack and not against others such as frame deletion and displacement.
Since the watermarks are embedded in the transform coefficient of the
vertex along the time axis in this method, it is considered vulnerable
to frame deletion attacks. On the other hand, another method [195]
proposed for dynamic 3D mesh watermarking has not been evaluated
against temporal synchronization attacks.

18

Journal of Visual Communication and Image Representation 112 (2025) 104572

Our observation highlights a notable absence of watermarking tech-
niques designed for dynamic 3D mesh and point cloud data that incor-
porate temporal information. Simply preserving ownership of individ-
ual meshes within 4D datasets is insufficient, as sequence information
is equally vital. Therefore, it is imperative for researchers to prioritize
the development of watermarking techniques specifically tailored to
dynamic 3D mesh and point cloud data, as this will significantly
enhance 4D watermarking capabilities.

Evaluation of the methods against attacks: Various types of
attacks are commonly used to assess watermarking methods. However,
the utilization of combined attacks in method evaluations remains lim-
ited, despite the potential for multiple operations on data. Robustness
against combined attacks is crucial for ensuring the effectiveness and
applicability of methods. Particularly, print-scan attacks, as mentioned
earlier, should also be incorporated as one component of combined
attacks. In the emerging field of NeRF watermarking, a comprehensive
range of attacks, including image manipulations, should be employed
for thorough evaluation, given that many image manipulations can be
applied to the 2D image renderings of NeRF. Model-based attacks, such
as weight alterations, adversarial attacks, and modification of only the
watermarking component, are essential for assessing deep learning and
NeRF watermarking methods. Additionally, many 3D methods are sus-
ceptible to cropping attacks, which can significantly compromise shape
integrity. Successfully countering cropping attacks enhances method
reliability.

Usage of metrics: Table 13 demonstrates that many methods use a
limited number of metrics for evaluation. The choice of metrics can
significantly impact method performance, highlighting the need for
diverse metrics to provide a comprehensive assessment. While objective
analysis predominates in research, it is also important to consider
visual perception for subjective evaluation. Incorporating visual quality
assessment, as advocated by [56], enhances result reliability. In eval-
uating 3D video watermarking methods, metrics must encompass the
entire video rather than assessing individual frames alone. Similarly,
for 4D and dynamic mesh watermarking, evaluating the complete 4D
dataset or sequence of 3D meshes provides a more holistic perspective
on method effectiveness.

Data sets: Our observations also indicate that 3D watermarking
methods are typically evaluated on a limited dataset, often using stan-
dard meshes such as Bunny and Venus. However, method evaluations
should encompass diverse datasets with varying characteristics to un-
cover unknown strengths and weaknesses. Experimenting with large,
complex datasets enhances our understanding of method performance,
especially considering the availability of extensive public 3D datasets
like A Large Dataset of Object Scans [165] and OmniObject3D [167].
With the increasing prevalence of 4D datasets across various domains,
researchers should explore 4D watermarking techniques to safeguard
these datasets. The abundance of 4D datasets, including audio data,
such as HUMANA4D [184], presents opportunities for developing novel
watermarking methods tailored to the security requirements of 4D data.

Technique Diversification: It is crucial to encourage the commu-
nity to explore a diverse range of techniques in watermarking processes.
This diversification expands the array of available watermarking op-
tions, making them less vulnerable to attacks and more challenging
to compromise. Additionally, releasing the source code for implemen-
tation and comparison facilitates transparency and reproducibility in
research, fostering collaboration and advancement in the field.

12. Conclusion

This survey comprehensively explores various aspects of 3D water-
marking, including different types of 3D methods, their categorization,
technical idea breakdown, and methodological evaluations. It outlines
attacks based on data type and metrics used for evaluation, including
both standard and underutilized datasets for experimentation.
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Moreover, the survey aims to guide researchers towards future
directions in 3D watermarking, such as optimizing strength factors,
protecting copyrights for 3D printed objects, and addressing chal-
lenges like tamper detection and recovery, 4D, and NeRF watermark-
ing. These areas hold significant potential for both academic and
industrial communities.

To enhance method effectiveness, we recommend further attention
should be given to cropping, combined, and print-scan attacks, along-
side incorporating comprehensive objective and subjective analyses
during evaluation. It is important for further research in 3D water-
marking to strike a balance between imperceptibility, robustness, and
capacity. These remain crucial for practical applications leveraging 3D
technologies.
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