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ABSTRACT
Trade Secrets (TS) are vital for innovation-driven companies, and their loss can inflict significant financial and reputational 
damage, particularly in the absence of established policies to mitigate misappropriation in the UK. The current academic lit-
erature lacks detailed strategies for firms to effectively address these threats. This paper aims to bridge the research gap by 
conducting interviews with industry professionals and analyzing UK legal cases related to TS misappropriation. By integrating 
findings within the Dynamic Capabilities (DC) theoretical framework, we develop a more comprehensive approach to mitigating 
TS misappropriation, thereby enhancing the detail and relevance of DC approaches in the TS context. This research, therefore, 
not only offers practical strategies for companies in the UK to prevent future breaches but also advances academic understanding 
of the process of TS misappropriation-mitigation and outlines potential directions for further inquiry in this area.

1   |   Introduction

Trade secrecy is one of the most widely used intellectual prop-
erty (IP) protection mechanisms in the UK, utilised by organi-
sations of all sizes. It is a highly valuable asset to any business 
(Andersen and Striukova 2010; Searle 2021). In comparison to 
patents and other forms of IP protection, Trade Secrets (TS) pos-
sess a weaker protection regime, making owners more vulnera-
ble to theft and misappropriation (Ozcan et al. 2023), the global 
costs associated with TS loss amounting to almost 3% of devel-
oped economies' GDP (Passman  2014). For many businesses, 
loss of a TS also constitutes loss of competitive advantage, the 
potential loss or exposure of specific confidential technological 
inventions creating uncertainty in business and a slowdown in 
innovation (Santiago 2017; Khan et al. 2021; Shiau et al. 2023).

Businesses are often, however, unaware of the strategies to 
follow in the event of TS misappropriation or theft, the recent 
number of high-profile cases of TS misappropriation in the UK 
highlighting: (1) poor TS management practices; and (2) lack 
of understanding of the misappropriation–mitigation process 

(Ozcan et  al.  2023). Although the UK government has clar-
ified the definition of a trade secret (TS) in the Trade Secrets 
Regulation  (2018) and liability for TS theft in the National 
Security Act (2023), no clear policy or set of recommended ac-
tions exists for businesses on how to respond to TS misappro-
priation. Misappropriation–mitigation strategies and processes 
therefore need further development, the World Intellectual 
Property Organization (WIPO) itself calling for stronger policy 
frameworks for TS management and effective mechanisms for 
addressing TS misappropriation (WIPO 2022).

Whilst TS have long been part of the academic discourse (see, 
for example, Gerle and Varsányi 1997), in the scholarly litera-
ture, TS misappropriation is usually mentioned as an outcome 
of failed efforts at TS protection (Hannah 2005; Basuchoudhary 
and Searle  2019; Ozcan et  al.  2023). Bos et  al.  (2015) view TS 
misappropriation-mitigation as a final stage of the TS lifecycle. 
Ozcan et  al.  (2023) see misappropriation-mitigation as part of 
TS management, identifying mitigation approaches applicable 
to organisations in times of TS misappropriation, whilst Diestre 
et al. (2023), discuss the implications of IP infringement after its 
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occurrence and litigation, arguing for development of anti-trust 
policies to mitigate collusion and prevent further instances of 
IP infringement. Conversely, Hannah (2005) argues that lack of 
trust between employees and employers drives TS misappropri-
ation. Hannah (2006) identify the lack of understanding of what 
constitutes TS protection and the signing of NDAs by employees 
as potential causes of misappropriation.

Finally, the study of Maurer and Zugelder (2000) argues for the 
development of specific HR strategies to safeguard TSs and con-
firm the importance of security culture and employee loyalty in 
preventing TS misappropriation, Hannah (2005, 2006) identify-
ing trust building, training, and frequent communication about 
TS policies between the organization and the employees as de-
creasing the chances of the loss of TS. Finally, Basuchoudhary 
and Searle (2019) focus on the issues of TS theft and the develop-
ment of efficient compliance systems within organisations. The 
authors in these studies, however, all argue for further explora-
tion of the final stages of TS management, specifically the miti-
gation of TS misappropriation.

Given that this is the state-of-the-art in the existing literature 
(explored in greater detail in Section  3), a study considering TS 
misappropriation-mitigation as a step-by-step process within 
the TS management framework is consequently needed to close 
this research gap. The goals of the study are therefore: to iden-
tify the strategies and methods used during the mitigation of TS 
misappropriation, including that resulting from cyber theft, and 
which are most effective; To map the TS management processes 
that exist, particularly mitigation management processes, as the 
final stage of a TS lifecycle; To evaluate which specific policies, 
procedures, and strategies, including informal strategies, are most 
likely to be effective in responding to TS misappropriation and the 
loss of valuable information, and the potential improvements that 
can be made to prevent future instances; to review how critical 
organizational reactions to the breakage of the secrecy regime 
and subsequent organizational strategies are in preventing initial 
and further misappropriation of intellectual property (IP) assets, 
thereby offering a hopeful outlook for the future.

To achieve this, a sequential qualitative mixed-methods ap-
proach is employed (Morse 2010), utilizing data derived from 18 

carefully selected legal cases involving TS misappropriation in 
the UK and 12 interviews with industry professionals. The data 
was analysed according to the research questions and the theo-
retical lens using thematic analysis and NVivo software (Braun 
and Clarke 2014), with Dynamic Capabilities (DC) providing the 
theoretical framework for the process of TS misappropriation–
mitigation (Teece 2007).

The findings in this study indicate a low level of understanding 
of the actions needing to be undertaken by organisations after a 
TS misappropriation threat or misappropriation. Adapting DC 
theory, we establish a step-by-step process of TS misappropriation-
mitigation: Step 1—implementation of TS protection; Step 
2—sensing TS misappropriation; Step 3—seizing TS misappro-
priation; and Step 4—TS reconfiguration. Hence, our paper offers 
both theoretical and practical contributions. We contribute to the 
overall literature on intellectual property protection by provid-
ing a DC-based theoretical framework for TS misappropriation-
mitigation (Hemphill 2004; Fang et al. 2017; Crittenden et al. 2015; 
Fedorenko et al. 2023). We extend future research directions of Bos 
et al. (2015), Ozcan et al. (2023), Wang (2021), Wang et al. (2023), 
and Diestre et al. (2023) and investigate in detail the stages of TS 
misappropriation-mitigation and prevention strategies. Based on 
our practical contributions, we provide organisations with coher-
ent, step-by-step guidance on how to respond to TS misappropri-
ation or misappropriation. This process enables organisations to 
navigate TS misappropriation with flexibility and confidence, ulti-
mately increasing the protection of TSs and valuable confidential 
information in the future.

The paper is structured into a theoretical background, literature 
review, research questions, methodology, and then results. The 
paper concludes with discussions, conclusions, theoretical and 
practical contributions, limitations, and further areas of research.

2   |   Theoretical Background

TS can generate a competitive advantage (Crittenden et al. 2015), 
with trade secrets potentially determining organizational suc-
cess or failure (Hemphill 2004). Considering the study by Ozcan 
et al. (2023) in the context of TS misappropriation-mitigation, DC 
theory provides a potentially relevant theoretical background, 
particularly given its longstanding association with strategy 
(McGuinness and Morgan 2000). The constructs and variables 
subsequently identified and used are grounded in DC theory and 
the literature. As Ozcan et al. (2023) also identify, however, in 
the case of TS, there is a need to integrate the Resource-Based 
View (RBV) into the initial stage of TS identification and protec-
tion, as demonstrated in Figure 1 below.

Using RBV first, Ozcan et al.'s  (2023) systematic literature re-
view identifies that a TS must be valuable, rare, inimitable, and 
organized within the company. It must thus be well protected 
as a key organizational resource capable of generating a com-
petitive advantage. According to DC theory, to maintain a 
competitive advantage in the market, organisations need to be 
adaptable to external environmental changes, which is essen-
tial for sustained profitability. Sustaining competitive advan-
tage progresses through sensing, seizing, and reconfiguring 
(Teece  2007). In traditional DC theory (Teece  2010), sensing 

Key Points

•	 There is an urgent and significant gap in existing trade 
secret management practices and academia regarding 
the mitigation of trade secret misappropriation.

•	 The research proposes a practical and step-by-step 
process for mitigating trade secret misappropriation, 
based on Dynamic Capabilities (DC) theory, offering 
specific actions for sensing, seizing, and reconfiguring 
in response to misappropriation threats.

•	 The proposed process offers practical guidance to 
managers on how to enhance organizational resil-
ience and maintain competitive advantage. This 
guidance is a direct result of the research's focus on 
the practical implications of mitigating trade secret 
misappropriation.
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involves learning, filtering, shaping, and calibrating potential 
opportunities and threats. Seizing pertains to capitalizing on 
identified opportunities by developing new products, processes, 
or services, often leading to enhanced research and develop-
ment efforts. Reconfiguring is then about the capability to re-
arrange and adapt assets and organizational structures to align 
the company's internal operations with the opportunities that 
have been seized.

In the case of TS mitigation, sensing refers to the organization's 
ability to anticipate potential threats to TSs and other forms of 
intellectual assets. The seizing stage entails organizational ad-
aptations to possible threats or loss of a TS. Finally, the recon-
figuration stage involves readjusting the company to the new 
environmental circumstances (loss of a Total Strategy, TS) to 
maintain a competitive advantage or create a new TS or other 
form of Intellectual Property (IP) for competitive advantage 
(Teece 2007; Barreto 2010).

With the DC theory in mind, Al-Aali and Teece (2013) propose a 
more integrated approach to IP management. The authors argue 
that, for the IP management process to be efficient, it must be 
integrated into the company's overall corporate strategy and 
business model. If IP assets are a prerequisite for a company's 
competitive advantage, it is therefore critical that TS are iden-
tified through an IP audit process. The TS misappropriation-
mitigation process therefore requires, as a first step, the 
establishment of a protection approach, followed by predefined 
organizational steps (see Figure 2).

Figure 2 above illustrates that TS misappropriation-mitigation 
begins with TS protection, as part of the TS management 
process. The existence of a protection framework provides 
a foundation and starting point for the sensing, seizing, and 
reconfiguring stages. If such a TS protection framework is 
not in place, the mitigation process is not likely to succeed, 
and the TS will be lost. It is worth noting, however, that TS 
misappropriation-mitigation does not guarantee that the TS 

will not be lost. Instead, it provides an action plan if the threat 
arises.

The TS misappropriation-mitigation framework, as presented 
in Figure  2, is a multifaceted process. It requires alignment 
with all organizational functions to mitigate the threat or 
loss of a TS, encompassing the DC theory stages that need 
to be maintained by employees and integrated into the over-
all TS management process and the organization's business 
strategy. DC theory itself, however, is not without criticisms 
(Collis et  al.  2021), not least because of the need to contex-
tualize the DC framework within the specific context it is 
being used in (Gremme and Wohlgemuth  2017), concerning 
the impacts of contingency conditions (Barreto 2010), and the 
potential for there to be different types of DCs within differ-
ent strategic settings (Vu 2020). Consequently, while believing 
DC to be an appropriate general framework for analysing TS 

FIGURE 1    |    Theoretical underpinning of TS approaches (Ozcan et al. 2023). [Color figure can be viewed at wileyonlinelibrary.com]

FIGURE 2    |    A conceptual framework for the DC theory-based TS 
misappropriation-mitigation process.

https://onlinelibrary.wiley.com/
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misappropriation-mitigation, the study will also enhance the 
understanding of specific DC processes in this context. With 
this clear DC-framed theoretical basis, the study is therefore 
connected to the broader academic discourse, maximizing its 
potential contribution to the field.

3   |   Literature Review

As stated in the introduction, the literature on TS 
misappropriation-mitigation is not well established; Table  1 
presents an analysis of the current state-of-the-art in debates.

According to the more recent literature, as shown in Table 1, Bos 
et al. (2015) establish a TS management lifecycle. If unwanted 
exposure of the TS occurs, it is in the interest of the organization 
to mitigate the adverse effects of such exposure. This mitigation 
effort encompasses affirmative action, including formal and in-
formal responses. Formal mitigation measures can include liti-
gation or internal TS protection approaches if there is evidence 
of a violation of internal procedures. Informal measures are less 

well represented, but one example is the strategic dissemination 
of false information to distract attention from misappropriation 
and deceive external partners. Bos et al. (2015) also argue, how-
ever, that further exploration of the later stages of TS protection 
management, both before and after misappropriation, is needed, 
with more research required to identify the taxonomy of mitiga-
tion approaches and their effectiveness.

Wang et al. (2023) focus on offensive IP (intellectual property) 
protection strategies before litigation. According to the au-
thors, early identification of IP infringement requires main-
taining organizational protection processes and an efficient 
intellectual property rights compliance system. This ensures 
lower management costs and cognitive efforts in the event of 
violation of intellectual property rights. This follows on from 
Epstein and Levi's (1987) study, in which the authors discuss 
the inefficiencies of defensive TS protection strategies, high-
lighting the necessity for proactive, continuous TS audits. 
According to Epstein and Levi (1987), TS audit can be an ef-
fective measure in TS misappropriation-mitigation that proves 
“reasonable measures of protection” during litigation and 

TABLE 1    |    Key literature on TS management.

Key literature Areas of research Identified literature gap

Epstein and Levi (1987) Examination of the TS protection strategies There is a gap in understanding 
effective strategies for mitigating 

TS misappropriation

Bos et al. (2015) TS lifecycle. Advantages and 
disadvantages of a TS

There is a gap in research regarding 
the full spectrum of TS management 
processes. The study recommends an 
in-depth examination of mitigation 
as the final stage of the TS lifecycle

Basuchoudhary and Searle (2019) Organizational strategies against 
cybercrime and economic espionage

The study recommends further 
research into the policies and strategies 

for addressing TS misappropriation 
resulting from cyber theft across 

various countries and jurisdictions

Wang (2021) IP strategies and employee relationships The study suggests further empirical 
research to explore the effectiveness 

of informal IP strategies and how they 
can be improved to prevent instances 
of TS and valuable information loss

Ozcan et al. (2023) The study explores strategic 
approaches to TS management

The study recommends further 
investigation into strategies 
and processes for mitigating 

TS misappropriation

Wang et al. (2023) The study explores offensive patent litigation There is a gap in understanding the 
importance of organizational strategies 

in preventing the misappropriation 
of intellectual property (IP) assets

Fedorenko et al. (2023) The study explores and summarizes studies 
in the area of trade secrecy and its use

The study emphasizes the importance 
of organizational reaction to 
the breakdown of the secrecy 

regime. The authors argue for the 
establishment of specific policies and 

procedures in such circumstances



5 of 13

prevents TS leaks, Basuchoudhary and Searle (2019) illustrat-
ing both the importance of cyber security in theft mitigation 
and prevention and TS cyber theft underreporting due to the 
fear of further exposure.

Much TS protection and misappropriation research is also fo-
cused on HR (human resources). The lack of employee commit-
ment and high employee mobility are one of the main reasons 
for TS misappropriation (Wang 2021). Wang (2021) argues that 
informal IP strategies are seldom efficient. The root cause of TS 
misappropriation often stems from the mobility of employees and 
the temptation to exploit confidential knowledge for personal or 
competitive gain. Merely relying on non-disclosure agreements 
(NDAs), which employees may disregard or circumvent, leaves 
companies vulnerable. Combining NDAs with non-compete 
clauses or TS laws, however, creates a stronger deterrent, as vio-
lations can result in legal consequences. Ultimately, companies 
must complement their legal safeguards with proactive mea-
sures to foster a culture of loyalty and security consciousness 
among employees.

It is evident, however, that more research is needed, specifically 
in exploring effective organizational mitigation processes after 
the occurrence of misappropriation. This research aims to fill the 
existing literature gap by providing a method for mitigating TS 
and the approaches organisations undertake to maintain their TS 
or mitigate the negative consequences of TS loss.

4   |   Research Questions

In light of the theoretical foundations presented in Section  2 
and the literature gaps identified in Section 3, this paper aims 
to provide a more detailed description of the stages involved in 
mitigating TS misappropriation within the overall process of TS 
management. Synthesizing the gaps in the literature presented 
in Table 2, the goals of the study are therefore: to identify the 
strategies and methods used during the mitigation of TS mis-
appropriation, including that resulting from cyber theft, and 
which are most effective; To map the TS management processes 
that exist, particularly mitigation management processes, as the 
final stage of a TS lifecycle; To evaluate which specific policies, 
procedures, and strategies, including informal strategies, are 
most likely to be effective in responding to TS misappropriation 
and the loss of valuable information, and the potential improve-
ments that can be made to prevent future instances; to review 
how critical organizational reactions to the breakage of the se-
crecy regime and subsequent organizational strategies are in 
preventing initial and further misappropriation of intellectual 
property (IP) assets.

The novelty of the paper's goals is, therefore, to bridge the 
gap in the current academic literature regarding established 
misappropriation-mitigation policies in the UK. The consequent 
relevance of the paper's goals is in identifying strategies for 
firms to address TS misappropriation threats more effectively. 
The DC-based processes sought to serve as practical guidance 
for managers to better enhance organizational resilience and 
sustain competitive advantage through step-by-step guidance 
for organizations to follow in the event of TS misappropriation. 
We therefore intend to answer the following questions:

1.	 What strategies and processes are used during the mitiga-
tion of TS misappropriation, including that resulting from 
cyber theft, and which are most effective?

2.	 What TS management processes exist, particularly mit-
igation management processes, as the final stage of a TS 
lifecycle?

3.	 Which specific policies, procedures, and strategies, includ-
ing informal strategies, are most likely to be effective in 
responding to TS misappropriation and the loss of valua-
ble information, and what potential improvements can be 
made to prevent future instances?

4.	 How important are the organizational reactions to the 
breakage of the secrecy regime and subsequent organiza-
tional strategies in preventing initial and further misappro-
priation of intellectual property (IP) assets?

5   |   Methodology

This study employs a (two-step) sequential qualitative mixed 
method approach (Morse 2010). The first step involves a thematic 

TABLE 2    |    Thematic analysis process of the legal cases (Adopted 
from Rojon et al. 2021).

Step Action

1. Preliminary case search

2. Identification and screening of data from 
BAILII (n = 5528) based on the key term “TS”

3. Reading of factual background and 
application of exclusion and inclusion 

criteria: TS misappropriation or a breach of 
confidential information; UK jurisdiction; 

cases not older than 25 years (n = 108)

4. Reading of full case (n = 108). Exclusion 
of full text cases based on the breach of 

confidential information/TS (n = 52). Further 
exclusion of full text cases based on the 

identification of TS protection approaches 
after misappropriation (n = 18).

5. Familiarization with the selected legal case data 
in NVIVO (Tranfield et al. 2003). Identification 

of initial themes in the cases (facts, parties 
to dispute, breach circumstances, etc.).

6 Structural coding and generation of initial codes 
from legal cases (TS management process, stages 
of TS management, TS management approaches).

7. Search and review of legal case themes in Nvivo

8. Use of intercoder reliability to define legal case 
themes in Nvivo (TS misappropriation-mitigation 
stages; TS misappropriation-mitigation measures).

9. Consolidation and refining of the results.

10. Writing up and presentation of findings

Note: Following the screening 18 cases, were selected for an entire case reading 
and analysis (Pittaway et al. 2004), using the stages outlined in steps 5–10.
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analysis of UK legal cases on TS misappropriation (Tranfield 
et  al.  2003). The second step provides a thematic analysis of 
semi-structured interviews with industry experts (Jogulu and 
Pansiri 2011).

The themes in the data were identified in NVIVO following 
Braun and Clarke's thematic analysis process (2006). The iden-
tification and tailoring of NVIVO analysis results to the param-
eters of DC theory was identified with the acknowledgement of 
uncertainties in the environment of the innovating companies 
implementing trade secrecy. Verification of themes was achieved 
by means of cross data-verification between the interviews and 
legal cases and refinement through iteration (Ozcan et al. 2023).

5.1   |   Legal Cases Analysis

To capture relevant cases, the study adapted Tranfield 
et al.'s (2003) case analysis guidelines, searching for cases using 
the BAILII (British and Irish Legal Information Institute) data-
base, and filtered by initial relevance using the keyword “TS”. 
The inclusion criteria, adapted from Rojon et al. 2021, and out-
lined in the first four steps in Table 2, were then applied to obtain 
a controllable data set. The fourth step of the screening process, 
crucially, included reading the factual backgrounds with the ap-
plication to ensure the cases selected were those clearly demon-
strating breach of a TS and included information concerning TS 
protection approaches following the breach.

5.2   |   Interviews

Semi-structured interviews then increased reliability and pro-
vided further validity to the findings (Morse  2010). The 12 
industry experts (detailed in Table 3) participating in the inter-
views were selected using the following selection criteria:

1.	 Professionals engaged in TS management for at least 
5 years.

2.	 Currently holding leading positions in Intellectual 
Property (IP) management OR from the top management 
of organizations that experienced TS misappropriation and 
were consequently involved in active litigation.

Interviews lasted between 30 and 60 min and used open-ended 
questions concerning mitigation of TS misappropriation. The 
participants were asked questions, such as “What is the process 
of TS misappropriation-mitigation in your organization?” Data 
saturation was reached after 7 interviews.

To analyse the interviews and the legal cases, NVivo was 
used, and thematic analysis followed an abductive approach 
described in Clarke et  al.  (2015), utilizing the framework 
presented in Figure  2, and the stages, adapted from Rojon 
et  al.  (2021), shown in Table  4. The DC theoretical frame-
work in Figure  2 is therefore used to justify the processes 
focused upon, guide the analysis, and interpret the findings 
meaningfully.

The structural coding applied to establish code categories 
followed guidelines outlined by Saldaña  (2021), and subse-
quent intercoder reliability procedures were implemented to 
define and label code themes in accordance with O'Connor 
and Joffe  (2020). The thematic analysis process then further 
outlined in Table  4 allowed our study to identify the stages 
of TS misappropriation-mitigation and map out the measures 
organizations undertake upon acknowledging misappropria-
tion. We were also able to design strategies for avoidance of TS 
misappropriation.

6   |   Results

The findings are summarized in Figures 3 and 4 below. Results 
show that the TS misappropriation-mitigation process encapsu-
lates the actions an organization can take to prevent its TSs from 
complete disclosure and loss. Figure 3 below demonstrates this 
step-by-step process.

TABLE 3    |    List of interviewees.

Interviewee Age Highest level of education Position in organization Years of experience

X1 60 BA Head of IP 15+

X2 45 BA Head of IP 20+

X3 50 BA Head of IP 5+

X4 35 BA Director 5+

X5 60 BA Head of IP 20+

X6 35 MA Director 10+

X7 50 PhD Head of IP 20+

X8 50 PhD Head of IP 15+

X9 60 PhD Director 15+

X10 50 BA Head of IP 20+

X11 50 PhD Head of IP 20+

X12 45 MA Head of IP 10+
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The process begins with TS protection approaches already in 
place within the organization. This allows the organization to 
achieve the highest efficiency from the mitigation process. Once 
the misappropriation threat has been identified, the company 
can follow specific strategies to maintain the TS and adjust itself 
in the event of a new misappropriation threat. This would entail 
strengthening the existing TS protection approaches or even a 
shift in business strategy. Figure 4 demonstrates all the identi-
fied strategies.

Figure  4 presents a more in-depth holistic overview of the TS 
misappropriation-mitigation process. It includes a detailed plan of 
action in the event of TS misappropriation. The flowchart is cir-
cular, the steps flow from step 1 to step 4 with redirection back to 
step 1. The following subsections explain Figure 4 in more detail.

6.1   |   Step 1: Implementation of TS Protection

The TS misappropriation-mitigation process begins with the 
implementation of TS protection approaches within any given 
organization. In an ideal scenario, the presence of such ap-
proaches is determined by a recognized TS. This implies the 
TS is identified within the organization as valuable, rare, in-
imitable, and organized within the company, and specific pro-
tection approaches are put in place to safeguard such valuable 
and confidential knowledge (Ozcan et al. 2023). If the TS pro-
tection framework is absent, there is a potential for TS loss. The 
absence of TS protection approaches indicates the organiza-
tion does not understand the concept of trade secrecy and does 
not assign commercial value to confidential information. The 
misappropriation-mitigation process cannot, therefore, begin 
without some TS protection approaches and measures avail-
able across the organization. In step 1, therefore, the TS pro-
tection framework needs to be examined to understand if the 
approaches and mechanisms are available and efficient.

Interviewees X11 and X6 argue that the efficiency of a protec-
tion framework defines the misappropriation-mitigation pro-
cess. Efficiency in this regard is not determined by the absence 
of misappropriation instances. Instead, it is the capacity of the 
organization to identify strategically important valuable knowl-
edge that is a TS or has the capacity to become one and protect 
it. The protection framework is then reinforced with multiple or-
ganizational approaches to maintain the secrecy of a TS (Ozcan 
et al. 2023; Bos et al. 2015).

According to the interviewees (X1, X3, X4, X10, etc.), establish-
ing a TS protection framework entails understanding the IP, 
conducting an environmental assessment, and auditing valu-
able information. These steps enable organisations to determine 
which pieces of information they would like to maintain as TSs. 
All interviewees maintain that the TS protection framework 
needs to be designed according to TS requirements outlined in 
the 2018 Trade Secret Regulations. In simple terms, for the TS to 
be recognized as one in court, it is necessary to demonstrate that 
the information in question:

1.	 Possesses commercial value because of its secrecy;

2.	 Is limited in knowledge to a number of individuals; and

3.	 Is kept secret by a rightful owner through reasonable 
steps, such as confidentiality agreements or other means 
(European Union 2016; Trade Secrets Regulation, Article 
2 2018; Ozcan et al. 2023).

The case law analysis demonstrates that the TS requirement test 
is the first step in TS litigation. Organizations that fail to ful-
fill these requirements lose their opportunity to mitigate dam-
ages resulting from misappropriation and receive any form of 

TABLE 4    |    Thematic analysis process of interviews (Adopted from 
Rojon et al. 2021).

Step Action

1. Selection of participants based on 
inclusion and exclusion criteria.

2. Preparation of interview questions.

3. Interview collection.

4. Interview data consolidation.

5. Familiarization with the interview data in 
NVIVO (Tranfield et al. 2003). Identification 

of initial themes in interview data (TS 
management process, protection).

6. Structural coding and generation of initial 
codes from interview data (TS management 

process, TS identification, TS audit).

7. Search and review of interview 
data themes in Nvivo.

8. Use of intercoder reliability to define 
interview data themes in Nvivo (TS 

misappropriation-mitigation stages; TS 
misappropriation-mitigation measures).

9. Consolidation and refining of the results.

10. Writing up and presentation of findings

FIGURE 3    |    The process of TS misappropriation-mitigation. [Color 
figure can be viewed at wileyonlinelibrary.com]
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compensation as a result of litigation (Invista Textiles (UK) Ltd 
v Botes  2019). To conclude, the existence of an up-to-date TS 
protection framework is an initial step and a requirement for a 
successful TS misappropriation-mitigation process.

6.2   |   Step 2: Sensing TS Misappropriation

The research data plays a pivotal role in elucidating the principles 
of DC theory (Teece 2007), thereby laying a robust foundation for 
the subsequent discussion. It also significantly enriches our under-
standing of the sensing, seizing, and reconfiguring activities in the 
TS-specific context. Organizations are prompted to closely guard 
their valuable information in response to environmental changes 
such as employee mobility, changes in employee behaviour, and 
changes in suppliers. The sensing stage in the mitigation process is 
the period when the organization becomes aware of and alarmed 
by potential threats to their TSs, which can emanate from both 
within and outside the organization. Failure to act upon these 
threats to TS misappropriation can lead to potential TS loss.

According to the study's findings, detecting TS misappropriation 
can involve both offensive and defensive strategies. A defensive 
sensing strategy involves monitoring the activities of former em-
ployees or competitors through social media or other informa-
tion channels. According to interviewee X2, “We are defensive, 
and it is hard to determine whether your IP has been stolen in 
my industry.” X7 and X9 also agree that some industries, espe-
cially software, require a more toned-down approach to TS mis-
appropriation observation. Most interviewees agree that this is 
due to the high litigation costs and the desire to maintain a non-
aggressive reputation within the industry.

If a company wants to signal to competitors or other industry 
actors its seriousness about protecting its IP rights, an offensive 
mitigation strategy is employed. During an offensive sensing 
strategy, the companies engage in continuous, active, monitor-
ing of all parties having access to its TS or with the capacity to 
access it (X3, X4, X10), including monitoring of patent activity, 
social media, AI-integrated network monitoring tools (email 
tracking, downloading activity tracking, etc.), and changes in 
working patterns, and so forth. (X1, X2, X4, X5, X6, X7, X10, 
X11). As interviewee X9 puts it, ‘We follow a fortress approach, 
in a sense, and you have to have the tools to monitor, and people 
to use them.’ This continuous monitoring is crucial for identi-
fying keywords or utilizing our artificial intelligence to detect 
specific types of behavior.

The result of these defensive and/or offensive strategies is the 
identification of TS threats. Suppose the source and impact 
of the threat are identified and flagged in the IT system or 
by an employee. In that case, the company can tailor appro-
priate response actions that follow in the sensing part of the 
mitigation process (X5). In a defensive strategy, however, it 
may take longer to identify the threat, which can impede the 
secrecy and consequent value of a TS (Invista Textiles (UK) 
Ltd v Botes 2019).

6.3   |   Step 3: Seizing of TS Misappropriation

Seizing then generates a response to an identified threat of TS 
misappropriation. Four types of response were identified in 
the seize stage: settlement, warning, penalty, and litigation. All 
the interviewees agree that avoiding litigation is the preferred 

FIGURE 4    |    The flowchart of TS misappropriation-mitigation. [Color figure can be viewed at wileyonlinelibrary.com]
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outcome in the event of TS misappropriation, with settlement, 
issuing a warning, or a penalty being the options to be pursued 
before litigation commences.

Once a misappropriation threat is identified, a swift response is 
crucial. As interviewee X9 emphasizes, “what you do in the first 
few minutes, the first few hours, or the first few days is critical.” 
This prompt response is crucial to prevent the dissemination 
of information before it can be shared with others. It involves 
referring to the mitigation action plan, the prescriptive plan of 
action, and the initial steps the company should take in the event 
of TS misappropriation. While all interviewees acknowledge the 
importance of such an action plan, only a few had it available in 
the workplace (X4 and X12).

After the initial reaction, the companies either contact outside 
legal counsel, form a crisis team, or assign an individual to over-
see all further actions in the mitigation process (X7, X8, X11). 
A risk assessment of the misappropriation threat then follows, 
to measure the potential damage from the TS misappropriation 
threat (Surdeanu et al. 2011). For example, according to inter-
viewee X12, ‘we made an assessment that, given the amount of 
time he was on site and who he was with, we decided he was at 
the lower end of the risk spectrum.’ This process underscores 
the significance of relationship building and trust in the indus-
try, as it facilitates a more precise risk assessment and accurate 
measurement of potential damage.

Once the risk is assessed, the company can pursue appropriate 
action. If the potential for TS disclosure is low, warnings and 
penalties for misconduct can be implemented, and HR tools 
can be utilized to intervene in the event of suspicious behaviour 
being identified (Hannah et al. 2019). Warnings can also be is-
sued to employees, competitors, or suppliers to stop using the 
TS in question and return all the valuable information (ESL 
Fuels Ltd v Fletcher and Anor 2013; Norbrook Labs (GB) Ltd v 
Adair 2008).

Settlement is another possible venue for mitigating TS misappro-
priation. The organization approaches the party guilty of TS mis-
appropriation with an option to cease the use of a TS and return 
all the documentation to the organization (Dyson vs Technology 
Ltd v Pellerey 2015; Invista Textiles (UK) Ltd v Botes 2019). This 
request can lead to either the settlement of TS misappropriation 
or litigation. According to the majority of interviewees, settle-
ment and return of documentation are the preferred resolution 
options for the organisations involved. According to Borghi 
et  al.  (2023), on average, TS misappropriation disputes typi-
cally include employers and employees, and last between 2 and 
4 years. Consequently, litigation is pursued as the avenue for TS 
misappropriation mitigation only in instances where settlement 
is not an option, such as when disclosure of a TS is required, 
reputational damage is incurred, or an inability to agree exists 
(Celgard v Shenzhen Senior Technology Material 2020).

It is the calculation of damage to the company based on the 
commercial value of the TS in question that compels an orga-
nization to initiate proceedings against the guilty party (Borghi 
et al. 2023). In some cases, the misappropriation of a trade secret 
(TS) constitutes a loss of competitive advantage for a company, 

and litigation becomes the only viable solution to recover losses 
and maintain business operations. Litigation offers various rem-
edies for TS misappropriation, from injunction to compensation 
for damages.

For litigation to be effective, however, the party initiating the 
proceedings must demonstrate to the court evidence of a TS and 
its misappropriation by the defendant (Borghi et al. 2023). The 
party initiating proceedings must prove that the misappropri-
ated information is indeed a TS, as defined by Article 2 of the 
EU Directive 2016/943 (European Union  2016). Additionally, 
however, interviewee X9 identifies the necessity to prove that 
the defendant possesses a TS due to misappropriation, rather 
than independent discovery. Failure to establish one of these 
requirements before the court can result in no relief or rejec-
tion of a breach claim altogether (FSS Travel v Johnson 1997; 
Caterpillar Logistics Services (UK) Ltd v Huesca de Crean 
2011; FNM Corporation Ltd v Drammock International Ltd 
2009). According to all the interviewees, new instances of TS 
misappropriation, cyber theft, and the introduction of the EU 
Directive 2016/943 (European Union 2016) on the protection of 
undisclosed know-how and business information (TSs) forced 
businesses to acknowledge the importance of information audit-
ing and application of TS requirements to secure their intellec-
tual property assets in the event of litigation.

6.4   |   Step 4: Reconfiguration of TS

Our findings suggest that reconfiguration is the final stage 
of TS misappropriation-mitigation. In line with DC theory, 
reconfiguration entails realignment of operations as a result 
of changes in the environment (Teece 2007). The changes in 
the environment during the process of TS misappropriation-
mitigation are the events that follow the sensing and seizing 
stages, after a threat to the company's TS or loss of it. The 
reconfiguration stage involves realigning and adjusting com-
pany processes to reflect the outcomes of TS misappropria-
tion (Barreto  2010). Such realignment is conducted through 
strategic actions to improve companies' existing and new IP 
assets management to maintain competitive advantage. Our 
findings also identify four strategic actions that can be in-
corporated together or individually: relationship building, 
shifts in organizational culture, strengthening TS protection 
approaches, and changes in business strategy, outlined in the 
following sub-sections.

6.4.1   |   Relationship Building Strategy

Relationship building is one of the strategies employed by or-
ganisations following the misappropriation or threat of misuse 
of a trade secret (TS). According to the majority of inter-
viewees, building trusting relationships with employees and 
other stakeholders about TS protection is often overlooked. 
Understanding the importance of trust and good relationships 
typically arises after an incident of TS misappropriation, es-
pecially since employee mobility is one of the primary causes 
of TS misappropriation (Delerue and Lejeune  2011; Borghi 
et al. 2023).
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Dissatisfaction with management, company strategy, or work-
ing conditions is among the most frequently cited reasons for 
theft of services (TS) misappropriation in TS litigation cases 
(Dorma UK Ltd v Bateman 2015; Extec Screens and Crushers 
Ltd v Rice  2007; Invista Textiles (UK) Ltd v Botes  2019). 
In the case of Allfiled UK Ltd v Eltis  (2015), employees ac-
cused of misappropriation of a TS reported several serious 
disagreements with management regarding the fair share of 
equity participation. According to Hannah  (2005), employ-
ees who do not feel trusted and/or appreciated are less likely 
to protect company TSs. Interviewees X2, X5, X10, and X11 
maintain the same point of view. Forming and maintaining 
a positive professional relationship where employees are val-
ued, rewarded, and respected is therefore key in avoiding TS 
misappropriation.

Interviewee X6 states that, following the period of redundancies 
after the TS litigation, the company adopted a new approach to 
stakeholder management. The new stakeholder management 
approach entailed building more trusting relationships with 
employees and suppliers that would preclude them from leav-
ing the company or revealing the company's potentially valu-
able information. X11 maintains the same opinion and argues 
that stakeholder management built on trust also works even if 
employees or other stakeholders no longer have a relationship 
with the organization owning the TS. Trusted individuals and 
organizations are less likely to engage in TS misappropriation 
(Hannah 2006).

6.4.2   |   Organizational Culture Shift Strategy

Changing to a culture of greater secrecy is another strategy em-
ployed by companies that have experienced or attempted TS 
misappropriation. Such a change entails a focus on continuous 
education, including master classes, videos, and quizzes, as 
well as staff retention. Training, onboarding, and positive off-
boarding are among the measures specified by the interviewees. 
According to interviewee X10, “You need to educate them on 
how it works [TS].” Many of them do not realize that something is 
sensitive and has value to the company.

Interviewee X7 stipulates that TS protection awareness train-
ing reduces the chances of future litigation and serves as ev-
idence of “reasonable measures undertaken by organisations 
to protect the TS” in court (EU Directive 2016/943 European 
Union 2016). According to interviewee X7, much of the time, 
TS misappropriation is unintentional. Before someone ac-
cesses a TS, they must acknowledge that they know it is a 
TS. They will only do good things with it. The training goes 
a long way.

Re-evaluation of onboarding and offboarding procedures 
is also part of organizational culture changes. Onboarding 
changes involve the introduction of induction processes that 
focus on explaining intellectual property to new employees 
(X1, X2, X7, X9, X10, X11). The induction process also in-
cludes a reminder to new starters during entrance interviews 
of their obligations not to bring TSs from their previous em-
ployers (X7). We explain the internal processes to them and 
conduct frequent checks and early monitoring (X9, X11). The 

induction process is also there to remind newcomers not to 
bring TSs from their past companies.

According to interviewee X2, “As part of the exit strategy, we 
have a proper discussion with the employee, so we do not pass our 
information to someone else. We ask them to sign a letter. We do 
not force them to sign this document, but the fact that they see it 
means we will take it seriously. Most interviewees stipulate that 
in recent years more attention has been given to the develop-
ment of offboarding practices. According to interviewees X1, 
X2, X5, X7, X10, and X11, the offboarding of a person with ac-
cess to confidential information entails providing them with 
notice, a gardening leave, or a reminder of their obligations to-
wards the organization. X2 and X3 argue that it is difficult to 
prevent knowledge from leaving the company, and there is a 
need to ensure that someone else in the organization can also 
take over that knowledge.” Interviewee X11 emphasizes the 
importance of positive offboarding and the need to be cautious 
with bad leavers.

Finally, organizational culture adaptation can include a change 
in attitude towards organizational openness. Interviewee X7 
argues, “When it comes to TSs, you've to temper that openness a 
little bit. We do limit access, and it might mean that as our com-
pany grows, certain employees will not have access to certain TSs.” 
Interviewee X3 also presses against organizational openness. 
This is especially relevant for SMEs and start-ups that tend to 
hire inexperienced workers. According to interviewee X3, “they 
[new employees] come from an open environment, and they feel 
free to discuss what they are doing with anyone. It is essential to 
explain to those people the changes in the environment and the 
reasons behind them”. Consequently, according to interview-
ees X7 and X3, such actions require management initiative and 
consistency.

6.4.3   |   Strengthening of the TS Protection Strategy

The threat of misappropriation or unauthorized access to a TS it-
self forces organizations to reassess their existing organizational 
TS protection approaches. X6, X4, and X2 noted that their prior 
experience with litigation over TS misappropriation had com-
pelled their companies to reassess their protection approaches 
and adopt a more proactive protection strategy. Our findings 
suggest that each company employs a distinct approach to TS 
management. The common feature of TS protection strengthen-
ing, however, is an emphasis on the “need-to-know” approach to 
information access for employees across the organization.

According to all the interviewees, however, the initial step is to 
conduct a TS audit. Once all the valuable information is identi-
fied, it needs to be categorized by importance. Interviewees X1, 
X9, X10, and X12 specify a “cataloguing system,” where all valu-
able information is labeled as “non-confidential,” “confidential,” 
and “TSs.” A majority of the interviewees noted that a specific 
person or team needs to be assigned by management to oversee 
the processes and projects specific to each TS.

A more stringent approach to information management is also 
required. Interviewees X9 and X12 note that “security on doc-
uments and good contracts are also critical.” X4 also mentions 
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information fragmentation as an approach developed within the 
organization following the TS litigation. Interviewee X7 employs 
a “gatekeeping process” where all information intended for pub-
lic release undergoes an IP check. Finally, once the protection 
framework is reassessed, continuous monitoring and reminders 
of obligations to employees are prioritized. This is to maintain 
awareness of TS misappropriation threats that can arise in the 
future.

6.4.4   |   Change in the Business Strategy

It is likely, however, that companies experiencing TS misappro-
priation can lose some of their competitive advantage (Al-Aali 
and Teece  2013). For some organisations, their TS can be the 
only means of securing their unique customer offering (ESL 
Fuels Ltd v Fletcher and Anor 2013). X6, X4, and X2 maintain 
that following a threat and the loss of a TS, companies undergo 
a period of uncertainty, which defines their future business 
operations.

In the case of ESL Fuels v Fletcher (2013), the company lost its TS 
and a key business partner to a competitor. ESL Fuels had to re-
assess its competitive advantage and develop a diversified prod-
uct offering, targeting a range of new clients (ESL Fuels 2023). 
Unfortunately, there are also known instances where companies 
with a TS go out of business after TS misappropriation litigation 
(Ozcan et al. 2023).

Hence, interviewees X6, X4, and X2 maintain that acknowl-
edging the potential impacts of TS misappropriation on the 
business's overall health is an initial step following the misap-
propriation threat. Reconfiguration and reassessment of the 
valuable resources and business partners is the second step 
in the business strategy overview following the misappropria-
tion. It is vital to audit all valuable knowledge again, reassess 
existing TSs, or even identify new ones. According to inter-
view X12, “we analysed every aspect of the company… we've 
set meetings, and we devised a plan to move forward.” The 
plan to move forward also encapsulates the synergy between 
a business strategy and an IP strategy (Interviewees X7 and 
X12, 2023).

Finally, uncertainty is another underlying cause of employee 
TS misappropriation (Caterpillar Logistics Services (UK) Ltd v 
Huesca de Crean). In the case of Allfiled UK Ltd v Eltis (2015), 
the defendants complained of dysfunctional decision mak-
ing. Therefore, coherent organizational governance can 
complement the synergy between a business and IP strategy 
development.

7   |   Discussion

7.1   |   Theoretical Contributions

Prior studies (Bos et al. 2015; Basuchoudhary and Searle 2019; 
Ozcan et  al.  2023; Wang et  al.  2023) have not explored the 
mitigation of TS management in light of RBV and DC theory 
stages. Because potential changes in the environment can 
impact TSs within the company, structured organizational 

efforts are necessary to maintain the secrecy of valuable in-
formation and sustain the organization's competitive advan-
tage (Khan et al. 2021; Shiau et al. 2023). Our study presents a 
unique, evidence-driven, stage-by-stage approach to mitigat-
ing TS misappropriation, aligning with the sensing, seizing, 
and reconfiguration stages of DC theory (Teece  2007). This 
makes a theoretical contribution by integrating DC theory 
into the framework for trade secret misappropriation mit-
igation, and also, novelly, by providing details on what this 
means in practice, beyond the existing literature. This iden-
tifies what a DC approach looks like in the specific TS con-
text, DC theory itself, helping to meet the criticisms of Collis 
et  al.  (2021), contextualizing DC in line with Gremme and 
Wohlgemuth  (2017), concerning the impacts of contingency 
conditions (Barreto 2010), and differences in DC types within 
different strategic settings (Vu 2020).

Second, existing studies in the area of TS management men-
tion mitigation as a final step of TS management (Maurer and 
Zugelder 2000; Bos et al. 2015; Wang 2021; Ozcan et al. 2023; 
Fedorenko et al. 2023). However, none explore the processes of 
TS misappropriation-mitigation in depth. Our study contributes 
to the literature on TS management by analyzing data drawn 
from the mistakes of organizations previously involved in TS 
litigation in the UK and interviewing key specialists in the 
area. Specifically, we were able to devise a coherent and com-
prehensive overview of the mitigation stages and approaches 
within them.

Third, existing research on TS management does not address 
the question of TS protection framework efficiency (Maurer and 
Zugelder 2000; Bos et al. 2015; Wang 2021; Ozcan et al. 2023). 
We identify that the presence of the TS protection framework 
within the organization does not guarantee the non-occurrence 
of TS misappropriation, but does identify a more efficient pro-
cess, contributing to the overall literature on TS management.

7.2   |   Practical Contributions

Our study also offers several practical contributions. First, our 
empirical analysis reveals that, as there is usually no accepted 
or coherent approach to misappropriation-mitigation estab-
lished in firms in the UK owning TSs or valuable information, 
they tend to underestimate the importance of misappropriation-
mitigation in TS management. Our study raises awareness re-
garding mitigation practices in such organizations.

Second, we offer a practical step-by-step framework for TS 
misappropriation-mitigation in organisations in the UK, build-
ing from RBV to DC theory and offering action steps in the event 
of TS misappropriation or misappropriation threat. Each action 
step offers a variety of approaches organizations can follow. 
Third, the study indicates the need for the development of an all-
encompassing TS policy by government and organisations. The 
organizational policy needs to include all aspects of TS manage-
ment: from audit of valuable information and TS identification 
to misappropriation-mitigation steps.

Fourth, we find top management in the UK often does not at-
tend training on trade secrecy and lacks an understanding of the 
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boundaries of secrecy, especially during collaborative projects. 
Implementation of a TS protection framework and its policy in 
an organization is a top-down process, requiring managerial in-
tent. Therefore, our study highlights the need for trade secrecy 
awareness on a managerial level.

Finally, we offer reconfiguration strategies to follow for organi-
zations that have undergone TS misappropriation or TS misap-
propriation threats in the UK. Strategies include organizational 
culture shift, relationship building, strengthening of TS protec-
tion approaches, and changes in the overall business strategy. 
The strategies can be adjusted and chosen according to the orga-
nization's needs following the misappropriation incident.

8   |   Conclusions

TS misappropriation necessitates a prompt response and effec-
tive mitigation measures. The results of our study demonstrate 
that the process of TS mitigation starts with a TS protec-
tion framework tailored for a specific TS. The process of TS 
misappropriation-mitigation in the UK consists of four distinct 
stages, adding an initial trade secrecy protection stage that 
then links with DC stages of sensing, seizing, and reconfigur-
ing (Teece 2007). These TS misappropriation-mitigation stages 
entail a distinct set of mitigation approaches available for the 
organizations to address TS misappropriation. The final recon-
figuration stage presents four strategies to prevent TS misap-
propriation and enhance TS misappropriation-mitigation in the 
future.

Our study highlights the importance of the process and the 
need for TS misappropriation-mitigation processes in or-
ganisations that own a TS. We have also established that the 
implementation of cohesive mitigation processes requires 
management awareness and action. This includes ongoing IP 
training for both employees and management, establishment 
of a TS policy, and frequent auditing of valuable information 
for TS identification.

9   |   Limitations and the Need for Further Research

The study has limitations, suggesting the need for further re-
search. Specifically, the area of TS management could benefit 
from further exploration of the initial stages of TS identification. 
This entails both the process and stages of TS identification. In 
this regard, the use of theories of mindfulness in motivating 
information configuring and processing and sharing (Awan 
et al. 2024) would also be of benefit. We also find that more re-
search is needed in the area of TS auditing. Research needs to 
focus on identifying a TS and the subsequent intricacies of TS 
monitoring. Finally, establishing the TS protection framework 
and exploring all the stages of TS management in other indus-
tries and regions would also contribute to the area.
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