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A B S T R A C T

Human-initiated disruptions such as cyberattacks on connected vehicles have the potential to
cause cascading failures in transport systems, leading to systemic risks. ‘ISO/SAE 21434:2021
Road vehicles - Cybersecurity engineering’ is the current standard for risk management of road
vehicles. However, the threat analysis and risk assessment framework given in the standard
focuses on asset-level analysis and assessment. Hence, this study develops a novel simulation-
based framework to perform threat analysis and risk assessment on connected vehicles from
a transport network perspective. The proposed framework is developed based on the ISO/SAE
21434 threat analysis and risk assessment methodology. We demonstrate the applicability and
usefulness of the framework through a remote attack via the cellular network on the in-vehicle
communication bus system of a connected vehicle to show the potential impacts on the transport
network. Based on the findings of our case studies, we exemplify how cyberattacks on individual
system components of a connected vehicle have the potential to cause systemic failures.

. Introduction

Traditionally, the ‘car’ was isolated in terms of connectivity from the outside world [1,2]. As a result, cybersecurity was not
significant concern for the automotive industry. However, as connected vehicles have become more prevalent, the automotive

ndustry has become highly vulnerable to cyber attacks [3]. Automotive cybersecurity research has discovered vulnerabilities in
umerous in-vehicle components such as key fobs, sensors, infotainment devices, and software that may lead to cyber-related threats.
ne such highly publicised cyberattack was Miller and Valasek’s Jeep hack of 2015 [4]. The attack involved remotely exploiting
vulnerability in the 2014 Jeep Cherokee’s onboard entertainment system, which was connected to the vehicle’s internal network

nd control systems, such as the brakes and transmission. By sending a series of adversarial messages over the Internet, the hackers
ould take control of the Jeep’s systems and perform a range of malicious actions, including disabling the brakes, killing the engine,
nd manipulating the car’s speed and steering. Such an attack exemplifies the potential risk that comes with the growing number
f connected vehicles that give bad actors more attack surfaces to exploit.
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Table 1
Glossary covering key terms used in this paper including references to standards.

Acronym Description

ACC Adaptive cruise control
CACC Cooperative Adaptive Cruise Control
CAN Controller Area Network
CIA Confidentiality, Integrity, and Availability
CVSS Common Vulnerability Scoring System
DSRC Dedicated Short-Range Communication
ETSI European Telecommunications Standards Institute
EVITA E-safety vehicle intrusion protected applications
ISO/SAE 21434:2021 Standard for Road vehicles — Cybersecurity engineering risk management
LOS Level of Service
LTE Long Term Evolution
RSU Road Side Unit
TARA Threat Analysis and Risk Assessment
TRaCI Traffic control interface
US-HCM US Highway Capacity Manual
V2I Vehicle-to-infrastructure
WAVE Wireless Access in Vehicular Environments

The complexity of software stacks in modern vehicles is increasing due to the integration of systems from multiple vendors,
ntroducing more potential ingress points for cyberattacks. This trend underscores the urgency for secure and resilient vehicular
perations to avert serious safety, operational and financial consequences. The enhanced connectivity of vehicles brings heightened
ybersecurity risks, with potential impacts ranging from data breaches to physical harm. To address these issues, the automotive
ndustry is adopting Secure-by-Design principles, guided by standards such as ISO/SAE 21434 [5], which mandates Threat Analysis
nd Risk Assessment (TARA). However, while existing research on TARA has focused on the vehicle level, assessing threats and
ulnerabilities of individual components [6–13], there is a scarcity of studies exploring the systemic effects of cyberattacks on
ransportation networks. Moreover, traditional TARA approaches are contingent upon the assessors’ expertise, which, while adept
t evaluating risks to vehicle components, may not suffice for systemic risk analysis across expansive transport networks.

The proposed work builds upon the automotive TARA approach defined in the ISO/SAE 21434 standard (cf. Section 2.2),
xtending it to encompass the risk of the wider transport network. In addition, it proposes employing simulation techniques to
uantify the impact of cyber risk assessments, This overcomes the limitation of existing TARA methods, which rely heavily on
uman knowledge and are impractical for assessing systemic risks for wider transportation networks. The main contributions of the
aper are summarised as follows:

1. A novel simulation-based framework for automotive cyber risk assessment, which can facilitate TARA as defined in ISO/SAE
21434. The framework incorporates a simulation platform integrating vehicle communications and microscopic traffic
simulation to model and quantify cyber risks on connected vehicles;

2. Development and modelling of two case studies portraying a remote cyberattack on a connected vehicle using the proposed
simulation-based framework. This is achieved using the Miller and Valasek Jeep Hack of 2015 as an example for assessing
the traffic impact of a cyber threat-induced traffic incident in a quantitative manner; and

3. Operational impact analysis of resultant damage scenarios arising from the cyberattack incident.

The rest of the paper is organised as follows. Section 2 presents background information and related work necessary to understand
hy and how the described approach and experiment were conducted. Section 3 discusses the novel simulation-based risk assessment

ramework. Section 4 presents use cases of the developed framework evaluating the resulting operational impact. Finally, Section 5
oncludes the paper by outlining our contributions and directions for further work. For clarity and ease of reference, a glossary of
ey terms used throughout this paper is provided in Table 1.

. Background and related work

In this section, we provide a review of relevant literature on cyberattacks on connected vehicles, automotive cybersecurity risk
ssessment, simulation-based studies and frameworks.

.1. Cyberattacks on connected vehicles

Connected vehicles, increasingly integrated with multiple devices, are susceptible to cyberattacks, which can be conducted
emotely with minimal physical interaction, posing significant risks to vehicle security [4,14–17]. This is especially concerning
s these attacks have the potential to compromise the security of multiple vehicles simultaneously.

To address these vulnerabilities, a three-layer framework for connected vehicles has been proposed by El-Rewini et al.
n [10], consisting of control, communication, and sensing layers. This framework helps pinpoint critical components and their
2

ulnerabilities, though the study primarily focuses on individual vehicle impacts rather than systemic network effects.
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Table 2
Notable attacks on connected vehicles: Descriptions, attack vectors, and consequences.

Attack Type of attack Attack vector Target Result

Web-based vehicle
immobilisation [14]

Spoofing Web application
vulnerability

Vehicle
immobilisation
system

Disabling multiple vehicles and
activating secondary vehicular
functions.

Miller and Valasek’s
remote exploitation [4]

Zero-day exploit Open port in
infotainment system

Infotainment system Allowing remote control of steering,
brakes, and transmission.

Mobile application
exploitation [15]

Privilege
escalation

Mobile app
authentication
vulnerability

Mobile application Accessing and activating a vehicle’s
secondary functions (e.g., door locks,
headlights, wipers, sunroof, and
horn).

OBD-II device
compromise [16]

Spoofing Malicious messages via
OBD-II device

Internet-enabled
OBD-II devices

Breaching the vehicle’s internal
network and taking control of the
braking system.

Car Wi-Fi network
compromise [17]

Privilege
escalation

Wi-Fi network
vulnerability

Internal Wi-Fi
network

Unauthorised access of vehicle
allowing to manipulate the lights,
door locks, and deactivate the car’s
alarm system.

The work by Malik & Sun in [18] demonstrates possible attacks on connected vehicles, including attacks on fleets, over-the-air
pdates, and zero-day exploits. Cyber threat analysis is done evaluating the attack feasibility, impact, and attack vectors of the
yberattacks on connected vehicles, and is simulated using the CARLA simulator. However, this research falls short in assessing the
ascading effects of connected vehicle cyberattacks. Some notable connected vehicle attacks from the literature are presented in
able 2. These examples highlight various types of attacks, their vectors, targets, and consequences. Among these, the case studies
resented in Section 4 are based on Miller and Valasek’s remote exploitation attack.

.2. Cybersecurity risk frameworks for automotive systems

The ISO/SAE 21434: Road vehicles — Cybersecurity engineering standard aligns with the security objectives of United Nations
egulation No. 155, which governs cybersecurity management within vehicular systems [19].

ISO/SAE 21434 sets the framework for the cybersecurity process within in-vehicle systems, provides guidance on risk mitigation
nd ensures consistent terminology across the domain [20]. TARA is outlined in Clause 8, dedicated to evaluating the cybersecurity
isks in vehicles [5]. TARA assesses potential impacts of cyberattacks in terms of financial, safety, operational, and privacy aspects

details of which are further explored in Section 3.2. Given the widespread acceptance of ISO/SAE 21434, TARA is recognised as
he standard risk assessment approach within the automotive industry.

For risk assessment, TARA presents a framework that evaluates both the feasibility of an attack and its potential impacts.
his makes it adaptable for systemic risk management in the ever-evolving connected vehicle landscape. However, the scope of
ARA within the standard focuses only on components inside the vehicle or components on the vehicle’s perimeter. Although it
cknowledges that external systems can be considered, they are not the primary focus of the standard. Moreover, the standard relies
eavily on the assessors’ expertise for threat and vulnerability assessment, which may not suffice for a comprehensive evaluation
f systemic risks across expansive transport networks. Given these limitations, there is a pressing need for enhanced methods that
an account for the broader network interactions and systemic impacts. This has motivated the development of a simulation-based
ramework designed to support systemic TARA and address the complex dynamics of connected vehicle environments.

Several other frameworks are commonly used for risk analysis in cyber–physical systems, emphasising the integration of safety
nd security concepts. The Goal Tree Success Tree-Master Logic Diagram (GTST-MLD) [21] uses a top-down approach to analyse
omponent failures and cyber threats, particularly suitable for process industries that often lack historical data. S-CUBE [22] is a
odel-based risk analysis framework supporting risk assessment during design and operational phases, relying on a domain-specific

anguage that governs occurrence and interaction rules. The Boolean Driven Markov Processes (BDMP) [23] serves as a formal
raphical tool for structuring both qualitative and quantitative security analysis, offering an alternative to traditional attack tree
nd Petri-net methods. Conversely, CHASSIS [24] adopts a semi-formal approach geared towards requirements engineering through
se cases and sequence diagrams.

While these frameworks integrate safety and security domains in more generic cyber–physical systems, our proposed framework
s designed specifically for the automotive domain. Additionally, the goal of our work is not to integrate safety and security analysis
ut to utilise vehicular communication simulations as an additional tool for security analysts while performing TARA for connected
ehicles. Further details of the systemic phenomena in the cybersecurity context are provided in Section 2.3.

.3. Systemic risks and cascading failures

Systemic risks in interconnected networks arise from the interdependence between nodes, where effects can propagate unpre-
ictably and are challenging to manage [25]. Quantifying such risks poses a significant challenge due to the interlinkages and
3

omplexities involved in the components of the systems.
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Fig. 1. Systemic risk is a combination of localised risks projected to the global system, where the global system is impacted due to cyber-attacks on individual
omponents. Connected vehicle based systemic cyber risk model consists of four phases: Context, Shock, Amplification and Systemic Phenomenon [25,27].

The emergence of systemic risks requires three conditions to be met [26]: (i) the event must possess a reasonable attack feasibility
nd high impact; (ii) there must be interacting and dependent events or systems; and (iii) one failure must trigger another dependent
vent or system.

The systemic cyber risk model consists of four phases, namely, context, shock, amplification, and systemic event [27] (depicted
n Fig. 1). The context phase in which systemic risk develops due to a cyberattack is what is referred to as the threat/vulnerability
n the system. The second phase is the shock phase, which determines the impact and entails three sub-phases: exposed/affected
e.g. human-caused cyberattack), incident (e.g. vehicle attacked), and event (e.g. vehicle stopped in the middle of the motorway).
lso, depending on the attacker’s expertise, they might intensify the attack; this is the amplification phase which would finally

rigger the last phase, a systemic phenomenon.
The failure mechanism of complex systems is unpredictable, with accidents having different chains of events leading to

isasters [25]. The response of interconnected systems to external stress, safety, and security threats is often unknown, as they
perate at the edge of stability, and even minor changes can cause significant disruptions. For instance, in a critical infrastructure
utage, the cascading effects may decrease as they move away from the source or increase until the entire dependent network
nfrastructure is down. The robustness of a network can be compromised by cascading failures that have domino-like effects, such
s blackouts, congestion, and bankruptcies [28].

.4. Urban road network risk

Understanding the existing works related to urban road network risk is crucial for our study as they provide the relevant
nformation for building a simulation-based systemic risk assessment framework for connected vehicles. Hence, this section discusses
he literature on urban road network risk assessment. In a study done evaluating urban road network vulnerability and resilience
o large-scale attacks Vivek & Conner [29], developed a framework for quantifying, detecting, and mitigating the cascading
onsequences of targeted attacks on road transportation networks, using a combination of theory, traffic modelling, network analysis,
nd GPS trip data. They applied this framework to the urban road network of Boston and showed that targeted removal of a small
raction of nodes leads to disproportionately larger disruptions of routes and subsequent city-scale traffic jams within a couple of
ours. However, the authors also noted some limitations of their work, such as the need for more consideration of the impact
f existing traffic jams prior to the attacks and the lack of consideration of recovery where emergency personnel would assist in
emoving road blockages caused by malicious actors. They have further emphasised the importance of considering various local
isruptions caused by different types of cyber attacks on connected transport networks.

The previous study primarily discussed the impact of targeted attacks on the macroscopic scale of urban road transportation
etworks. However, it lacked consideration for the impact of attacks at the microscopic level and the potential consequences on
etwork resilience. Additionally, the study modelled network disruptions and cascades, assuming that nodes and edges operate
inarily without considering the layered structure of transportation networks. Furthermore, the study does not model cyberattacks
pecifically. In contrast, our research will complement the existing literature by addressing the gap in research in understanding the
ystemic cyber risks on transportation networks and their cascading effects on critical infrastructure by modelling attacks at both
icroscopic and macroscopic levels while considering the network’s layered structure.

The study by Xu et al. [30] proposes a framework for assessing the vulnerability of freeway networks based on risk analysis
y considering both the probability and consequences of vulnerability. The authors conducted network cascading failure analysis
sing an improved coupled map lattice model that incorporates tunnels’ negative effects and optimises local traffic redistribution
ules. In contrast to the reviewed literature, our research incorporates a framework for risk assessment of automotive cyber threats
n connected vehicles that aligns with the ISO/SAE 21434 TARA framework, focusing on simulation-based threat attack feasibility
nd impact assessments.

.5. Simulation-based platforms and studies for connected vehicles

Simulation tools are pivotal in the pre-deployment assessment of connected road transportation systems, particularly in analysing
he mobility and network layers at a microscopic level. Traditional traffic simulators such as SUMO [31], VISSIM [32], and
IMSUN [33], originally designed for human-driven vehicles, now incorporate connected features. For vehicular communication
etwork simulations, OMNeT++ [34] and NS-3 [35] are commonly used. NS-3 uses a Python scripting interface [36], whereas
4
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OMNeT++ has a modular structure written in C++ and uses NED (NEtwork Description) language [37]. Both simulators include
built-in IEEE 802.11 modules, with studies showing that NS-3 performs marginally better but has scalability issues [36–39].

The ‘Veins’ framework, building on OMNeT++ and SUMO, stands out with its comprehensive models for IEEE 802.11p and
ulti-channel DSRC/WAVE networks, extendable for various communication technologies [40]. Its real-time bidirectional coupling
ith SUMO through TraCI offers an ideal setup for modelling cyber threats within vehicular networks. Veins couples the network
nd the mobility simulator by creating a node in OMNeT++ with a network stack that includes an IEEE 802.11p wireless network
nterface, a beaconing protocol and one or more applications running on top of it for each vehicle travelling in SUMO.

Other commonly used co-simulators include Plexe’ for platooning [41], Artery’ for V2X communication based on ETSI ITS-G5
rotocols [42], Open-CV2X’ for LTE network simulations [43], VENTOS’ for DSRC wireless communication and various driving
odes [44], iTETRIS’ which uses NS-3 for network simulation [45], MOSAIC’ for intelligent and connected mobility [46], and

AIMSUN’ V2X SDK with VANET communication capabilities [47].
Literature on simulation-based cybersecurity for automotive systems is limited [48,49], but platforms like the ‘SURE’ framework

or attacker-defender scenarios and integrated simulators combining SUMO, OMNeT++, and Webots for connected and automated
riving dynamics have been showcased [48]. Veins’ alignment with this research’s needs – its open-source nature, support for
elevant protocols, and large-scale simulation capability – renders it the platform of choice. Simulation for threat modelling has
een explored using securiCAD [50] and CARLA [18], though these often omit the vehicular communication aspect crucial for
onnected vehicle threats. Other works have applied simulation for threat analysis and risk assessment (TARA), security testing,
nd security algorithm development [51–54], typically focusing on vehicle-level security rather than broader systemic impacts.

Addressing this gap, our research opts for Veins to capture a systemic view of cyber threats and their ramifications across
ransportation networks, advancing beyond the current state of mostly theoretical connected vehicle cybersecurity research.

. Simulation-based risk assessment framework

Risk is defined as the uncertainty in a situation involving danger, loss, or harm that can impact the life, health, or environment
f an individual, project, or organisation [55,56]. Thus, a risk framework should be able to analyse a use case or scenario to identify
ts cause, frequency, and consequences. ISO/SAE 21434 defines risk (Eq. (1)) as the uncertainty of vehicle cybersecurity expressed in
erms of attack feasibility and impact [57]. Attack feasibility, also termed as threat likelihood, is the ease of successfully carrying out
set of actions that would result in a cyberattack. Impact can be defined as the ‘estimate of the magnitude of damage or physical
arm from a damage scenario’ where a damage scenario is an ‘adverse consequence involving a vehicle or vehicle function and
ffecting a road user’.

𝑅𝑖𝑠𝑘 = 𝑓 (𝑎𝑡𝑡𝑎𝑐𝑘 𝑓𝑒𝑎𝑠𝑖𝑏𝑖𝑙𝑖𝑡𝑦, 𝑡ℎ𝑟𝑒𝑎𝑡 𝑖𝑚𝑝𝑎𝑐𝑡) (1)

Transportation systems are often designed to operate close to capacity conditions with minimal redundancies to minimise
osts. However, such designs make these systems vulnerable to natural and artificial disruptions. Furthermore, the additional
nterdependencies introduced to the transport networks through connectivity raise further vulnerabilities that could lead to severe
ascading failures throughout the transportation system.

Our proposed framework employs a simulation-based approach to assess systemic risks in connected transport networks resulting
rom cyberattacks on connected vehicles, as shown in Fig. 2. The framework utilises a vehicular communications-based simulation
latform to model and quantify cyber risks, with a focus on remote network threats illustrated in Table 1. Our approach includes in-
epth threat analysis to identify attack scenarios, which are then modelled in the simulation framework primarily for impact analysis.
he attack feasibility analysis provides an assessment of the probability of a particular threat being successfully implemented, while
he impact analysis assesses the consequences of the threat to the transport network. Our research emphasises the evaluation of
ystemic risks while also aligning with the ISO/SAE 21434 standard to ensure proper integration. Further details on the approaches
nd parameters of the attack feasibility and impact can be found in Sections 3.1 and 3.2.

.1. Attack feasibility

Threat analysis and modelling of a vehicle’s assets are critical components of the risk assessment process performed by OEMs
nd suppliers, ideally performed prior to the release of the car to the market. Therefore, performing threat analysis and modelling
or each asset is essential to determine the attack feasibility of that asset being compromised. The overall attack feasibility for a car
ombines all possible attacks on the car’s assets, and two methods, top-down and bottom-up, are used to identify and analyse the
ttack paths. Threat analysis consists of multiple steps including:

1. Asset identification and prioritisation;
2. Defining asset functionalities;
3. Determining information flow and connectivity through system architecture diagrams;
4. Identifying vulnerabilities to determine threats; and
5. Evaluating possible attack scenarios compromising the security-based CIA triad.

For determining the attack feasibility, the ISO/SAE 21434 standard defines three approaches: the attack potential-based approach,
he Common Vulnerability Scoring System (CVSS)-based approach, and the attack vector-based approach, with usage depending on
he chosen life cycle phase and information available to the assessor. The attack feasibility value can be High, Medium, Low, or
ery low, which determines the probability of a threat occurring in a given scenario.
5
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Fig. 2. Simulation-based risk assessment framework: Attack feasibility analysis approach on the left (red) and impact assessment approach on the right (blue).

3.2. Impact

The scope of analysis of the ISO/SAE 21434 standard is limited to the vehicle and the road user (passenger, pedestrian, motorist).
The standard identifies four categories of impact at this level of analysis. Namely, safety, financial, operational and privacy, with an
impact rating that can vary between severe, major, moderate and negligible for each category. Safety impact relates to the severity
of injuries to the affected road user, financial impact relates to the financial damage to the affected road user, operational impact
relates to the loss of functionality of the affected vehicle, and privacy impact relates to the severity of the sensitive information
compromised due to the damage scenario. Whilst the ISO/SAE 21434 standard does not guide how the damage scenario’s scalability
will affect the impact rating, it points to an EVITA report that provides a more detailed classification scheme [58].

This study focuses on evaluating transport network risks, with a focus on the tangible impact categories of safety and operational.
Operational impact metrics include variations in temporal and geographical link travel time, intersection delay, and congestion,
6
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Table 3
Mean run-time per iteration for the simulated scenarios.

Input flow (veh/h/l) Motorway scenario run-time (s) Intersection scenario run-time (s)

500 81 148
600 91 150
700 103 151
800 117 153
900 134 154
1000 154 159

while safety impact metrics are quantified through collisions. As shown in Fig. 2, the impact assessment approach involves several
steps:

1. Attack scenario identification;
2. Modelling of the incident environment on simulation platform — mobility network and infrastructure, communications

network and traffic flows;
3. Modelling of attack scenario;
4. Simulation of the developed model for analysis of resultant damage scenario;
5. Extraction of operational and safety metrics from damage scenario;
6. Assessment of operational and safety impact based on performance metrics; and
7. Development of impact rating for risk value determination.

4. Case studies

This section explores the application of our simulation-based framework in assessing the impact of a cyberattack across two
ifferent traffic network configurations: a motorway and a four-way intersection, illustrating the varying impacts due to road network
haracteristics.

.1. Attack scenario

The cyberattack considered in the hypothetical scenarios involves the remote exploitation of a connected vehicle’s engine control.
his is based on the cyberattack carried out by Miller and Valasek in 2015, where they disabled the engine of a fast-moving vehicle
n a motorway by accessing the vehicle’s internal CAN bus through a vulnerability in its on-board infotainment system [4]. The
VSS rating for the attack feasibility of this attack (CVE-2015-5611) is 8.3 (High) [59,60]. In the modelled scenarios, we assume

that a single human-driven vehicle with cellular internet connectivity is attacked, disabling the engine and causing the vehicle to
come to a standstill.

4.2. Simulation setup

For the case studies, we utilised the Veins 5.2 co-simulation framework, integrating SUMO 1.8.0 for road traffic and network
geometry simulation and OMNeT++ 5.6.2 for communication network modelling. This allows for automated communication
between the two tools. The cyberattack scenario involved disabling the target vehicle’s engine, causing it to decelerate and come
to a complete standstill, as emulated in the SUMO simulation. For simplicity, the traffic stream was populated only with passenger
cars. The default car-following model, Krauss [61], and the lane-changing model, LC2013, were used to control vehicle longitudinal
and lateral dynamics. The vehicles were modelled to have a speed distribution where approximately 95% have a maximum speed
varying from 80% to 120% of the speed limit. The simulation step length was set at 0.1 s. Unless otherwise mentioned, all simulation
parameters were left at their default settings in SUMO.

A Veins-based application layer was configured for each vehicle in OMNeT++. The simulation incorporates an attack mechanism
designed to replicate the consequences of a cyber intrusion. This is implemented through a script within the vehicle’s application
layer in OMNeT++, programmed to halt the targeted vehicle. This approach simulates the remote exploitation impact by forcibly
stopping the vehicle, mimicking the direct effect of the cyber threat. To evaluate the traffic demand’s sensitivity to the cyberattack
incident, six different vehicle input flows were investigated, with flow rates varying in increments of 100 veh/h/l, ranging from 500
to 1000 veh/h/l. Each flow scenario was simulated for 30 iterations with distinct random seeds to ensure robustness and statistical
accuracy. This approach helps mitigate the effects of stochastic variability, providing a more reliable and representative analysis
of the cyberattack’s impact across different traffic conditions. To ensure a comprehensive analysis, both the motorway and the
intersection scenarios were simulated over a period of 60 min each, allowing us to observe the long-term effects of the cyberattack
and the resulting traffic behaviour post-incident.

The simulations were run on a dedicated workstation with the following hardware specifications: Intel(R) Xeon(R) W-2125
4.00 GHz CPU, 32 GB RAM, running Ubuntu 22.04. The mean simulation run-time per iteration for the scenarios under each traffic
7

flow level is provided in Table 3.
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Fig. 3. (a) Attack scenario showing the attacked vehicle in red and subsequent queue build-up at t = 150 s from the time of attack in flow scenario: 1000
veh/h/l on the motorway; (b) baseline scenario with no attack under similar conditions; (c) depicts the traffic condition t = 30 s post-breakdown at the signalised
intersection.

4.3. Scenario setup

The two network configurations explored in the case studies are illustrated in Fig. 3. The first scenario (Fig. 3(a), (b)), evaluates
a cyberattack on a passenger car on a motorway. The simulation models a six-lane highway section, divided into three lanes for
each direction of travel, with no intersections, ensuring uninterrupted flow in normal traffic conditions. A speed limit of 70 mph
(113 km/h) is enforced over a 1000 m stretch, supplemented by 500 m feeder and exit sections, and the lanes are each 3.5 m wide.
Fig. 3(a) and (b) contrasts the traffic stream conditions 150 s after the cyberattack with those of the baseline scenario.

In the second scenario (Fig. 3(c)), the same cyberattack is applied to a four-way signalised intersection. In this scenario, the
attack is executed as the targeted vehicle traverses the intersection under all possible movements; left turn, through movement, and
right turn, each with separate implications on the traffic flow. The intersection is modelled with a static 90 s signal cycle, featuring
a 6 s dedicated right-turn green phase and 33 s left and through movement green phase. Right turns are permitted when the left
and through movements are green on the same approach and the opposing approach if appropriate gaps in opposing traffic are
detected. All four approaches to the intersection consist of two-lane, two-way roads, each supplemented by a 100 m right-turn-only
bay at the intersection. Traffic flow scenarios ranging from 500 to 1000 veh/h/l are simulated, with each approach having equal
flow rates and turning ratio distributions of 60:20:20 for through, left, and right movements, respectively.

Parameters for the simulation are consistent with those from the motorway scenario, suitably adapted for the intersection’s
control features and geometry. This approach simulates the cyberattack’s disruptive effect across the intersection, revealing the
intersection’s vulnerability to blockages as a result of the attack. Multiple simulation iterations accommodate the inherent variability
and dynamics of intersections, ensuring a comprehensive reflection of potential outcomes in the simulation outputs.

4.4. Impact quantification metrics

Distinct operational impact metrics are selected to evaluate the effects of traffic incidents across two case studies, as summarised
in Table 4. These metrics highlight the unique operational challenges and responses in each setting.

For the motorway scenario, flow rate, space mean speed, spot mean speed, lane density and Level of Service (LOS) are primarily
used to capture the dynamic nature of high-speed, high-volume roadways. Space mean speed and spot mean speed provide insights
into the speed patterns over a distance and at specific points, respectively, helping to analyse the fluidity and sudden changes
in speed post-incident. Lane density offers a measure of vehicle spacing, which is crucial for assessing congestion levels and the
potential for bottleneck formation. LOS defined by the US Highway Capacity Manual (US-HCM) [62], uses a qualitative scale from
‘A’ (best) to ‘F’ (worst) to describe operational efficiency. This metric is particularly useful in the motorway context as it gives a
holistic view of traffic flow quality.

Conversely, in the intersection scenario, where interactions and conflicts between different traffic flows are more pronounced,
queue build-up rate and time-to-gridlock are employed as indicators. The queue build-up rate is vital for understanding the efficiency
of traffic dispersal at intersections following an incident, reflecting the immediate operational impact. The time-to-gridlock metric,
8
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Table 4
Operational impact metrics used for each case study.

Operational impact metric Motorway scenario Intersection scenario

Flow Flow rate Flow rate

Speed Space mean speed
Spot mean speed

NA

Density Lane density NA

Level of service Motorway level of service NA

Queue Maximum queue length
Mean queue length

Queue build-up rate

Time-to-gridlock NA Time taken for intersection
gridlock since incident

Table 5
Incident impact metrics of motorway scenario.

Impact category Performance metrics

Input flow Scenario Mean speed Lane density Queue build-up (m) LOS

(veh/h/l) (km/h) (veh/km/l) mean max

Baseline 112 5 0 0 AScenario I: 500 Attack 103 5 05 27 A
Baseline 111 5 0 0 AScenario II: 600 Attack 100 7 09 44 A
Baseline 111 6 0 0 AScenario III: 700 Attack 97 8 14 67 B
Baseline 110 7 0 0 BScenario IV: 800 Attack 93 10 24 109 B
Baseline 109 8 0 0 BScenario V: 900 Attack 89 12 38 155 C
Baseline 108 9 0 0 B

Operational

Scenario VI: 1000 Attack 85 14 57 274 C

indicating the duration before an intersection reaches a standstill, provides a direct measure of the resilience of an intersection
under stress.

The selection of these metrics is guided by their relevance to the operational characteristics of each scenario. For instance, speed
etrics are not employed in the intersection scenario due to the typically lower speeds and higher levels of interaction that make

uch measures less informative. Further details of each performance metric are discussed in Appendix A.

.5. Results

This section presents the findings from the two distinct case studies.

otorway scenario
The motorway case study employs several key metrics, such as mean speed, lane density, and LOS, to quantify the operational

mpact of incidents at different traffic volumes. Given that safety impact is evaluated based on collision occurrences, no safety impact
as observed in any of the scenarios. As summarised in Table 5, the operational impact on motorways is assessed over a range of

raffic flows from 500 to 1000 veh/h/l. At lower flows, the infrastructure demonstrates resilience, maintaining an LOS of ‘A’ even
nder attack conditions. However, as flow increases, the operational impact becomes more pronounced, with noticeable degradation
n LOS, speed, and lane density, indicating reduced traffic efficiency and increased congestion. Figs. 4, 5, 6, and 7 provide a detailed
isualisation of these trends.

The operational metrics deteriorate consistently as the input flow increases, highlighting the influence of existing traffic
onditions on the severity of a cyber threat-induced incident’s impact. To illustrate these dynamics, Fig. 4 presents the mean spot-
peeds across the traffic flows, recorded at 50 m intervals from the incident site. The solid blue lines represent baseline scenarios
hereas the dashed orange lines represent the corresponding attack scenarios, with the shaded areas encompassing the intermediate

lows. This visualisation delineates how increased flow intensifies the traffic disruption, with speeds stabilising farther upstream as
low increases, indicating a wider impact of incidents at higher densities.

As seen in Fig. 5, the interquartile range (IQR) of speeds during attack scenarios significantly widens compared to baseline
onditions, reflecting increased speed variability and operational instability. This variability suggests that drivers are reacting
npredictably to the incident, potentially increasing the risk of accidents or further traffic disruptions. Fig. 6 depicts the kernel
ensity estimate (KDE) plots showing the distributions of the individual vehicle space-mean speeds over the analysis section during
aseline and attack conditions of the 500 veh/h/l and 1000 veh/h/l flow scenarios. Whilst the curves remain approximately the
9
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Fig. 4. Mean spot-speed versus location plots for baseline and attack scenarios with traffic flows of 500 veh/h/l and 1000 veh/h/l, including intermediate flow
cenarios (600, 700, 800, and 900 veh/h/l) represented by shaded regions along a 1000 m motorway section. The location of the ego vehicle breakdown is
ndicated in red.

Fig. 5. Box-plots comparing the variation in vehicle mean speeds between the baseline and attack scenarios.

same for the baseline conditions through 500 veh/h/l to 1000 veh/h/l, significant depletion of space mean speeds are observed
when moving from 500 veh/h/l to 1000 veh/h/l in the attack conditions.

To quantify the observed variations in vehicle speeds and substantiate the visual evidence, a Wilcoxon signed-rank test was
conducted for each flow scenario. The statistical analysis confirms that the differences between baseline and attack scenarios are
significant across all levels of traffic flow, with p-values less than 0.001. This strong statistical evidence, summarised in Table B.7 in
the Appendix B, reinforces the conclusion that cyber threat-induced incidents consistently and significantly reduce vehicle speeds,
thus influencing traffic flow dynamics.

Fig. 7 provides further insight into the compounding effects of the cyberattack on motorway operation. Fig. 7(a) illustrates the
correlation between traffic flow and mean lane density for both baseline and attack scenarios, with dashed lines highlighting the
trend of increasing density as flow escalates. The shifts in lane density, juxtaposed with the corresponding LOS, emphasise how traffic
efficiency and quality degrade from LOS A to C under escalating flow conditions, especially when under attack. Fig. 7(b) captures
the progressive queue build-up behind the attacked vehicle, a direct reflection of the operational strain imposed by increasing traffic
volume.
10
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Fig. 6. Kernel density estimate plots of baseline and attack scenario vehicle mean speeds for input flows 500 veh/h/l (left) and 1000 veh/h/l (right).

Fig. 7. Scatter-plots of (a) mean lane density and LOS variation of baseline and attack scenarios, with dashed lines connecting the scatter plot points to illustrate
trends, and (b) maximum observed queue build-up of attack scenarios.

Fig. 8. Mean time to gridlock for the intersection for left, right and through movements for each flow scenario since cyberattack induced vehicular breakdown.
11



Simulation Modelling Practice and Theory 136 (2024) 103005D.N.D. Jayaratne et al.

t
m
a

i
a
t
o
r
p
t
m
t

4

i
t

o
L
g

b
f
m
s

c
i
c
o
d

n
i
t
e
c

5

v
a
b
o

Table 6
Incident impact metrics of intersection scenario.

Impact category Input flow (veh/h/l) Mean time-to-gridlock (s) Mean queue buildup rate

Left Right Through (m/min)

Operational

Scenario I: 500 467 92 67 70
Scenario II: 600 375 84 54 88
Scenario III: 700 317 65 51 104
Scenario IV: 800 278 59 49 122
Scenario V: 900 228 58 47 132
Scenario VI: 1000 188 58 74 171

Intersection scenario
The analysis of intersection dynamics under cyberattack centred on two pivotal metrics: mean intersection flow breakdown

imes and the queue build-up rate. These metrics are particularly telling at intersections, where they capture the efficacy of traffic
ovement and the intersection’s capacity against interruptions. Table 6 presents a detailed breakdown of the times to gridlock

longside the mean queue buildup rates, measured as the average queue length increase per minute, for each traffic flow scenario.
The mean time-to-gridlock at the intersection, differentiated by the type of vehicle movement when under attack, is illustrated

n Fig. 8, with corresponding standard deviations shown. It is notable that the breakdown times for left and right turns decrease
s traffic volumes increase. However, these turning movements display an inherent resilience to flow increases due to their path of
ravel. In the case of the left turn, when the attacked vehicle initiates the manoeuvre, it obstructs fewer conflicting flows, allowing
ther movements such as through and right turns to proceed with minimal initial interference. Similarly, the existence of a dedicated
ight turn lane allows a degree of flow continuity for left and through movements, even when the attack occurs during this turning
hase. Contrastingly, the through movement demonstrates a different pattern. When the attacked vehicle is moving straight through
he intersection, the blockage created impacts a larger array of conflicting movements. Hence, despite the direct nature of the through
ovement, it exhibits a smaller change in breakdown times across varying flows. This suggests that the through movement’s capacity

o induce gridlock is less about the volume of traffic and more about the strategic impact it has when obstructed.

.6. Comparative analysis of case studies

The examination of operational impact across motorway and intersection scenarios reveals distinct responses to cyberattack-
nduced incidents. While both environments are subject to increased strain as traffic volume rises, the nature and immediacy of
heir operational impacts diverge.

In the motorway scenario, the increase in traffic flow from 500 to 1000 veh/h/l corresponds with a gradual degradation of
perational metrics. Space mean speed, spot mean speed, and lane density all deteriorate, contributing to a steady decline in the
OS from ‘A’ to ‘C’. This degradation, illustrated in Figs. 4 and 7, showcases the motorway’s initially robust infrastructure which
radually succumbs to congestion as vehicle volume increases.

Conversely, the intersection scenario, outlined in Table 6 and depicted in Fig. 8, presents a different picture. Here, the queue
uild-up rates and the mean time-to-gridlock significantly vary across the turning movements. While left and right turns benefit
rom separate lanes and less cross-traffic interference, the through movement, obstructed during an attack, swiftly impacts other
ovements, highlighting a vulnerability unique to the intersection’s design. This pattern demonstrates that intersections may face

udden operational collapse with little warning, as opposed to the motorway’s more gradual approach to capacity limits.
Fig. 9 demonstrates the divergent behaviours of traffic queues in motorway and intersection scenarios, revealing the intrinsic

apacity of each network element to handle incidents. The motorway demonstrates an inherent ability to absorb disruptions,
ndicated by the erratic but ultimately manageable patterns of queue lengths. Despite fluctuations, the motorway’s queues do not
onsistently reach a state of gridlock within the observed intervals, suggesting a certain resilience and adaptability in the face
f incidents. The broad expanse of the motorway, coupled with multiple lanes and the opportunity for vehicles to change lanes,
isperses the impact, preventing immediate systemic failure.

On the other hand, intersections operate as critical nodes in the traffic network where multiple flows converge, making them
atural bottlenecks. The intersection queues, as seen in Fig. 9, escalate in a more uniform and rapid manner once the traffic flow
s obstructed. This reflects the limited capacity of intersections to accommodate disruptions. Once an intersection reaches gridlock,
he impact is not just localised but propagates swiftly upstream, leading to significant queue lengths in a short period. This domino
ffect can instigate cascading failures, as the blocked intersection halts the traffic flow across all directions, causing widespread
ongestion that can cripple the network.

. Conclusions and future work

As the landscape of vehicular transportation continues to evolve, integrating robust cybersecurity measures within connected
ehicle systems has become paramount. Our literature review has highlighted a significant gap: a lack of robust methodologies for
ssessing systemic risks associated with cyber threats in connected networks. In response, we have developed a novel simulation-
ased framework designed to evaluate both the feasibility of cyberattacks and their potential impacts on transport systems. The key
utputs of our study include,
12
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Fig. 9. Comparison of 1-min interval max queues with time between the motorway and intersection case studies.

1. Novel framework: We introduced a simulation-based approach for systemic risk assessment for connected vehicles. This
framework enhances the ISO/SAE 21434 TARA process, infusing traditional risk assessment methods with robust, quantitative
data.

2. Case studies: We presented two case studies based on the real-world event of the 2015 Miller-Valasek Jeep hack. These studies
modelled remote cyberattacks on a connected vehicle infotainment system and evaluated their operational impact using the
proposed simulation-based approach.

3. Operational impact metrics: We identified a variety of operational metrics based on scenario-specific requirements to quantify
the damage scenarios for each case study.

he case studies illustrated that traffic demand and network configuration are two primary factors contributing to increased systemic
isks associated with cyberattacks in connected vehicles. This highlights the critical need to identify and address cyber vulnerabilities
f connected vehicles, especially in areas with dense traffic and intricate network layouts. The simulation methodology used in our
ramework can model cyberattacks that manipulate vehicular communications and impact the drivetrain of individual vehicles at a
icroscopic level. This ensures that a wide range of cyberattacks such as false data injection, message replay attacks, and denial of

ervice attacks can be evaluated for risk assessment.
Moving forward, this research will be expanded to encompass a broader array of cyber–physical threats affecting connected

ehicles and their infrastructure. We plan to conduct simulations of cyberattacks across various network types, incorporating
eterogeneous traffic flows and diverse rates of connected vehicle penetration to assess risk factors and potential cascading failures.
urther, we will enhance our impact assessments by integrating financial and safety metrics alongside the current operational impact
etrics. Attack potential-based metrics will also be developed and included for the evaluation of attack feasibility. These metrics
ill lead to the provision of a risk value for a given cyberattack.

The complexity of road transport systems and the unpredictable nature of traffic flows present significant challenges for
onducting empirical studies on the impacts of cyber threats on connected infrastructure. Simulation offers a controlled environment
hat enables the modelling of various scenarios and the assessment of their potential impacts effectively. As connected vehicles
ecome increasingly integrated into our transportation infrastructure, the need for sophisticated cybersecurity measures becomes
ore critical. Our work represents a significant advancement in understanding and mitigating the risks associated with cyber threats,
roviding valuable insights that benefit both researchers and practitioners in the field of automotive cybersecurity.
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ppendix A. Operational impact metrics

.1. Space-mean speed

The space-mean speed of a traffic stream 𝑣𝑚𝑒𝑎𝑛 during a given analysis period is calculated as shown in Eq. (A.1)

𝑣𝑚𝑒𝑎𝑛 =

∑𝑁
𝑖=1

(∑𝑟
𝑖=1 𝑑𝑖
𝑟𝑆

)

𝑁
(A.1)

where 𝑁 is the total number of vehicles, 𝑑𝑖 is the distance travelled by vehicle 𝑖 during the simulation step of length 𝑆, and 𝑟 is the
total number of simulation steps.

A.2. Lane density

The lane density 𝜌𝑙 is the mean number of vehicles on a lane during a given analysis period as shown in Eq. (A.2)

𝜌𝑙 =
∑𝑟

𝑖=1 𝑛𝑖
𝑟 ×𝐾𝐷

(A.2)

where 𝑛𝑖 is the number of vehicles on the analysis section 𝐷 during simulation time-step 𝑖, 𝐾 is the number of lanes, and 𝑟 is the
total number of simulation steps.

A.3. Queue length

The queue length 𝐿𝑞 is the length of vehicles with speed below the threshold value of 0.1ms−1 as shown by Eq. (A.3)

𝐿𝑞 =
𝑛
∑

𝑖=1

(

𝑙𝑖 + 𝑔𝑖
)

(A.3)

here 𝑙𝑖 is the length of the 𝑖th vehicle in the queue and 𝑔𝑖 is the distance between the 𝑖th vehicle and (𝑖−1)th vehicle in the queue.

A.4. Queue build-up rate

Queue build-up rate (𝐿𝑞−𝑟𝑎𝑡𝑒) calculates the rate at which the length of the queue increases per unit time, as shown in Eq. (A.4)

𝐿𝑞−𝑟𝑎𝑡𝑒 =
𝛥𝐿𝑞

𝛥𝑡
(A.4)

where 𝛥𝐿𝑞 is the change in queue length over the time interval and 𝛥𝑡 is the time interval during which the queue length change
is observed after the attack

A.5. Flow rate

The flow rate of vehicles 𝑄, is the number of vehicles passing a given point of analysis per unit time and per lane, as given
in Eq. (A.5)

𝑄 =
3600 × 𝑛𝑡

𝑡𝐾
(A.5)

where 𝑛𝑡 is the number of vehicles passing a given point during time 𝑡 measured in seconds.

A.6. Time to gridlock

Time to gridlock (𝑇𝑔𝑟𝑖𝑑𝑙𝑜𝑐𝑘) metric measures the duration from the start of the cyberattack to the point when no vehicles can pass
resulting in gridlock, as given in Eq. (A.6)

𝑇𝑔𝑟𝑖𝑑𝑙𝑜𝑐𝑘 = 𝑡𝑔𝑟𝑖𝑑𝑙𝑜𝑐𝑘 − 𝑡𝑎𝑡𝑡𝑎𝑐𝑘 (A.6)

where 𝑡𝑔𝑟𝑖𝑑𝑙𝑜𝑐𝑘 is the time at which the traffic flow ceases completely, leading to gridlock and 𝑡𝑎𝑡𝑡𝑎𝑐𝑘 is the time at which the
14
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Table B.7
Wilcoxon’s signed-rank test for mean speeds — Motorway scenario.

Flow (veh/h/l) Test statistic P-value Significance

500 300 773 <0.001 Yes
600 425 331 <0.001 Yes
700 501 040 <0.001 Yes
800 567 178 <0.001 Yes
900 605 215 <0.001 Yes
1000 657 284 <0.001 Yes

A.7. Level of service

The LOS of motorway facilities is categorised based on the lane density as follows: 𝐿𝑂𝑆 is 𝐴 if lane density less than or equal
o 7 pc∕km∕l, 𝐵 if lane density is between 7–11 pc∕km∕l, 𝐶 if lane density is between 11–16 pc∕km∕l, D if lane density is between
6–22 pc∕km∕l, E if lane density is between 22–28 pc∕km∕l and 𝐹 when flow exceeds the lane capacity or lane density is greater
han 28 pc∕km∕l, where pc denotes passenger car unit.

ppendix B. Wilcoxon’s signed-rank test

See Table B.7.
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