Space and Cybersecurity: Challenges and opportunities emerging from
national strategy narratives.

Abstract

Modern societies are increasingly dependent on space technology. The number of activities
that rely on space infrastructure includes global positioning and communications systems,
financial transactions and global trade, public and private scientific research, environmental
monitoring and fore- casting, and audio-visual entertainment. Within the security and defence
domain, this reliance becomes even more pronounced as satellites enhance command, control,
communications and intelligence, surveillance, and recon- naissance (C4ISR), missile defence, or
advanced autonomous systems. Furthermore, ongoing advancements in science and technology
are opening new frontiers in outer space, promising significant economic potential through
ventures like space travel and space mining. Considering the geopolitical implications of the
dependence on space technology, the objective of this study is to examine how Western countries
and organizations understand space within their strategic thinking. By conducting a comparative
analysis of the most recent national security strategies and security and defence space strategies
released by a sample of Western countries and organizations, including the United States, the
United Kingdom, France, the European Union and NATO, this study aims to discern the narratives
employed to depict the space domain and to identify the key trends within it, with a specific focus
on the interplay between space and cybersecurity.

This exercise will facilitate the identification of areas where enhanced collaboration among
the selected actors is feasible or where competition may define their relationships. Consequently,
it will help determine the potential for a coordinated response to collective challenges.
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1. Introduction

Space is not a separated realm where events unfolding within it follow a distinct logic and
dynamics than those occurring on Earth. In an attempt to disassociate space exploration and
utilization from the geopolitical realities, Article I of the Outer Space Treaty claims that the
exploration and use of outer space shall be carried out for the benefit and in the interests of all
countries and shall be the province of all mankind. However, the reality is that “space and politics
are, and always have been, inseparably interlinked” [1], and, therefore, relations and cooperation
among space actors are and have been primarily driven by their self-interests, strategic choices,
and geopolitical realities on the Earth [2]. As reduced costs of space launch services have enabled
numerous state and non-state actors to acquire advanced technologies [3] and scientific and
technological progress is increasingly facilitating new uses of space, space is considered by policy-
makers as a strategic domain where states and other actors deploy their power in, gain power from,
and may seek to deny such advantages to others [4], making the relationship between space and
geopolitics even stronger.

How states and non-states actors comprehend this bi-directional relationship is essential for
assessing their strategic understanding of the recent developments unfolding in space and other
space-related events. Specifically, it is worth noting the following events across various categories
of space activities:

(1) Space exploration: on August 23, 2023, the Indian Space Research Organization’s
(ISRO) Chandrayaan-3 and its Vikram lunar lander apparently performed a soft
landing on the moon near the lunar south pole, becoming the fourth country (after the
Soviet Union, United States and China) to perform a soft-landing on the lunar surface
and the first to put a spacecraft near the lunar south pole. Nonetheless, Ouyang Ziyuan,
the chief scientist of the Chinese Lunar Exploration Program, commonly referred to
as the Chang’e program, has raised doubts regarding ISRO’s achievement, asserting
that the landing did not come close to the lunar south pole region [5]. On August 11,
Russia’s space agency (Roscosmos) launched the Luna-25 lander mission with the aim
of achieving a soft landing on the lunar south pole. However, just nine days later, the
spacecraft met an unfortunate end when it crashed into the lunar surface due to an
improper thrust manoeuvre during its lunar orbit insertion. In April 2023, the lunar
lander Hakuto-R Mission 1, built and operated by the Japanese space company iSpace,
crashed into the moon surface due to a computer error.

(i1) ASAT tests: On November 15, 2021, Russia conducted a kinetic anti- satellite test,
which resulted in the successful destruction of the Russian satellite Kosmos 1408.
This test generated a significant quantity of space debris, posing a threat to the safety
of the International Space Station.



(ii1) Space and the war of Ukraine: On February 24, 2022, just hours before the unlawful
invasion of Ukraine by the Russian army, the satellite communications company
Viasat Inc. experienced a cyberattack. This attack had far-reaching consequences,
disrupting satellite internet services for tens of thousands of customers in Ukraine,
including the Ukrainian armed forces, as well as impacting Europe, where
approximately 5,800 wind turbines in Germany were affected. On May 10, 2022, the
European Union, together with its international partners, attributed this cyberattack to
the Russian Federation [6]. In addition to this, the satellite services provider company
Starlink has been supporting the Ukrainian government and military forces during the
illegal invasion by Russia [7, 8], providing them with a technological advantage that
has allowed Ukraine to resist the pressure of the Russian army for more than a year.

The examples provided highlight the rise of non-Western space powers and private space
companies across a spectrum of space activities that were formerly reserved for a limited number
of states. This emergence of new actors, as suggested by Baiocchi and Welser [9], points to the
“democratization” of space, which adds a layer of complexity in an already fragile space
governance. However, the geopolitical implications of the increasing role of commercial
companies in space go beyond this, as they are transforming the mere nature of the competition
among space powers. In this regard, Moltz [10] argues that the dynamics defining the first space
race that took place between the United States and the Soviet Union during the second half of the
20"-century — characterized by rival, state/military-led, and secret “technocracies”, a model still
followed by China and Russia — are being replaced by a new model of competition. This new
model, consisting on a form of organization called “netocracy”, is based on “public-private
partnerships, distributed architectures, rapid innovation, and the use of multiple commercial and
allied partnerships”, which is led by the United States.Therefore, according to Moltz, competition
in space would encompass not only a different set of actors, but two distinct space power models.

Given the significant geopolitical considerations that these trends have, it is essential to assess
how Western countries understand these events and the effects they have in their strategic thinking.
Conducting a comparative analysis of strategic documents released by Western countries stands as
the most effective way to achieve this outcome. This type of exercise is not an unknown approach
within the specialized literature on security studies. In the realm of cybersecurity, for example, it
is worth noting the work of Luiif, et. al. [11], which provides a comparative analysis of ten national
cybersecurity strategies; and the work of Craig, et. al. [12], which, in the same vein, analyse the
national cybersecurity strategies of 83 nation-states in order to conceptualize them using a new
typology. Regarding to the space field, there are several recent publications that employ content
analysis methodologies to examine national space strategies and related documents. These studies
primarily focus on analysing space governance structures, space strategies, and priorities of
various members states within the ESA [13, 14, 15]. Notably, one outstanding work in this area is
the research conducted by Papadimitriou, et. al. [16]. Their study aims to analyse the security
aspects of space policy in Europe, taking into consideration national space strategies, programs
and governance at EU, ESA, and national level (including states that are member states of the EU
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and ESA, such as France, Germany, Italy, and the United Kingdom). Similarly to these
publications, the current study aims to offer a distinct approach to the analysis of space within
security strategy documents, including also other actors such as the United States and NATO into
the analysis. The purpose of conducting a comparative analysis intends to identify shared
narratives that could be the ground for further collaboration among the selected states in the space
domain.

1.1. Organization of the paper

Section 2 sets out the study’s objectives and the methodology employed to achieved them.
Additionally, this section provides an explanation about the selected sample, the strategic
documents utilized for the study, and their connection to the concepts of grand strategy and
strategy. The findings from the comparative analysis of the strategic documents are presented in
Sections 3 through 6.

Section 3 offers insights into how the selected actors characterize the strategic environment as
a whole based on their national security strategies. More specifically, Section 4 delves into the role
of space within the national security strategies. Section 5 highlights the key narratives identified
in the defence and security space strategies. Section 6 analyses the specific connection between
space and cybersecurity as outlined in the national security strategies and the security and defence
space strategies. Finally, Section 7 provides a succinct discussion about the most significant
outcomes from the preceding sections as concluding remarks.

2. Objectives and Methodology

2.1. Objectives

This study aims at understanding how Western countries and organizations, such as the
European Union and NATO, approach and conceptualise space within their strategic thinking, as
well as how they address cybersecurity in the context of space. Specifically, this research seeks to
contribute to the assessment of whether the trends and dynamics identified by these actors in the
international context apply to the space domain and how these countries and organizations respond
to the threats and risks they perceive in this domain, particularly those derived from the cyber
domain. This study adds to the broader debate on the space domain, examining its potential as an
area for international collaboration or competition, as well as the stance taken by the selected actors
in this debate.

To advance these objectives, this study seeks to address the following research questions

(‘RQ"



RQ1. How do we understand the strategic environment amongst leading nation states?

RQ2. How is the space domain — understood as “any element relevant for the functioning
of space systems and the delivery of space-based services” [33] positioned within the
national strategy narratives of Western states and international organizations such as NATO
and the EU?

RQ3. How are nation states and bodies like NATO and the European Union addressing
cybersecurity in the context of national security narratives and defence and security space
strategies?

2.2. Methodology

The data used to address the RQs has been extracted from the most recent national security
strategies and defence and security space strategies released by three specific states -the United
States, the United Kingdom and France-, and two international organizations, the European Union
and NATO.

Based on the data extracted from these sources, a comparative analysis has been conducted.
This exercise has involved the analysis of the threat landscape as characterised in these strategic
documents focusing on the specific narratives and language used to describe it. Narratives, or more
specifically, “strategic narratives” are understood herein as “future-oriented identity claims that
articulate a distinctive position on a specific issue or policy domain, or in general with regard to
the place of an actor in world politics” [17].

As stated by Balzacq, Dombrowski and Reich [18] comparing and contrasting the strategic
narratives included within the strategic documents adopted by the actors selected in this research
will help us: (i) to discover causal relationships between the domestic drivers and the
implementation of grand strategies; (i1) to identify areas of convergence and divergence across
cases; and (iii) to highlight key empirical aspects of national strategies.

Methodologically, this research is structured around two distinct levels of analysis, ranging
from the broad to the specific:

The first level of analysis encompasses a comparative evaluation of the narratives and language
utilized in the assessments of the strategic environment as presented in the national security
strategies. Furthermore, it scrutinizes whether these documents incorporate references to the space
and cyber domains. In cases where such references are present, the analysis delves into how these
references are characterized. Consequently, this initial level of analysis offers a general view of
the strategic landscape and how it relates to space and cyber considerations.

The second level of analysis focuses on the space domain. In this phase, the comparative
analysis is specifically centred on the narratives and language used to discern the primary threats
to the space domain as perceived by the targeted actors and their proposals for addressing these
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threats. Thus, the comparative analysis of the defence and security strategies hinges on an
evaluation of the types of threats, threat actors, and the response mechanisms intended to counter
these threats. Furthermore, an assessment on how the defence and security space strategies address
the cyber domain is included in this level of analysis.

2.2.1. Sources of policy narratives

Following the two different levels of analysis outlined in the methodology described above,
the strategic documents from which data has been acquired are, accordingly, divided into two
different groups: (i) national security strategies (including the strategic documents released by the
European Union and NATO); and (ii) defence and security space strategies. Conceptually
speaking, this division responds to two different levels within the strategic thinking: grand strategy
and strategy. Importantly, this conceptual division aligns with the methodological framework set
forth in this research. Despite the lack of a contemporary and agreed upon definition of these
related terms [18, 19, 20, 21], “there is no longer a purely military definition of strategy” [20] or
grand strategy. This indicates that there has been a shift from the Classicist tradition of grand
strategy that focuses on the employment of military means to achieve national goals, to an
International Relations approach that affirms that a state must use all the instruments of national
power, military, and non-military, to protect and advance its long-term best interests. Hence, as
Hooker suggests [22], grand strategy should be understood simply as “the use of power to secure
state”. Therefore, defined in this way, the term grand strategy would include those particular
strategies intended to secure particular ends [18, 22].The grand strategy of a state is not defined by
a single document or policy; rather it encompasses a “collection of plans and policies that comprise
the state’s deliberate effort to harness political, military, diplomatic, and economic tools together
to advance that state’s national interest” [23]. In this context, national security strategies emerge
as particularly relevant among these plans and policies. Although not synonymous with, national
security strategies are closely related to grand strategy [22], since they provide a comprehensive
and complete national security document that matches ways, means, and long-term ends. Based
on the US legal framework, although it can be extrapolated to other cases, Pavel and Wendt [24]
explain what the purposes of a national security strategy are: (i) to outline the President’s vision
for America’s role in the world; (i1) to highlight the President’s top national security priorities; (ii1)
to broadly guide the resource allocation for the national security related departments and agencies;
(iv) to articulate to friend and foe alike the strategy and subsidiary national security policies of the
United States; (v) to justify the national security departments’ and agencies’ budgets with the
Congress; and (vi) to inform the public debate and garner public support for US national security
efforts. It should be acknowledged that national security strategies, as public documents, serve not
only to inform the domestic public but also to other international actors, including state and non-
state actors [18], about the interests and intentions of the state. Therefore, a national security
strategy assumes a pivotal role as an organizing principle, guiding policy formulation and resource
allocation within the state, while also acting as a means to signal the state’s potential behaviour
under specific circumstances.

6



Table 1. National Security Strategies

Country Title Year | Abbreviation
United States | National Security Strategy [25] | 2022 USNSS
United Integrated Review Refresh [26] | 2023 | UKIRR
Kingdom
France National Strategic Review [27] | 2022 FRNSR
European Union Strategic Compass [28] 2022 EUSC
NATO Strategic Concept [29] 2022 | NATOSC

The second group of sources utilized in this study are defence and security space strategies. Based
on a common contemporary definition of strategy, the evaluation of these documents will help us
to understand how the actors involved in this study understand this particular domain and maintain
a balance between ways, means, and ends; how they identify objectives; and how they match the
resources and methods they have at their disposal to the objectives they want to achieve [21] in
this particular area.

Therefore, an in-depth analysis of national security strategies is conducted in order to
collect the necessary data to respond the RQs related to grand strategy such as the assessments of
the international environment and the role played by the space and cyber domains in the targeted
actors’ strategic thinking. Whereas the data acquired from the defence and security space strategies
will be employed to respond the RQs specifically related to the space domain, particularly how the
actors address cybersecurity within it.

Table 2. Security and Defence Space Strategies

Country Document Year | Abbreviation
us Defence Space Strategy [30] 2020 USDSS
UK Defence Space Strategy [31] 2022 | UKDSS
FR Space Defence Strategy [32] 2019 FRSDS
EU Space Strategy for Security and Defence [33] | 2022 | EUSpSSD

NATO Space Policy [34] 2021 | NATOSP




2.2.2. Sample

To be included in the sample for this study, actors must be Western states or international
organizations, each possessing significant space budgets (as per Figure 1). The term “West” is
employed not solely in its geographical sense, but also to characterize those countries that uphold
liberal democracy as their form of government.

Government expenditure on space programs in 2020 and 2022, by major country (in
billion U.S. dollars)
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Figure 1: Government expenditure on space programs in 2020 and 2022, by
major country (n billion U.S. dollars).

The actors selected in the sample represent the existing diversity within this group of countries.
The United States is the hegemonic power of the West but is not a European country. France and
the United Kingdom are part of Europe, but just France is a member state of the European Union.
The inclusion of the EU and NATO obeys to the increasingly relevance that these two international
organizations have in the international context, particularly in the defence and security field.
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Regarding the space domain, the actors included in the sample have the highest budgets in the
world devoted to space. Unlike the European Union, which has its own space programme, NATO
does not possess space capabilities of its own, and is not aiming to develop these capabilities nor
to become an autonomous space actor [34]. Despite this fact, NATO is part of the sample given
the increasingly relevance that the defence and security realm has today, especially in the space
domain. As the United States, the United Kingdom and France are members of NATO, evaluating
the strategic documents released by this organization will provide important insights.

Finally, assessing the cyber domain from the security space perspective released by the selected
actors also justifies the selection of the sample as all of them have recently published strategies
related to cyber security (the US in 2023 [35, 36]; the UK in 2022 [37]; France in 2018 [38]; the
EU in 2020 [39]; and NATO in 2023 [40]). It is therefore the case that all the actors included in
the sample have published security strategy related to both the space and cyber domains.

3. Characterising the strategic environment

The main idea that underpins the assessments of the international environment provided by the
actors involved in this research is that the international system, the open rules-based international
order that was born after the Cold War and is characterised by the pivotal role of international
organizations, multilateralism, and the interdependence between states and non-states actors, is
evolving, leading to a deterioration of the international system itself, whose main principles are
being contested by powerful competitors such as China and Russia, and their respective positions
within it.

This evolution is explained mainly by two trends: the existence of a competition among the
powers constituting the international system; and an increasing emergence of transnational
challenges (climate change, food insecurity, diseases, and terrorism, among others) that must be
collectively addressed. It is noteworthy that these two trends are not independent, but they
reinforce each other. In this regard, the United States explicitly warns to the necessity to
“understand how a more competitive world affects cooperation and how the need for cooperation
affects competition” [25].

Although described with different adjectives (“strategic” by France, NATO, and the European
Union; “systemic” by the United Kingdom; and “geopolitical” by the United States), all the actors
coincide in pointing out not only that a growing competition among states is currently undergoing,
but also the negative impact that this competition has on the nature of the international order. The
relevance of this competition in the international environment is of immense magnitude as it is
portrayed as “the most pressing strategic challenge” [25] or as “the most immediate and substantial
threat to UK interests and will require an increasingly proportion of national security resources”
[26]. Therefore, open conflict, even war, is a real possibility for which actors intend to be prepared.
France is particularly clear in this respect as it includes as one of its strategic objectives to prepare
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a war economy plan in order to adapt its economy and industrial base to different geopolitical
contexts [27].

3.1.Authoritarian versus democratic states: China and Russia

This strategic, systemic, or geopolitical competition encompasses states that challenge the
international order, named authoritarian states, and those who share its basic principles and tenets,
or democratic states, category to which all the actors involved in this research belong to.

The use of the concept authoritarian states or autocracies is broadly employed by all the
selected actors to refer to the opposing group, with the exception of the European Union. Instead,
the European Union uses the expression “the return of power politics” to describe those countries
that “act in terms of historical rights [other actors, like the US and France, use the term revisionist]
and zones of influence, rather than adhering to internationally agreed rules and principles and
uniting to promote international peace and security” [28]. Moreover, the European Union
acknowledges the existence of a “competition of governance systems accompanied by real battle
of narratives” [28]. Therefore, it can be affirmed that, according to the documents reviewed,
different systems of governance behaviour, not ideology, are the main elements that differentiate
both groups.

Although, as said, this differentiation between autocracies and democracies is widely used, not
all the actors consider these categories as a close dichotomy that can describe all the participants
in the international system. Supporting this point of view, it can be found the case of the United
States, who explicitly states that the undergoing competition is between democracies and
autocracies [25]. A different approach is held by the United Kingdom, as it openly affirms that
although “a growing convergence of authoritarian states are challenging the basic conditions of an
open, stable and peaceful international order” [26], “today’s international system cannot be simply
reduced to ‘democracy versus autocracy’ or divided into binary, Cold War style blocs” [26]. These
two different approaches also entail a different perception on who are the participants involved in
this competition. Whereas the United States considers major powers as the main characters of this
competition, other actors like United Kingdom and France underline the importance of “regional
actors” in it [27], acknowledging the growing importance to the international affairs of “middle-
ground powers” [26], i.e. Iran and North Korea [26].

In any case, what all the assessments of the international environment agree on is to identify
Russia and China as the most prominent authoritarian states, although with important differences.
As aresult of Russia’ actions in Georgia in 2008, the occupation of Crimea in 2014, and the illegal
invasion of Ukraine in 2022, Russia is portrayed as a national, regional, and global threat. In this
regard, the United Kingdom states that “the most pressing national security and foreign policy
priority in the short-to-medium term is to address the threat posed by Russia to European Security”
[26]. In the same vein, NATO affirms that Russia is “the most significant and direct threat to Allies’
security and to peace and stability in the Euro-Atlantic” [29]. Meanwhile, the United States
amplifies the risk posed by Russia signalling it as “an immediate threat to the free and open
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international system” [25]. Instead of describing Russia as a threat, the European Union refers to
it as an aggressor who has violated international law and undermined European and global security
and stability [28]. Equally, France does not use the term threat and it focuses on how Russia has
moved from a more indirect approach towards conflict to engage in direct military confrontation
[27].

The assessments on China vary in substance and language as China seems to represent a much
more complex challenge than Russia. In this regard, it is noteworthy how the United States defines
China as “the only competitor with both the intent to shape the international order and,
increasingly, the economic, diplomatic, military and technological power to advance that
objective” [25]. The relevant position in the international order and hence the complexity of the
challenge posed by China is also reflected in the assessment that the European Union and the
United Kingdom provide. The European Union affirms that China is a “partner for cooperation, an
economic competitor, and a systemic rival” [28], while the United Kingdom portrays China as a
national security threat, but also as an actor to engage with when necessary [26]. NATO adopts a
more assertive position towards China as it reckons that the “PRC [People’s Republic of China]
stated ambitions and coercive policies challenge our interests, security and values” [29]. France
considers China a revisionist state whose main goal is to supplant “the United States as the world’s
leading power” and the Western influence [27]. For this purpose, France states, China is spreading
its influence throughout the world using all the tools it has at its disposal: propaganda, military
strength and espionage, economic and technological predation, and an assertive diplomacy.

Only two actors, the United Kingdom and France, warns about the consequences of further
collaboration between China and Russia on their desire to challenge the international order. The
United Kingdom sees this phenomenon as an “intensification of systemic competition” and does
not encapsulate it in the deepening partnership between China and Russia, but also between Russia
and other authoritarian states such as Iran [26]. France asserts that the shared objective of China
and Russia to challenge the “Western influence, particularly in the context of the war in Ukraine,
is giving rise to some kind of occasional cooperation” and warns that “the political, strategic and
technological implications for global governance could be enormous” [27].

3.2. Competitive behaviour: use of hybrid strategies and technology

In addition to identifying and delineating the primary characteristics of authoritarian states, all
national security strategies centre special attention on the behaviour of these states or, more
precisely, the methods employed by these states (and, as underscored by the EU, non-state actors
as well [28]) to advance their objectives within the ongoing strategic competition. Given the
potential impact on actors’ security and stability, it is important to note that these methods are
categorized as “threats” on their own merit, not only because the potential malicious use that
authoritarian states can make with them. Two terms are used to describe these methods: “hybrid
strategies, tactics and campaigns” and “threats below the threshold of armed conflict”. The
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European Union, NATO, and France refers to hybrid strategies, tactics and campaigns, although
France is the only actor who defines this concept. According to the FRNSR:

France’s main strategic competitors use hybrid strategies, deliberately ambiguous
combinations of direct and indirect, military and non-military, legal and illegal, and
often difficult-to-attribute means of action [27].

Therefore, encompassed by this concept, or closely interlinked with it, is an extensive and
varied range of actions, including: malicious activities in cyberspace and space, disinformation
campaigns, economic coercion, the instrumentalization of irregular migration, critical
infrastructure disturbances, or the misuse of law to achieve political, economic, and military
objectives (also referred as “lawfare” by the EU [28]). Furthermore, actors also agree on affirming
that hybrid strategies aim to discredit democratic systems, targeting elections, processes, and
institutions, or reduce their economic and national defence potential.

Although there are references to the terms “hybrid threat” and “hybrid conflict” in the
UKIRR, the United Kingdom, as well as the United States, employ the term “threats below the
threshold of armed conflict” to refer to the dynamic competition that is playing out across
overlapping the “strategic arena over the military, economic, and political balance of power, rules
and norms, and institutional architectures” [26]. The main challenge of this type of activities is, as
Klein argues, that they may “complicate the invocation of mutual defence agreements, collective
action by an alliance or coalition, or application of the inherent right of self-defence under either
the standing or supplemental rules of engagement” [41].

Beyond their effects, national security strategies focus on the existing relationship between
hybrid strategies and technology and how technology is transforming conflict. It is broadly
acknowledged that the extensive use and effectiveness of the hybrid strategies and tactics is
allowed and enhanced by the appearance of emerging and disruptive technologies. In fact, NATO
affirms that these technologies are “altering the character of conflict” [29], while the European
Union and the United States acknowledge that technology is transforming the nature of warfare
and shaping military affairs [25, 28]. Nevertheless, the strategic importance of technology is not
solely utilitarian, as it is also considered as an “arena” of global competition [25, 26, 29]. This is
because all actors consider that achieving technological advantage and autonomy has become a
strategic objective for competitors as well as for allies, affecting not just foreign policy, but
essential domestic policies leading to develop and protect a more resilient, innovative, and
competitive defence technological and industrial base.

This explains why technological and scientific innovation is regarded as a strategic
objective, existing also a common understanding on what emerging and disruptive technologies
are deemed crucial and, as a result, deserves increased investments. Among them, the following
technologies are identified as critical by the selected actors: Artificial Intelligence and quantum
computing [25, 26, 27, 28]; bio-technology (including bio-manufacturing and engineering
biology), nano- technology, microelectronics and semiconductors [25, 26, 28]; and advanced
telecommunications [25, 26].
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4. Space and national security

The assessment of space within the national security strategies begins by acknowledging that space
is an increasingly congested and contested domain [28], “subject to renewed competition” [27].
This assessment is grounded in the notion that competitors possess the enabling technology to
impede actors’ unfettered access to space and undermine their space assets. In this regard, NATO
says:

Strategic competitors and potential adversaries are investing in technologies that
could restrict our access and freedom to operate in space, degrade our space
capabilities, target our civilian and military infrastructure, impair our defence and
harm our security [29].

In addition to having the necessary technology, these assessments also acknowledge that
competitors have already conducted malicious activities in the space domain [29], targeting allies
and partners with “a broad set of tools and testing [their] resilience with the aim to diminish [their]
security and actively undermine their secure access to space domain” [28]. Therefore, the selected
actors uphold that space is an essential field where competitors are conducting hybrid strategies
and tactics. It is noteworthy that when addressing the space domain, national security strategies
refer to strategic competitors and potential adversaries in general. Only NATO and the Europan
Union emphasize China’s role in space [28, 29]. Certainly, the United Kingdom refers to Russia’s
direct ascent anti-satellite missile test that took place in November 2021 [26], but as an example
of irresponsible behaviour is space.

As noted by NATO, competitors’ space technology could potentially not only restrict free
access to space, but also compromise selected actor’s space capabilities, jeopardizing their critical
infrastructure. In this context, France openly designates the development of space communications
capabilities to detect, assess, and counter hybrid threats aimed at its critical infrastructure as a
strategic objective [27]. This stems from the recognition that space capabilities are viewed as
“strategic enablers”, that is, capabilities necessary to conduct a full range of missions and
operations [28]. Hence, all national security strategies underline the importance of addressing the
vulnerabilities of space systems and enhancing the resilience of space infrastructure.

Another important narrative about space in national security strategies is the close relationship
between space and the rules-based international order they depict. NATO considers aggressive
actions within space as a way “to subvert the rules-based international order” [29] and France
affirms that “freedom of access to common spaces [including the space domain] is now threatened
by challenges to the rules-based international order” [27]. This approach underscores the great
importance attributed to international law for regulating activities in space, in a way that a threat
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to the international order is perceived as a threat to the freedom of access to the space itself. In this
regard, the United Kingdom warns:

Traditional multilateral approaches and defending the post-Cold War rules-based
international system are no longer sufficient on their own. The UK will prioritise
shaping activity across the strategic arenas where developments will be most
consequential for our core national interests and international order [including the
space] [26].

From this statement it can be induced that the ultimate strategic goal would not be the defence
of the current international order as such, but to adapt it where necessary. Therefore, to influence
the future norms and rules governing activities in common domains, including the space, is a
highly important objective to pursue by all the selected actors. For the United Kingdom, “shaping
the international environment” is one of the four pillars sustaining the strategic framework
introduced by the UKIRR [26]. For the United States, “shaping the rules of the road” of closely
linked areas to space such as technology, cyberspace, and trade and economics is understood as a
“global priority” [25]. The European Union stresses its will to, in line with the United Nations,
“work on the development of norms, rules and principles of responsible behaviour in outer space”
[28]. And NATO also defends the applicability of international law to the promotion of responsible
behaviour in space and cyberspace [29].

It is noteworthy that strengthening the rules-based international order is not just a mere formal
goal outlined in these strategic documents, but several actions have been taken by the selected
actors in this regard. Already in 2014, the EU proposed a Draft International Code of Conduct for
Outer Space Activities, a non-legally binding, voluntary international instrument aimed at building
norms of responsible behaviour in space activities [42]. More recently, in 2020 and 2021, the
United Kingdom sponsored two significant resolutions within the United Nations on reducing
space threats through norms, rules and principles of responsible behaviour by which the General
Assembly (UNGA) encourages Member States “to study potential threats and security risks to
space systems (...), characterize actions and activities that could be considered responsible,
irresponsible or threatening (...), and share their ideas on the further development and
implementation of norms, rules and principles of responsible behaviours and on the reduction of
the risks of misunderstanding and miscalculations with respect to outer space” [43]; and convenes
an open-ended working group to make recommendations on norms, rules and principles of
responsible behaviours relating to threats by states to space systems [44]. In October 2022, France
co-sponsored a resolution calling on all States “to commit not to conduct destructive direct-ascent
anti-satellites missile tests” (DA-ASAT tests), which was adopted in the United Nations General
Assembly by a very large majority [45] (155 countries voted in favour, including the UK, the US,
France, and the EU; 9 against, including China and Russia; and 9 abstentions, including India and
Pakistan). It is interesting to point out that this resolution was adopted following an unilateral
moratorium on DA-ASAT tests pledged by the United States in April, 2022 [46]. Finally, in
addition to the technology aspect and the challenges to the norms and rules governing the space,
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national security strategies also highlight the strong security and defence implications of
competition in space [28]. These security and defence implications, which are an expression of the
strategic relevance of space, are interlinked to the technology aspects of the competition in this
domain, as technology provides new means to undermine secure access to space. As noted before,
the United States recognizes that “emerging technologies transform warfare and pose novel threats
to the US” and, consequently, the United States “is investing in a range of advance technologies
including applications in cyber and space domains™ [25]. Within the Pillar 2 of the United Kingdom
strategic framework named “deter, defend and compete across all domains”, the United Kingdom
highlights the importance of space forces as part of its approach to deterrence and defence [26].
The European Union openly addresses the issue of Defence in Space asserting the need to develop
cutting edge capabilities “to improve its access to space and protect its space based assets”,
including technologies related to Space Based Earth Observation (EO), Space Situational
Awareness (SSA) and space based communication and navigation services [28], as well as a
security and defence space strategy (which was released on March 2023, a year after the
publication of the EUSC). Finally, the strategic relevance of space and its security and defence
implications are reflected by the fact that NATO has concluded that any “hostile operations to,
from, or within space could reach the level of armed attack and could lead the North Atlantic
Council to invoke Article 5 of the North Atlantic Treaty” [29].In order to be able to compete in this
domain, all actors admit that international cooperation among allies and partners will be key in
order to confront potential adversaries and rivals and, therefore, should be strengthen.

5. Defence and space security
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5.1.The defence and security space strategies are built on the space
environment assessment provided by the national security
strategies. As noted, technology is understood as the main driver of
the space environment transformation. Technology advances,
mainly led by the private sector, have lowered production costs,
and increased what can be done in space, resulting in a growing
dependence on space assets and the emergence of new state and
non-state space actors. Consequently, as space has become more
critical, space assets could become a high priority target to
potential adversaries and malicious actors [34], which could lead to
potential disruptions, denials, and degradation of both access to
and utilization of space.Threats in space

As the European Union puts it “space threats are intentionally hostile activities through
counterspace capabilities” [33]. There is a common understanding on what these capabilities are
and how they can affect space systems. First, counterspace capabilities can affect the entire
structure of space systems, i.e. the space segment; the ground segment; and the data links between
them. It is noteworthy that beyond space systems, the European Union warns that counterspace
capabilities can also target “the space sector as a whole, including the underlying supply chains”
[33]. Second, depending on what the target is, counterspace capabilities can disrupt, degrade,
deceive, deny, or destroy space systems; or can be used to inspect, manipulate, eavesdrop, or
intercept data. These effects can be reversible or irreversible. Third, depending on their form,
counterspace capabilities can be: (1) kinetic: if the capability produces a destructive physical effect
in the space asset (i.e. directs ascent anti-satellite missile, on orbit anti-satellite system, laser
electro-magnetic wave); (ii) non-kinetic: if the capability does not produce a destructive physical
effect (dazzling and jamming of space assess); (ii1) electronic: capabilities which interfere the
radiofrequency spectrum; and (iv) cyberattacks. Although no space specific, France also refers to
“conventional threats”, such as sabotage, malicious acts against ground infrastructure and the
targeting of energy systems [32], in its space threat assessment.

In addition to the threats, defence and security space strategies also identify safety risks that
on-orbit assets face in space. These risks are mainly associated to space weather and space debris.

5.2. Threats actors in space

Despite the common identification of counterspace capabilities as threats, not all defence and
security space strategies qualify states possessing these capabilities as such. This becomes
particularly compelling when assessing the role of China and Russia in the space domain. France
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states that Russia and China, but also the United States and India, have developed kinetic
capabilities, whose employment could generate large amounts of debris [32], but it does not refer
to these states as threats. Similarly, the European Union acknowledges that Russia and China have
developed “capabilities to target critical space infrastructure” but, although it mentions Russia’s
anti-satellite weapon test in November 2021 and China’s growing presence in space as a way to
pursue its geopolitical agenda [33], it neither describes them as threats. In the same vein, NATO
merely indicates that “a number of nations are developing counter-space and anti-satellite system”
using a footnote to explain that China and Russia have advanced programmes, and “Iran and North
Korea and some other nations also have some indigenous counter-space capabilities” [34]. The
United Kingdom and the United States, however, use a more assertive language. The United
Kingdom portrays China and Russia as “examples of international threats” [31] and the United
States literally affirms that “China and Russia present the most immediate and serious threats to
U.S. space operations, although threats from North Korea and Iran are also growing”. The United
States justify this statement not only because China and Russia possess counterspace capabilities,
but also because they have the strategic intention and have developed doctrine (understood as “the
fundamental principles by which the military forces guide their actions in support of their
objectives” [47]), organizations and military strategies that aim to “reducing U.S., allied, and
partner military effectiveness and for winning wars” [30]. In fact, the United States claims that
“China and Russia have weaponized space” and “have transformed space into a warfighting
domain” [30].

It is important to highlight that the assessments on China and Russia focus on their capabilities
to disrupt or impede access to space, but they do not warn about the possibility that such increasing
counterspace capabilities may challenge the US-hegemonic position in the space order. This is
because, as argued by Stroikos [48], the United States not only remains the space greater power in
terms of material (the U.S. operates by far the largest number of satellites) and ideational influence
(U.S. space initiatives such as the Artemis Accords gather much more international support than
the Chinese ones), but also leads and benefits from today’s nature of space power, which is not
state-centric anymore, but net-centric, based on the increasing role of the commercial sector and
military space alliances, as suggested by Moltz [10].

Finally, as noted, all defence and security space strategies address the issue of state actors
possessing counterspace capabilities, but just NATO posits that non-state actors could also
represent a threat, including terrorist organizations, as they could conduct cyberattacks and
jamming satellites’ signals [34]. Regarding to non-state actors’ space activity, it is worth
mentioning how the role of New Space is perceived by different actors, particularly by France.
The emerging private space sector is generally described as a one of the most important trends
within the space, an area which was previously delimited to states. However, just France seems to
appreciate the risks and challenges, and even threats, that this phenomenon represents and not only
to its national space industry. France warns that “undercover of civilian objectives, states or private
actors can openly finance potential anti-satellite technology” [32], which involves a grimmer
characterization of the strategic environment than that provided by the rest of the selected actors
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5.3. Responding to threats in space

As observed before, all the actors involved in this research share a common understanding of
the threats endangering the space domain, albeit with nuanced variations. However, the approach
and lines of action formulated to address them differ. These discrepancies can be attributed to the
differing nature and extent of their space capabilities. The United States’ strategic approach aims
to increase “its spacepower capacity (. . .) to ensure space superiority and secure Nation’s vital
interests” [30]. Therefore, the major concern of the United States is not just to adopt new space
capabilities, but to adapt its defence space enterprise to the current strategic environment [30] and
“to transform its approach to space from a support function to a warfighting domain” [30]. France,
which considers itself a genuine civil and military space power [32] and possesses extensive space
capabilities, seeks to adapt its armed forces in order to guarantee its capacity to act in space [32].
The United Kingdom’s vision on space stated in the UKDSS is “to be a meaningful actor in the
space domain, securing UK interests alongside our allies and partner to ensure operational freedom
in space [31]. The European Union, which owns and operates a civilian space programme, aims to
protect, and enhance the resilience of its space assets and services and prepare them to support
defence and security initiatives.

Despite their differences as space powers, some common trends can be found among the
objectives and lines of action formulated in the defence and security space strategies.

5.3.1. Enhancing the protection and resilience of space systems

This line of action widens its scope in order to include not only the protection and reliance of
space assets, but also the space sector as a whole. Regarding the former, the defence and security
space strategies focus on the development of capabilities that are able to “make space assets
stronger, protect them better, extend their lifetime, or replace them quickly” [33], such as: self-
protective infrastructure on-orbit, terrestrial and cyber infrastructure against potential threats from
Earth (electromagnetic aggressions or cyberattacks), launch capabilities, space situational
awareness services, in-orbit servicing and secured cloud dedicated to space services. Considering
the pivotal role played by New Space in delivering these types of services, especially in satellite
and constellation manufacturing, satellite communication, and launch operations, it is
recommended to foster increased collaboration between the armed forces and commercial space
service providers. [27, 31, 33]. The resilience and protection of the space sector is a particular
concern of the European Union, which seeks to reduce its strategic dependencies on third
countries, boost the resilience of critical industrial value chains, and protect its supply chains, and
therefore enhance its strategic autonomy [28, 33]. In order to do so, the European Union proposes
the establishment of new industrial alliances related to technologies that are relevant for space and
defence; the integration of space with in relevant EU policies and initiatives, such as on quantum
technologies, or artificial intelligence; to ensure access to raw advanced, and processed materials
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and semi-conductors; and to better assess the risks associated to foreign direct investments (FDI)
transactions in the space sector and the procurement of space components.

As previously noted, France is aware of the risks that its national space industry, as well as the
European space industry, are currently facing as a consequence of the New Space developments
and the “potential return to the global markets of major American players” [32]. That is why France
encourages to consolidate the European Defence and Technological Industrial Base mainly
through mergers on a continental scale in the satellite, and related services, industry [32].

5.3.2. Responding to space threats

The approach adopted within the defence and security space strategies towards space threats
is mainly preventive. First, this approach focuses on the need to anticipate, detect, seek out,
characterize, identify, analyse, and attribute a threat in the space domain in order to react and
respond to it in a timely, proportionate, coordinated, and coherent manner [31, 33]. In order to do
so, it is necessary to develop the sufficient space domain awareness (SDA) capabilities, including
SSA and space surveillance and tracking (SST) capabilities, which are addressed as key. Second,
defence and security space strategies are also used to communicate to potential adversaries that
transgressions against space systems will not be left unaddressed. France, in accordance with
international law and the UN Charter, states that in case of an unfriendly, wrongful, or aggressive
act in space it reserves the right to take retaliatory measures, countermeasures, or exercise its right
of self-defence [32]. NATO points out that attacks to, from, or within space could trigger North
Atlantic Treaty article 5 that regulates collective defence [29]. And the EU affirms that “any
Member State can invoke the mutual assistance clause (Article 42.7 of the Treaty of the European
Union) should a space threat or incident amount to an armed attack on its territory” [33]. Third,
the responses to be implemented in the event of an attack on a space system encompass both
military and non-military measures. Among the non-military measures, the European Union points
out the possibility to adopt responses at technical, diplomatic, and economic level [33]. Regarding
the military measures, there is a general recognition that space is an integral component of
deterrence [30, 31, 33]. However, specific references to the utilization of military means are
limited. Just NATO refers to “a range of potential options, for Council approval, across the conflict
spectrum to deter and defend against threats to or attacks on Allies’ space systems” [34]. Despite
this, it is clear that the use of military measures to respond to space threat is not a lesser issue. The
problem is that, as a new operational domain, there is a lack of doctrine, operational and tactical
concepts, and spacepower expertise that all the state actors involved in this research attempt to
address in their respective defence and security space strategies through the establishment of space
doctrine, organizations, and space exercises.

5.3.3. Supporting military operations
Even though space has become an independent operational or warfighting domain (together to
land, sea, air, and cyber), the main function of space is to provide support to military operations in
other domains. This is acknowledged by France when asserts that “the first priority of space
strategy is to enhance the capabilities already used to support land, sea and air operations” [32].
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Therefore, this is a topic addressed by all defence and security strategies, existing also a common
understanding on the type capabilities that should be enhanced. These include Position, Navigation
and Timing (PNT), Satellite Communications, Intelligence, Surveillance and Reconnaissance
(ISR), SDA and SST, EO, Space-based monitoring atmospheric and Early warning capabilities.

However, as the United States and the United Kingdom state, the important strategic goal
addressed in the defence and security space strategies of these states is to supersede the concept of
joint operations, in which every domain independently support each other, and integrate space
capabilities into all forms of military power [30], or Multi-Domain Integration, as the United
Kingdom puts it [31]. Furthermore, this idea of integration is not a concept that only applies to
national military forces. Operational integration of space capabilities with allies and partners,
which entails enhancing space systems interoperability, is an objective sought by the United States
[30]. In this regard, France goes a step further, affirming that the aim should be to consolidate an
allied military space community [32].

It is worth noting that just one selected actor is concern with the effects that dependence on
space systems have on the armed forces. Although possessing the most advanced space capabilities
is critical, France aims at the necessity to strengthen the armed forces’ capacity to act without space
support [32] in case space infrastructure was disrupted in conflict.

5.3.4. Shaping the strategic environment

The lack of an updated legal framework regulating space and space activities is perceived as
a source of instability in the space domain. Nonetheless, as reflected in Sections 3 and 4, the
adoption of agreed international laws in the space domain is virtually impossible as the rules-based
order is under a fierce strategic competition. That is why the defence and security space strategies
support the adoption of standards, principles, or norms of appropriate or responsible behaviour
[30, 31, 32, 33, 34] in order to avoid miscalculations that could lead to an open conflict in space.

It is interesting to note two different aspects in the United States approach towards this line of
action. First, the United States is the only actor that openly states that the adoption of these norms
and rules must be “favourable to U.S., allied, and partner interests” [30]. Although this statement
is inherently true from an individual strategic perspective, the way it is formulated reinforces the
idea that norms and rules do not respond to general or common perceptions, but are concocted in
order to protect some interests and no others. Moreover, despite the fact that allies and partners’
interests are included in such vision, the aim to shape the strategic environment may involve
tensions among allies. Space Traffic Management (STM), defined as the “means and rules to
access, conduct activities in, and return from outer space safely, sustainable and securely” [49], is
a field where these tensions may potentially arise as the United States and the European Union
have their own approaches. In 2018, the U.S. government published the Space Policy Directive-3
establishing a national STM policy [50], stating that “U.S. regulatory agencies should, as
appropriate, adopt these standards and best practices in domestic regulatory frameworks and use
them to inform and help shape international consensus practices and standards”. In turn, the
European Union released in 2022 a Joint Communication called “An EU Approach for Traffic
Management” [49]. Although the EU explicitly conveys that it “will explore ways of ensuring
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closer cooperation and mutual interoperability and complementarity on STM with the US”, the
main goal is to preserve EU interests in a non-regulated strategic field and to promote this approach
globally. Although in the past the United States and the European Union have reached agreements
in important competing issues such as the interoperability between their own satellite-based
navigation systems, the EU Galileo and the U.S. Global Positioning System (GPS) [51], the
geopolitical implications of leading the definition of STM rules and norms makes the possibility
of reaching an agreement in this regard more difficult.

Second, in addition to the adoption of norms of responsible behaviour, the United States
includes the need to “inform international and public audiences of growing adversarial threats in
space”, as a way to shape the strategic environment and legitimize its space strategy and policy.

5.3.5. Enhancing cooperation and collaboration

Cooperation is a shared strategic goal among all defence and security space strategies, but also
a cross-cutting principle affecting all the objectives set out in them [30, 31]. Consequently, as the
USDSS points out, further cooperation is expected with different stakeholders (allies and partners,
industry, research institutions, and government departments and agencies) in a wide range of fields,
such as: information sharing, space policy, standards and norms of behaviour, research,
development, and acquisition [30]. From a purely military perspective, France acknowledges that
although military space cooperation has traditionally focused on exchanges of capabilities with
European partners, in the future it will also apply to space operations, where the United States is a
key partner [32]. The selection of the allies and partners whose relationship should be strengthened
or expanded is based on strategic considerations. In this regard, France prioritizes cooperation with
European partners (especially with Germany, Italy and the United Kingdom) in fields such as threat
assessment, policy and strategy, and space industry; with the European Union and NATO; and with
the following partners outside Europe: the United States, for its extended SSA capabilities and its
expertise in military space operations; India, for the long-standing cooperation in the civilian space
sphere, especially launchers; Japan, in the space surveillance sector; and Canada and Australia
[32]. The United Kingdom will strengthen its bilateral and multilateral relation with the member
of Five Eyes (particularly the United States) and NATO [31]. The European Union, whose main
aim 1is to promote responsible behaviour in space, seeks to bolster its relationship with the United
Nations, the United States, NATO, and other third countries such as Norway, Canada, and Japan
[33]. Cooperation with potential adversaries is not excluded, but it is limited to space security
dialogues, including the adoption of norms of responsible behaviour in space. It is interesting to
note, that the EU Approach for STM [49] follows the same logic, as it seeks to collaborate and
promote internationally its own norms and guidelines in four ways: contributing to a multilateral
STM system within the framework of the UN; forging regional partnerships with the understanding
that “STM relies on a certain level of trust among space-faring nations”; strengthening the
cooperation with the US, which is recognized as the most advanced actor upon STM; and, finally,
pursuing an active diplomacy related to STM with third countries including civil matters (such as
operational safety and long-term sustainability of the orbital environment), but also related security
and defence aspects of STM.
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6. Cybersecurity and space

6.1. National Security Strategies

Although none of the selected national security strategies provides a definition of cyber
domain, this term is used together with cyberspace. According to the NATO Glossary of Terms
and Definitions [47], the term “cyberspace” refers to

The global domain consisting of all interconnected communication, information
technology and other electronic systems, networks and their data, including those
which are separated or independent, which process, store or transmit data.

The assessment of cyber domain or cyberspace within national security strategies is similar to
the assessment of the space domain provided in these documents. Cyber domain is portrayed as a
highly contested common domain, where a strategic competition is taking place, and competitors
are able to threaten the free and secure access to it. In this regard, NATO states that cyberspace is
a domain that is contested all times, where competitors conduct all kind of malign activities such
as degrading critical infrastructure, interfering with government services, extracting intelligence,
stealing intellectual property, or impeding military activities [29]. However, the main difference
between both assessments is that cyber is addressed also as a threat and not only as a field of
strategic competition. Indeed, cyber capabilities and cyberattacks are perceived as a highly
complex and dangerous threat for several reasons: First, the growing dependence of modern
societies on digital technologies have potentially increased the civil and military vulnerabilities
that can be exploited by cyber tools. National health systems, power grids, pipelines, financial
institutions, and critical infrastructures are just a few examples of assets targeted by cyberattacks
pointed out in the national security strategies. In addition to this, the fact that cyber capabilities are
also considered strategic enablers to conduct different military operations in all domains makes
cybersecurity and cyber defence a strategic priority in all national security strategies.

Second, the level of sophistication and proliferation of cyberattacks. The growing dependence
on digital technology has also an impact on the development of increasingly sophisticated cyber
capabilities and proliferation of cyberattacks. As national security strategies highlight, cyber
operations have become an essential tool of hybrid strategies and tactics (also referred as “threats
below the threshold for armed conflict” by the United Kingdom), or closely linked to them,
conducted by competitors [25, 27, 28]. The difficulty to track and attribute cyberattacks and the
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potential harm that can provoke has led to some actors to define cyber as a “weapon” that is
employed to defend strategic interests in the context of geopolitical tension [27].

Third, the diverse nature of the malicious competitors. The threat posed by cyberattacks is not just
a matter of state actors (among which Russia and China occupy a prominent place according to
national security strategies). Cybercrime and the use of disruptive cyberattacks by non-state actors,
both directly or as proxies of state actors, are perceived as a strategic challenge for national security
[25, 27].

6.2. Defence and Security Space Strategies

The approach taken in addressing the cyber domain within the defence and security space
strategies primarily centres on the cybersecurity perspective. Cyberattacks are considered one of
the most probable threats that imperil space systems [32] for the following reasons:

First, the entire space infrastructure heavily relies on software components, making it
particularly vulnerable to cyberattacks [32, 33]. This implies that effects of such attacks can vary,
ranging from the total loss of control of payload or even the platform itself [32] to the denial,
disruption, or deception of satellite data [31].

Second, even though conducting cyberattacks “require precise knowledge of the target’s
technical parameters” [32], an increase of such attacks on space systems is expected. This is
explained by the availability of cyber capabilities to both state and non-state actors, including
terrorist organizations [34], and because cyberattacks are very difficult to attribute [32]. Therefore,
as the European Union states, analysing behaviours in the cyber domain, in addition to behaviours
in orbit and on the ground, is essential to assess space threats [33].

As a fundamental element of space threat assessments, the cyber domain also plays a crucial
role in the actions aimed at bolstering the resilience of space systems and services [31, 33]. This
is an important concern particularly to the European Union, which expects that the implementation
of the EU cybersecurity frameworks, such as the NIS 2 Directive and the Cyber Resilience Act,
“will incentivise the uptake of cybersecurity requirement for critical digital products that are used
in space”. Moreover, as the space private sector is an increasing important space service provider,
the European Union intends to “facilitate the exchange of best practices among commercial entities
on resilience measures including cyber-related ones” [33].

7. Concluding remarks

The results of this study confirm a common approach among all selected actors in addressing
the issues raised by the research questions. As seen, similar narratives to describe the current
international environment and its underlying trends have been identified.

Additionally, the results of this study also show that all the selected actors share a common
understanding on the strategic importance that space currently plays and how the strategic
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competition pervades the space domain. The space assessment provided by the strategy documents
reviewed shows a similar approach towards the identification of space threats and risks; the
implications to their national interests of the development of more complex counterspace
capabilities by their competitors and adversaries; the key role of cybersecurity within the space
domain; the type of responses that should be adopted in order to confront space threats; the type
of technologies that should be developed to improve the resilience and protection of space systems;
and the cutting-edge technologies that need to be bolstered in order to keep pace with the
technological competition that is currently undergoing. Among these common approaches, one
should be highlighted: the strategic importance that all selected actors provide to international
cooperation as an essential line of action to address all kind of space issues.

International cooperation in space has been deeply explored from an International Relations
(IR) theory perspective, particularly by liberalism [52]. Unlike realism, which envisions space as
“an arena for growing competition based on an inevitable quest for power” [53], liberals consider
international cooperation as a driving force behind the space exploration and exploitation, even
among superpowers [54], or, more broadly, as “the chief pattern of interaction in the practice of
international space relations” [52]

This explains why liberalism pays much attention to the development of multilateral
cooperation, particularly to the role that institutions, such as the United Nations, play in this regard.
This is consistent not only with the goals stated in the reviewed strategic documents, but also with
the proposals that these actors have made in international fora, such as the EU Draft International
Code of Conduct for Outer Space Activities. Moreover, as the current international system is
grounded in liberal principles, and the selected actors see themselves as upholders of such system,
they tend to promote their proposals through the existing multilateral channels or even suggest to
create new ones, as the recently established UN OEWG on rules on reducing space threats through
norms and principles of responsible behaviour shows.

However, despite the undeniable success of cooperative endeavours in space such as the
International Space Station, the justification behind this cooperative endeavour has been primarily
political [1], indicating that beyond practical considerations, there is a political rationale
underpinning space cooperative efforts.

The main political motivation behind the call to enhance international cooperation in space
security and defence among the actors in this study is driven by the assessment of the international
environment and, consequently, by the ongoing strategic competition between those states that
support the current international order and those that aim to change it. Consequently, the existing
strategic competition alters the dynamics of international cooperation: further international
cooperation is expected, but it is likely to occur only among national security allies and partners.
This rationale also emerges in the context of the UN, where China and Russia, the most prominent
contenders of the international liberal order, voted against the UNGA resolution calling to ban DA-
ASAT tests, while the US and all its allies voted in favour. This polarization within the international
space order questions the possibility of updating its international legal framework because any
proposal in this regard is interpreted as a way to limit the freedom of action in space of the other.
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Moreover, while not strictly within the field of security and defence, these evolving dynamics
of cooperation and competition in space are currently exemplified by two lunar cooperative
platforms: the US-led Artemis Program and the China-led International Lunar Research Station
(ILRS). As of May 2024! 40th states have signed the Artemis Accords, a pre-requisite to
participate in the Artemis Program, including the United Kingdom and France. While China and
Russia, through their space agencies China National Space Agency (CNSA) and Roscosmos,
announced at the 2021 Global Space Exploration Conference a public invitation to participate and
cooperate to all interested countries in the ILRS project [55].

Wu suggests that the involvement of the ESA, the European Union and their member states in
the ILRS is highly likely as it could alleviate the impact of sole dependence on the United States
in lunar exploration activities [56], but her assessment does not fully consider the influence of
strategic competition on such decisions, nor the possibility that “the Artemis Accords can be seen
as a U.S. diplomatic tool using the Artemis programme as a lever to push U.S. position on the
international scene” [57]. This could potentially hinder signatories of the Artemis Accords from
participating in the ILRS initiative.

Naturally, enhancing international cooperation among allies, partners, and like-minded actors,
as proposed by the security and defence space strategies, could play a pivotal role in achieving the
main strategic objectives identified in this study, namely: enhancing the protection and resilience
of space systems; effectively responding to space threats; proving support for military operations;
and shaping the strategic environment. In fact, through further international cooperation
improvements in the interoperability among different space systems while bolstering their
resilience can be achieved [58]. This not only benefits the involved actors but also indirectly
imposes costs on potential adversaries, since, in case of an open conflict in space, they would find
more difficulties in disrupting the space systems of a given actor and would need to prepare to
confront opposition not only from the targeted actor but also from its allies [59].

However, the dual-use nature of space technologies and the adoption of strategic competition
as the main driver of this kind of segmented international cooperation entails the impossibility of
addressing collective problems that affect the entire international community, such as space debris.
And, as West suggests, it could also further escalate military tensions and even conflict in outer
space [58].

Despite the opportunities and challenges associated with this limited cooperation among
national security allies and partners, it is crucial to bear in mind that strategies are crafted to match
means with ends and advance national interests. Therefore, international cooperation, whether
within a competitive framework or not, will only materialize if it aligns with and serves these
national interests. This is important because all targeted actors underscore the need for enhanced
cooperation in areas where such cooperation is inherently challenging due to the national industrial
and economic interests involved.

" https://www.state.gov/artemis-accords/
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One of the shared objectives included in the defence and security space strategies is bolstering
the defence and industrial technological base, including supporting New Space companies. In
addition to increasing public investments, the targeted actors seek to improve national procurement
processes, export control regulations, and operational standards related to space activities aiming
to avoid technology dependence with third parties, and protect supply and supply chains. The result
is an approach towards national “protectionism” that has the potential to hinder international
cooperation.

“Standards” setting serves as a prime example of this tension. While an international approach
to standardization has the potential to improve the interoperability of space systems, it can also be
employed as part of a broader strategy to establish market dominance [60]. In this context, it may
act as an economic incentive to discourage cooperation, becoming a point of concern even among
allies[61], as the different STM regimes proposed by the United States and the European Union
may indicate

Several international space security policy topics have arisen throughout this study that could
benefit from new research. Specifically, as this study provides a fixed picture of the strategic
narratives employed by the selected actors for describing the role that space plays within their
strategic thinking, as well as how they address cybersecurity in the context of space, new research
could analyse how these narratives have evolved from previous strategic documents or will evolve
in the future, or whether national strategic narratives are aligned with the narrative employed by
the international organizations of which they are part. From different IR theories’ perspective, new
research could provide useful insights about what are the main drivers (domestic, systemic, both?)
behind the strategic thinking of the involved actors. Additionally, as international cooperation has
emerged as one of the essential lines of action to address all kind of space issues, future research
should delve into the possibility of further cooperation particularly among allies, given the
potential tensions that may arise among their initiatives to shape the strategic space environment.
Related to this, and from the EU perspective, it would be promising to look into how the fact that
the major space EU actors have signed the U.S. Artemis Accords may influence future EU Space
Law.
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