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Abstract

Academic misconduct is a threat to the validity and reliability of online examinations,
and media reports suggest that misconduct spiked dramatically in higher education dur-
ing the emergency shift to online exams caused by the COVID-19 pandemic. This study
reviewed survey research to determine how common it is for university students to admit
cheating in online exams, and how and why they do it. We also assessed whether these
self-reports of cheating increased during the COVID-19 pandemic, along with an evalua-
tion of the quality of the research evidence which addressed these questions. 25 samples
were identified from 19 Studies, including 4672 participants, going back to 2012. Online
exam cheating was self-reported by a substantial minority (44.7%) of students in total.
Pre-COVID this was 29.9%, but during COVID cheating jumped to 54.7%, although
these samples were more heterogenous. Individual cheating was more common than group
cheating, and the most common reason students reported for cheating was simply that
there was an opportunity to do so. Remote proctoring appeared to reduce the occurrence
of cheating, although data were limited. However there were a number of methodologi-
cal features which reduce confidence in the accuracy of all these findings. Most samples
were collected using designs which makes it likely that online exam cheating is under-
reported, for example using convenience sampling, a modest sample size and insufficient
information to calculate response rate. No studies considered whether samples were rep-
resentative of their population. Future approaches to online exams should consider how
the basic validity of examinations can be maintained, considering the substantial numbers
of students who appear to be willing to admit engaging in misconduct. Future research on
academic misconduct would benefit from using large representative samples, guaranteeing
participants anonymity.
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Introduction

Distance learning came to the fore during the global COVID-19 pandemic. Distance learn-
ing, also referred to as e-learning, blended learning or mobile learning (Zarzycka et al.,
2021) is defined as learning with the use of technology where there is a physical separation
of students from the teachers during the active learning process, instruction and examina-
tion (Armstrong-Mensah et al., 2020). This physical separation was key to a sector-wide
response to reducing the spread of coronavirus.

COVID prompted a sudden, rapid and near-total adjustment to distance learning (Brown
et al., 2022; Pokhrel & Chhetri, 2021). We all, staff and students, had to learn a lot, very
quickly, about distance learning. Pandemic-induced ‘lockdown learning’ continued, in some
form, for almost 2 years in many countries, prompting predictions that higher education
would be permanently changed by the pandemic, with online/distance learning becoming
much more common, even the norm (Barber et al., 2021; Dumulescu & Mutiu, 2021). One
obvious potential change would be the widespread adoption of online assessment meth-
ods. Online exams offer students increased flexibility, for example the opportunity to sit an
exam in their own homes. This may also reduce some of the anxiety experienced during
attending in-person exams in an exam hall, and potentially reduce the administrative cost
to universities.

However, assessment poses many challenges for distance learning. Summative assess-
ments, including exams, are the basis for making decisions about the grading and progress
of individual students, while aggregated results can inform educational policy such as cur-
riculum or funding decisions (Shute & Kim, 2014). Thus, it is essential that online summa-
tive assessments can be conducted in a way that allows for their basic reliability and validity
to be maintained. During the pandemic, Universities shifted, very rapidly, in-person exams
to an online format, with limited time to ensure that these methods were secure. There were
subsequent media reports that academic misconduct was now ‘endemic’, with universities
supposedly ‘turning a blind eye’ towards cheating (e.g. Henry, 2022; Knox, 2021). How-
ever, it is unclear whether this media anxiety is reflected in the real-world experience in
universities.

Dawson defines e-cheating as ‘cheating that uses or is enabled by technology’ (Dawson,
2020, p. 4). Cheating itself is then defined as the gaining of an unfair advantage (Case
and King 2007, in Dawson, 2020, P4). Cheating poses an obvious threat to the validity of
online examinations, a format which relies heavily on technology. Noorbebahani and col-
leagues recently reviewed the research literature on a specific form of e-cheating; online
exam cheating in higher education. They found that students use a variety of methods to
gain an unfair advantage, including accessing unauthorized materials such as notes and
textbooks, using an additional device to go online, collaborating with others, and even out-
sourcing the exam to be taken by someone else. These findings map onto the work of Daw-
son, 2020, who found a similar taxonomy when considering ‘e-cheating’ more generally.
These can be driven by a variety of motivations, including a fear of failure, peer pressure,
a perception that others are cheating, and the ease with which they can do it (Noorbehba-
hani et al., 2022). However, it remains unclear how many students are actually engaged in
these cheating behaviours. Understanding the scale of cheating is an important pragmatic
consideration when determining how, or even if, it could/should be addressed. There is an
extensive literature on the incidence of other types of misconduct, but cheating in online
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exams has received less attention than other forms of misconduct such as plagiarism (Garg
& Goel, 2022).

One seemingly obvious response to concerns about cheating in online exams is to use
remote proctoring systems wherein students are monitored through webcams and use locked-
down browsers. However, the efficacy of these systems is not yet clear, and their use has
been controversial, with students feeling that they are “‘under surveillance’, anxious about
being unfairly accused of cheating, or of technological problems (Marano et al., 2023). A
recent court ruling in the USA found that the use of a remote proctoring system to scan a
student’s private resident prior to taking an online exam was unconstitutional (Bowman,
2022), although, at the time of writing, this case is ongoing (Witley, 2023). There is already
a long history of legal battles between the proctoring companies and their critics (Corbyn,
2022), and it is still unclear whether these systems actually reduce misconduct. Alternatives
have been offered in the literature, including guidance for how to prepare online exams in
a way that reduces the opportunity for misconduct (Whisenhunt et al., 2022), although it is
unclear whether this guidance is effective either.

There is a large body of research literature which examines the prevalence of differ-
ent types of academic dishonesty and misconduct. Much of this research is in the form of
survey-based self-report studies. There are some obvious problems with using self-report as
a measure of misconduct; it is a ‘deviant’ or ‘undesirable’ behaviour, and so those invited
to participate in survey-based research have a disincentive to respond truthfully, if at all,
especially if there is no guarantee of anonymity. There is also some evidence that certain
demographic characteristics associated with an increased likelihood of engaging in aca-
demic misconduct are also predictive of a decreased likelihood of responding voluntarily
to surveys, meaning that misconduct is likely under-reported when a non-representative
sampling method is used such as convenience sampling (Newton, 2018).

Some of these issues with quantifying academic misconduct can be partially addressed
by the use of rigorous research methodology, for example using representative samples
with a high response rate, and clear, unambiguous survey items (Bennett et al., 2011; Hal-
besleben & Whitman, 2013). Guarantees of anonymity are also essential for respondents to
feel confident about answering honestly, especially when the research is being undertaken
by the very universities where participants are studying. A previous systematic review of
academic misconduct found that self-report studies are often undertaken with small, con-
venience samples with low response rates (Newton, 2018). Similar findings were reported
when reviewing the reliability of research into the prevalence of belief in the Learning
Styles neuromyth, suggesting that this is a wider concern within survey-based education
research (Newton & Salvi, 2020).

However, self-report remains one of the most common ways that academic misconduct
is estimated, perhaps in part because there are few other ways to meaningfully measure it.
There is also a basic, intuitive objective validity to the method; asking students whether they
have cheated is a simple and direct approach, when compared to other indirect approaches
to quantifying misconduct, based on (for example) learner analytics, originality scores or
grade discrepancies. There is some evidence that self-report correlates positively with actual
behaviour (Gardner et al., 1988), and that data accuracy can be improved by using methods
which incentivize truth-telling (Curtis et al., 2022).
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Objectives

Here we undertook a systematic search of the literature in order to identify research which
studied the prevalence of academic dishonesty in summative online examinations in Higher
Education. The research questions were thus.

1. How common is self-report of cheating in online exams in Higher Education? (This was
the primary research question, and studies were only included if they addressed this
question).

2. Did cheating in online exams increase during the COVID-19 pandemic?

3. What are the most common forms of cheating?

4. What are student motivations for cheating?

5. Does online proctoring reduce the incidence of self-reported online exam cheating?
Methods

The review was conducted according to the principles of the PRISMA statement for report-
ing systematic reviews (Moher et al., 2009) updated for 2020 (Page et al., 2021). We adapted
this methodology based on previous work systematically reviewing survey-based research
in education, misbelief and misconduct (Fanelli, 2009; Newton, 2018; Newton & Salvi,
2020), based on the limited nature of the outcomes reported in these studies (i.e. percentage
of students engaging in a specific behaviour).

Search Strategy and Information Sources

Searches were conducted in July and August 2022. Searches were first undertaken using
the ERIC education research database (eric.ed.gov) and then with Google Scholar. We used
Google Scholar since it covers grey literature (Haddaway et al., 2015), including unpub-
lished Masters and PhD theses (Jamali & Nabavi, 2015) as well as preprints. The Google
Scholar search interface is limited, and the search returns can include non-research docu-
ments search as citations, university policies and handbooks on academic integrity, and
multiple versions of papers (Boeker et al., 2013). It is also not possible to exclude the results
of one search from another. Thus it is not possible for us to report accurately the numbers of
included papers returned from each term. ‘Daisy chaining’ was also used to identify relevant
research from studies that had already been identified using the aforementioned literature
searches, and recent reviews on the subject (Butler-Henderson & Crawford, 2020; Chiang
etal., 2022; Garg & Goel, 2022; Holden et al., 2021; Noorbehbahani et al., 2022; Surahman
& Wang, 2022).

Selection Process
Search results were individually assessed against the inclusion/exclusion criteria, starting
with the title, followed by the abstract and then the full text. If a study clearly did not meet

the inclusion criteria based on the title then it was excluded. If the author was unsure, then
the abstract was reviewed. If there was still uncertainty, then the full text was reviewed.
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When a study met the inclusion criteria (see below), the specific question used in that study
to quantify online exam cheating was then itself also used as a search term. Thus the full list
of search terms used is shown in Supplementary Online Material S1.

Eligibility Criteria

The following criteria were used to determine whether to include samples. Many studies
included multiple datasets (e.g. samples comprising different groups of students, across dif-
ferent years). The criteria here were applied to individual datasets.

Inclusion Criteria

Participants were asked whether they had ever cheated in an online exam (self-report).
Participants were students in Higher Education.

Reported both total sample size and percent of respondents answering yes to the rel-
evant exam cheating questions, or sufficient data to allow those metrics to be calculated.
English language publication.

Published 2013-present, with data collected 2012-present. We wanted to evaluate a 10
year timeframe. In 2013, at the beginning of this time window, the average time needed
to publish an academic paper was 12.2 months, ranging from 9 months (chemistry) to
18 months (Business) (Bjork & Solomon, 2013). It would therefore be reasonable to
conclude that a paper published in 2013 was most likely submitted in 2012. Thus we
included papers whose publication date was 2013 onwards, unless the manuscript itself
specifically stated that the data were collected prior to 2012.

Exclusion Criteria

Asking participants would they cheat in exams (e.g. Morales-Martinez et al., 2019), or
did not allow for a distinction between self-report of intent and actual cheating (e.g.
Ghias et al., 2014).

Phrasing of survey items in a way that does not allow for frequency of online exam
cheating to be specifically identified according to the criteria above. Wherever neces-
sary, study authors were contacted to clarify.

Asking participants ‘how often do others cheat in online exams’.

Asking participants about helping other students to cheat.

Schools, community colleges/further education, MOOCS.

Cheating in formative exams, or did not distinguish between formative/summative (e.g.
quizzes/exams (e.g. Alvarez, Homer et al., 2022; Costley, 2019).

Estimates of cheating from learning analytics or other methods which did not include
directly asking participants if they had cheated.

Published in a predatory journal (see below).
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Predatory Journal Criteria

Predatory journals and publishers are defined as “entities which prioritize self-interest at
the expense of scholarship and are characterised by false or misleading information, devia-
tion from best editorial and publication practices, a lack of transparency, and/or the use of
aggressive and indiscriminate solicitation practices.” (Grudniewicz et al., 2019). The inclu-
sion of predatory journals in literature reviews may therefore have a negative impact on the
data, findings and conclusions. We followed established guidelines for the identification and
exclusion of predatory journals from the findings (Rice et al., 2021):

e FEach study which met the inclusion criteria was checked for spelling, punctuation and
grammar errors as well as logical inconsistencies.
e Every included journal was checked against open access criteria;

e Ifthe journal was listed on the Directory of Open Access Journals (DOAJ) database
(DOAJ.org) then it was considered to be non-predatory.

e [f the journal was not present in the DOAJ database, we looked for it in the Com-
mittee on Publication Ethics (COPE) database (publicationethics.org). If the journal
was listed on the COPE database then it was considered to be non-predatory.

e Only one paper met these criteria, containing logical inconsistencies and not listed
on either DOAJ or COPE. For completeness we also searched an informal list of
predatory journals (https://beallslist.net) and the journal was listed there. Thus the
study was excluded.

Data Items

All data were extracted by both authors independently. Where the extracted data differed
between authors then this was clarified through discussion. Data extracted were, where pos-
sible, as follows:

Author/date
Year of Publication
Year study was undertaken. If this was a range (e.g. Nov 2016-Apr 2017) then the most
recent year was used as the data point (e.g. 2017 in the example). If it was not reported
when the study was undertaken, then we recorded the year that the manuscript was sub-
mitted. If none of these data were available then the publication year was entered as the
year that the study was undertaken.

® Publication type. Peer reviewed journal publication, peer reviewed conference proceed-
ings or dissertation/thesis.

® Population size. The total number of participants in the population, from which the
sample is drawn and supposed to represent. For example, if the study is surveying ‘busi-
ness students at University X’, is it clear how many business students are currently at
University X?

® Number Sampled. The number of potential participants, from the population, who were
asked to fill in the survey.
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N. The number of survey respondents.

Cheated in online summative examinations. The number of participants who answered
‘yes’ to having cheated in online exams. Some studies recorded the frequency of cheat-
ing on a scale, for example a 1-5 Likert scale from ‘always’ to ‘never’. In these cases,
we collapsed all positive reports into a single number of participants who had ever
cheated in online exams. Some studies did not ask for a total rate of cheating (i.e. cheat-
ing by any/all methods) and so, for analysis purposes the method with the highest rate
of cheating was used (see Results).

Group/individual cheating. Where appropriate, the frequency of cheating via different
methods was recorded. These were coded according to the highest level of the frame-
work proposed by Noorbehbahani (Noorbehbahani et al., 2022), i.e. group vs. indi-
vidual. More fine-grained analysis was not possible due to the number and nature of the
included studies.

Study Risk of Bias and Quality metrics

Response rate. Defined as “ the percentage of people who completed the survey after
being asked to do so” (Halbesleben & Whitman, 2013).

Method of sampling. As one of the following; convenience sampling, where all mem-
bers of the population were able to complete the survey, but data were analysed from
those who voluntarily completed it. ‘Unclassifiable’ where it was not possible to deter-
mine the sampling method based on the data provided (no other sampling methods were
used in the included studies).

Ethics. Was it reported whether ethical/IRB approval had been obtained? (note that a
recording of ‘N’ here does not mean that ethical approval was not obtained, just that it
is not reported)

Anonymity. Were participants assured that they were answering anonymously? Students
who are found to have cheated in exams can be given severe penalties, and so a state-
ment of anonymity (not just confidentiality) is important for obtaining meaningful data.

Synthesis Methods

Data are reported as mean®=SEM unless otherwise stated. Datasets were tested for normal
distribution using a Kolmogorov-Smirnov test prior to analysis and parametric tests were
used if the data were found to be normally distributed. The details of the specific tests used
are in the relevant results section.

Results

25 samples were identified from 19 studies, containing a total of 4672 participants. Three
studies contained multiple distinct samples from different participants (e.g. data was col-
lected in different years (Case et al., 2019; King & Case, 2014), or were split by two dif-
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ferent programmes of study (Burgason et al., 2019), or whether exams were proctored or
not (Owens, 2015). Thus, these samples were treated as distinct in the analysis since they
represent different participants. Multiple studies asked the same groups of participants about
different types of cheating, or the conditions under which cheating happens. The analysis of
these is explained in the relevant results subsection. A summary of the studies is in Table 1.
The detail of each individual question asked to study participants is in supplementary online
data S2.

Descriptive Metrics of Studies

Sampling Method

23/25 samples were collected using convenience sampling. The remaining two did not pro-
vide sufficient information to determine the method of sampling.

Population Size

Only two studies reported the population size.

Sample Size

The average sample size was 188.71+36.16.

Response Rate

Fifteen of the samples did not report sufficient information to allow a response rate to be
calculated. The ten remaining samples returned an average response rate of 55.6% £10.7,
with a range from 12.2 to 100%.

Anonymity

Eighteen of the 23 samples (72%) stated that participant responses were collected
anonymously.

Ethics

Seven of the 25 samples (28%) reported that ethical approval was obtained for the study.
How Common is Self-Reported Online Exam Cheating in Higher Education?

44.7% of participants (2088/4672) reported engaging in some form of cheating in online
exams. This analysis included those studies where total cheating was not recorded, and so
the most commonly reported form of cheating was substituted in. To check the validity of
this inclusion, a separate analysis was conducted of only those studies where total cheating

was recorded. In this case, 42.5% of students (1574/3707) reported engaging in some form
of cheating. An unpaired #-test was used to compare the percentage cheating from each

@ Springer



How Common is Cheating in Online Exams and did it Increase During...

ou ¢/l €91 11z dun X X N pajeIsjou  [eUmor  [Z0T Aoxm, (220T ‘yopezie)
su - Sy - oupn A N N palelsjou  [ewnof gz0z - Ysopesueg (zz0T “1e 0 UIsyeL)
su - 8Tl - uo) N X N soneuLIoyu] Juo)  $10T erjeoI) (10T “d1080( 29 d130qNS)
su - - uo) X N N oidyN  [ewnof  170¢ puejog (TTOT “BQOIOIA-ZOTMAISENN'F 29 JNIUBIIOY)
ou - €8 - uo) N A A sy S1ISoYL  S10T vsn

sak -8 - uo) N A A srdum SISOUL  S10T VSN (10T ‘suamQ)
su /'8¢ +8 LIT  uop N A N ssouisng  [euInof G107 vsn (STOT “WestwIp -muIN 79 UnyIeT)
ou (0T LET LET  uo) N X N ssoursng  [eumof  710¢ vsn

ou 00l 891 891  uoD N A N ssouisng  [euwInof €[0T VSN (Y107 “ose) 29 Sury)
su - P61 - uo) N N N [eSoeIed/ssouisng Juo) 10T vsn (€10 & 30 sauof)
su 7Tl It 8yLT U0 X A A A3ojoyohksd  [ewmof (70T vsn (220T “18 30 suryuaf)
su '8 91+ v6TC  uod A N N SOIuou0oH +ssauisng Juod  120T Kueuron (120T ‘sojuer)
ou 19y bEL €651 uop A X N sudpmy  [ewnof  0z0tT Auewien (120T e 30 uer)
ou  g6L 9pl €81 U0 N A N ssoulsng  [eUIOf  (0ZOT vsn (020T 18 32 JoO)
su 91 961 gzl uop N X X ssoursng  SISAUL, 10T vsn (F10T TIDISED)
ou - 0gL - uo) A N A 9USIOG [BOIPIAJN  [EUINOf  (TOT uepiof (120T e 10 woyes[q)
su ¢/9 101 0S1  uop A X N Supunoody  [eWNOf  [ZOT  eIqely Ipnes (1z0T ‘preqa)
su - 101 - uo) N X N ssoursng  [eumof  810¢ vsn

su - L9 - uo) N X N ssoursng  [euImor  L10¢ vsn

su - 501 - uo) N A N ssauisng  [euInof  910T vsn

su - PSI - uo) N A N sssuisng  [euInof  G10T vsn

su - 6Tl - uo) N X N ssoursng  [eumof  $10g vsn (610T “Te 1 aseD)
su - W - uo) N N A eonsnf [EUTWILL)  [eUIOf  GT0T vsn

su - L - uo) N N A Lousnf [EUIL)  [BWINOf  6]0T vsn (610T e 3 uosesing)
su - ST - uo) A X N sopIuewny Juo) 120 eIssny (2z0T “erourq)
Td 94 N poidwes dwe§ JIAQD UOUY  SIIpY suridiostq  odAyqng  ereQ Anuno)  qng Py Is|

10U=S5U) Pasn JOSMO0Iq UMOPO0] & 10 Suri03001d ojowar sem="7/J

S[Te)p IOYMIN 10 X9} 235 "(pajers

"0yl osu0dsaI ="y "PAIOS[0D SeM BIEP A} JedK=DID(T "MIIASI BY) UI papnjoul sojduwes pue saIpm§ | 3|qel

pringer

A's



P. M. Newton, K. Essex

group (total vs. highest frequency), and returned no significant difference (#23)=0.5926,
P=0.56).

Did the Frequency of Online Exam Cheating Increase During COVID?

The samples were classified as having been collected pre-COVID, or during COVID (no
samples were identified as having been collected ‘post-COVID’). One study (Jenkins et
al., 2022) asked the same students about their behaviour before, and during, COVID. For
the purposes of this specific analysis, these were included as separate samples, thus there
were 26 samples, 17 pre-COVID and 9 during COVID. Pre-COVID, 29.9% (629/2107)
of participants reported cheating in online exams. During COVID this figure was 54.7%
(1519/2779).

To estimate the variance in these data, and to test whether the difference was statistically
significant, the percentages of students who reported cheating for each study were grouped
into pre-and during-COVID and the average calculated for each group. The average pre-
COVID was 28.03% + 4.89, (N=17), whereas during COVID the average is 65.06+9.585
(N=9). An unpaired ¢-test was used to compare the groups, and returned a statistically sig-
nificant difference (#(24)=3.897, P=0.0007). The effect size (Hedges g) was 1.61, indicat-
ing that the COVID effect was substantial (Fig. 1).

To test the reliability of this result, we conducted a split sample test as in other systematic
reviews of the prevalence of academic misconduct (Newton, 2018), wherein the data for
each group were ordered by size and then every other sample was extracted into a sepa-
rate group. So, the sample with the lowest frequency of cheating was allocated into Group
A, the next smallest into Group B, the next into Group A, and so on. This was conducted
separately for the pre-COVID and ‘during COVID’. Each half-group was then subject to an
unpaired #-test to determine whether cheating increased during COVID in that group. Each
group returned a significant difference (#(10)=2.889 P=0.0161 for odd-numbered samples,
#(12)=2.48, P=0.029 for even-numbered samples. This analysis gives confidence that the
observed increase in self-reported online exam cheating during the pandemic is statistically
robust, although there may be other variables which contribute to this (see discussion).

Comparison of Group vs. Individual Online Exam Cheating in Higher Education

In order to consider how best to address cheating in online exams, it is important to under-
stand the specific behaviours of students. Many studies asked multiple questions about dif-
ferent types of cheating, and these were coded according to the typology developed by
Noorbehbehani which has a high-level code of ‘individual” and ‘group’ (Noorbehbahani
et al., 2022). More fine-grained coding was not possible due to the variance in the types of
questions asked of participants (see S2). ‘Individual’ cheating meant that, whatever the type
of cheating, it could be achieved without the direct help of another person. This could be
looking at notes or textbooks, or searching for materials online. ‘Group’ cheating meant that
another person was directly involved, for example by sharing answers, or having them sit
the exam on behalf of the participant (contract cheating). Seven studies asked their partici-
pants whether they had engaged in different forms of cheating where both formats (Group
and Individual) were represented. For each study we ranked all the different forms of cheat-
ing by the frequency with which participants reported engaging in it. For all seven of the
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studies which asked about both Group and Individual cheating, the most frequently reported
cheating behaviour was an Individual cheating behaviour. For each study we calculated the
difference between the two by subtracting the frequency of the most commonly reported
Group cheating behaviour from the frequency of the most commonly reported Individual
cheating behaviour. The average difference was 23.32+8.0% points. These two analyses
indicate that individual forms of cheating are more common than cheating which involves
other people.

Effect of Proctoring/Lockdown Browsers

The majority of studies did not make clear whether their online exams were proctored or
unproctored, or whether they involved the use of related software such as lockdown brows-
ers. Thus it was difficult to conduct definitive analyses to address the question of whether
these systems reduce online exam cheating. Two studies did specifically address this issue
in both cases there was a substantially lower rate of self-reported cheating where proctoring
systems were used. Jenkins et al., in a study conducted during COVID, asked participants
whether their instructors used ‘anti cheating software (e.g., Lockdown Browser)’ and, if

@ Springer



P. M. Newton, K. Essex

so, whether they had tried to circumvent it. 16.5% admitted to doing this, compared to
the overall rate of cheating of 58.4%. Owens asked about an extensive range of different
forms of misconduct, in two groups of students whose online exams were either proctored
or unproctored. The fotal rates of cheating in each group did not appear to be reported. The
most common form of cheating was the same in both groups (‘web search during an exam”)
and was reported by 39.8% of students in the unproctored group but by only 8.5% in the
proctored group (Owens, 2015).

Reasons Given for Online Exam Cheating

Ten of the studies asked students why they cheated in online exams. These reasons were
initially coded by both authors according to the typology provided in (Noorbehbahani et al.,
2022). Following discussion between the authors, the typology was revised slightly to that
shown in Table 1, to better reflect the reasons given in the reviewed studies.

Descriptive statistics (the percentages of students reporting the different reasons as moti-
vations for cheating) are shown in Table 2. Direct comparison between the reasons is not
fully valid since different studies asked for different options, and some studies offered mul-
tiple options whereas some only identified one. However in the four studies that offered
multiple options to students, three of them ranked ‘opportunities to cheat’ as the most com-
mon reason (and the fourth study did not have this as an option). Thus students appear to be
most likely to cheat in online exams when there is an opportunity to do so.

Discussion

We reviewed data from 19 studies, including 25 samples totaling 4672 participants. We
found that a substantial proportion of students, 44.7%, were willing to admit to cheating in
online summative exams. This total number masks a finding that cheating in online exams
appeared to increase considerably during the COVID-19 pandemic, from 29.9 to 54.7%.
These are concerning findings. However, there are a number of methodological consid-
erations which influence the interpretation of these data. These considerations all lead to
uncertainty regarding the accuracy of the findings, although a common theme is that, unfor-

Tﬁble.Z Reasolr}s given for e Code Examples
t M .
liye;l;nfuiﬁ (i)rrsl g;z:;ir;iilzo ¢ Opportunity to cheat Cheated because there was an opportunity
examples given in the studies ) ) to do so ) '
reviewed here Perceived unfairness exams/teacher behaviour e.g. nepotism/
work load
Unaware not fully aware or understand all the con-

cepts of what counts as academic integrity

Academic Exam was difficulty/don’t understand
content/overwhelmed with content/poor
time management

Hardship Mental/physical/socioeconomical/extenu-
ating circumstances/technical

Peer-pressure Pressure from parents/friends/colleagues

Low-engagement Low interest in course/material/lazy
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tunately, the issues highlighted seem likely to result in an under-reporting of the rate of
cheating in online exams.

There are numerous potential sources of error in survey-based research, and these may
be amplified where the research is asking participants to report on sensitive or undesirable
behaviours. One of these sources of error comes from non-respondents, i.e. how confident
can we be that those who did not respond to the survey would have given a similar pattern
of responses to those that did (Goyder et al., 2002; Halbesleben & Whitman, 2013; Sax et
al., 2003). Two ways to minimize non-respondent error are to increase the sample size as
a percentage of the population, and then simply to maximise the percentage of the invited
sample who responds to the survey. However only nine of the samples reported sufficient
information to even allow the calculation of a response rate, and only two reported the total
population size. Thus for the majority of samples reported here, we cannot even begin to
estimate the extent of the non-response error. For those that did report sufficient informa-
tion, the response rate varied considerably, from 12.2% to 100, with an average of 55.6%.
Thus a substantial number of the possible participants did not respond.

Most of the surveys reviewed here were conducted using convenience sampling, i.e.
participation was voluntary and there was no attempt to ensure that the sample was repre-
sentative, or that the non-respondents were followed up in a targeted way to increase the
representativeness of the sample. People who voluntarily respond to survey research are,
compared to the general population, older, wealthier, more likely to be female and educated
(Curtin et al., 2000). In contrast, individuals who engage in academic misconduct are more
likely to be male, younger, from a lower socioeconomic background and less academically
able (reviewed in Newton, 2018). Thus the features of the survey research here would sug-
gest that the rates of online exam cheating are under-reported.

A second source of error is measurement error — for example, how likely is it that those
participants who do respond are telling the truth? Cheating in online exams is clearly a sen-
sitive subject for potential survey participants. Students who are caught cheating in exams
can face severe penalties. Measurement error can be substantial when asking participants
about sensitive topics, particularly when they have no incentive to respond truthfully. Curtis
et al. conducted an elegant study to investigate rates of different types of contract cheat-
ing and found that rates were substantially higher when participants were incentivized to
tell the truth, compared to traditional self-report (Curtis et al., 2022). Another method to
increase truthfulness is to use a Randomised Response Technique, which increases par-
ticipants confidence that their data will be truly anonymous when self-reporting cheating
(Mortaz Hejri et al., 2013) and so leads to increased estimates of the prevalence of cheating
behaviours when measured via self-report (Kerkvliet, 1994; Scheers & Dayton, 1987). No
studies reviewed here reported any incentivization or use of a randomized response tech-
nique, and many did not report IRB (ethical) approval or that participants were guaranteed
anonymity in their responses. Absence of evidence is not evidence of absence, but it again
seems reasonable to conclude that the majority of the measurement error reported here will
also lead to an under-reporting of the extent of online exam cheating.

However, there are very many variables associated with likelihood of committing
academic misconduct (also reviewed in Newton, 2018). For example, in addition to the
aforementioned variables, cheating is also associated with individual differences such as
personality traits (Giluk & Postlethwaite, 2015; Williams & Williams, 2012), motivation
(Park et al., 2013), age and gender (Newstead et al., 1996) and studying in a second language
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(Bretag et al., 2019) as well as situational variables such as discipline studied (Newstead et
al., 1996). None of the studies reviewed here can account for these individual variables, and
this perhaps explains, partly, the wide variance in the studies reported, where the percentage
of students willing to admit to cheating in online exams ranges from essentially none, to all
students, in different studies. However, almost all of the variables associated with differ-
ences in likelihood of committing academic misconduct were themselves determined using
convenience sampling. In order to begin to understand the true nature, scale and scope of
academic misconduct, there is a clear need for studies using large, representative samples,
with appropriate methodology to account for non-respondents, and rigorous analyses which
attempt to identify those variables associated with an increased likelihood of cheating.

There are some specific issues which must be considered when determining the accuracy
of the data showing an increase in cheating during COVID. In general, the pre-COVID
group appears to be a more homogenous set of samples, for example, 11 of the 16 samples
are from students studying business, and 15 of the 16 pre-COVID samples are from the
USA. The during-COVID samples are from a much more diverse range of disciplines and
countries. However the increase in self-reported cheating was replicated in the one study
which directly asked students about their behaviour before, and during, the pandemic; Jen-
kins and co-workers found that 28.4% of respondents were cheating pre-COVID, nearly
doubling to 58.4% during the pandemic (Jenkins et al., 2022), very closely mirroring the
aggregate results.

There are some other variables which may be different between the studies and so affect
the overall interpretation of the findings. For example, the specific questions asked of par-
ticipants, as shown in the supplemental online material (S2) reveal that most studies do
not report on the specific type of exam (e.g. multiple choice vs. essay based), or the exam
duration, weighting, or educational level. This is likely because the studies survey groups of
students, across programmes. Having a more detailed understanding of these factors would
also inform strategies to address cheating in online exams.

It is difficult to quantify the potential impact of these issues on the accuracy of the data
analysed here, since objective measures of cheating in online exams are difficult to obtain
in higher education settings. One way to achieve this is to set up traps for students taking
closed-book exams. One study tested this using a 2.5 h online exam administered for partici-
pants to obtain credit from a MOOC. The exam was set up so that participants would “likely
not benefit from having access to third-party reference materials during the exam”. Students
were instructed not to access any additional materials or to communicate with others during
the exam. The authors built a ‘honeypot’ website which had all of the exam questions on,
with a button ‘click to show answer’. If exam participants went online and clicked that but-
ton then the site collected information which allowed the researchers to identify the unique
i.d. of the test-taker. This approach was combined with a more traditional analysis of the
originality of the free-text portions of the exam. Using these methods, the researchers esti-
mated that ~30% of students were cheating (Corrigan-Gibbs et al., 2015b). This study was
conducted in 2014-15, and the data align reasonably well with the pre-COVID estimates of
cheating found here, giving some confidence that the self-report measures reported here are
in the same ball park as objective measures, albeit from only one study.

The challenges of interpreting data from small convenience samples will also affect the
analysis of the other measures made here; that students are more likely to commit mis-
conduct on their own, because they can. The overall pattern of findings though does align
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somewhat, suggesting that concerns may be with the accuracy of the numbers rather than a
fundamental qualitative problem (i.e. it seems reasonable to conclude that students are more
likely to cheat individually, but it is challenging to put a precise number to that finding). For
example, the apparent increase in cheating during COVID is associated with a rapid and
near-total transition to online exams. Pre-covid, the use of online exams would have been
a choice made by education providers, presumably with some efforts to ensure the security
and integrity of that assessment. During COVID lockdown, the scale and speed of the transi-
tion to online exams made it much more challenging to put security measures in place, and
this would therefore almost certainly have increased the opportunities to cheat.

It was challenging to gather more detail about the specific types of cheating behaviour,
due to the considerable heterogeneity between the studies regarding this question. The sec-
tor would benefit from future large-scale research using a recognized typology, for example
those proposed by Dawson (Dawson, 2020, p. 112) or Noorbehbahani (Noorbehbahani et
al., 2022).

Another important recommendation that will help the sector in addressing the problem
is for future survey-based research of student dishonesty to make use of the abundant meth-
odological research undertaken to increase the accuracy of such surveys. In particular the
use of representative sampling, or analysis methods which account for the challenges posed
by unrepresentative samples. Data quality could also be improved by the use of question
formats and survey structures which motivate or incentivize truth-telling, for example by
the use of methods such as the Randomised Response Technique which increase participant
confidence that their responses will be truly anonymous. It would also be helpful to report
on key methodological features of survey design; pilot testing, scaling, reliability and valid-
ity, although these are commonly underreported in survey based research generally (Bennett
etal., 2011).

Thus an aggregate portrayal of the findings here is that students are committing mis-
conduct in significant numbers, and that this has increased considerably during COVID.
Students appear to be more likely to cheat on their own, rather than in groups, and most
commonly motivated by the simple fact that they can cheat. Do these findings and the
underlying data give us any information that might be helpful in addressing the problem?

One technique deployed by many universities to address multiple forms of online exam
cheating is to increase the use of remote proctoring, wherein student behaviour during
online exams is monitored, for example, through a webcam, and/or their online activity is
monitored or restricted. We were unable to draw definitive conclusions about the effective-
ness of remote proctoring or other software such as lockdown browsers to reduce cheating
in online exams, since very few studies stated definitively that the exams were, or were
not, proctored. The two studies that examined this question did appear to show a substan-
tial reduction in the frequency of cheating when proctoring was used. Confidence in these
results is bolstered by the fact that these studies both directly compared unproctored vs.
proctored/lockdown browser. Other studies have used proxy measures for cheating, such as
time engaged with the exam, and changes in exams scores, and these studies have also found
evidence for a reduction in misconduct when proctoring is used (e.g. (Dendir & Maxwell,
2020).

The effectiveness (or not) of remote proctoring to reduce academic misconduct seems
like an important area for future research. However there is considerable controversy about
the use of remote proctoring, including legal challenges to its use and considerable objec-

@ Springer



How Common is Cheating in Online Exams and did it Increase During...

tions from students, who report a net negative experience, fuelled by concerns about pri-
vacy, fairness and technological challenges (Marano et al., 2023), and so it remains an open
question whether this is a viable option for widespread general use.

Honour codes are a commonly cited approach to promoting academic integrity, and so (in
theory) reducing academic misconduct. However, empirical tests of honour codes show that
they do not appear to be effective at reducing cheating in online exams (Corrigan-Gibbs et
al., 2015a, b). In these studies the authors likened them to ‘terms and conditions’ for online
sites, which are largely disregarded by users in online environments. However in those same
studies the authors found that replacing an honour code with a more sternly worded ‘warn-
ing’, which specifies the consequences of being caught, was effective at reducing cheating.
Thus a warning may be a simple, low-cost intervention to reduce cheating in online exams,
whose effectiveness could be studied using appropriately conducted surveys of the type
reviewed here.

Another option to reduce cheating in online exams is to use open-book exams. This
is often suggested as a way of simultaneously increasing the cognitive level of the exam
(i.e. it assesses higher order learning) (e.g. (Varble, 2014), and was suggested as a way of
reducing the perceived, or potential increase in academic misconduct during COVID (e.g.
(Nguyen et al., 2020; Whisenhunt et al., 2022). This approach has an obvious appeal in that
it eliminates the possibility of some common forms of misconduct, such as the use of notes
or unauthorized web access (Noorbehbahani et al., 2022; Whisenhunt et al., 2022), and can
even make this a positive feature, i.e. encouraging the use of additional resources in a way
that reflects the fact that, for many future careers, students will have access to unlimited
information at their fingertips, and the challenge is to ensure that students have learned what
information they need and how to use it. This approach certainly fits with our data, wherein
the most frequently reported types of misconduct involved students acting alone, and cheat-
ing ‘because they could’. Some form of proctoring or other measure may still be needed in
order to reduce the threat of collaborative misconduct. Perhaps most importantly though, it
is unclear whether open-book exams truly reduce the opportunity for, and the incidence of,
academic misconduct, and if so, how might we advise educators to design their exams, and
exam question, in a way that delivers this as well as the promise of ‘higher order’ learning.
These questions are the subject of ongoing research.

In summary then, there appears to be significant levels of misconduct in online examina-
tions in Higher Education. Students appear to be more likely to cheat on their own, moti-
vated by an examination design and delivery which makes it easy for them to do so. Future
research in academic integrity would benefit from large, representative samples using clear
and unambiguous survey questions and guarantees of anonymity. This will allow us to get
a much better picture of the size and nature of the problem, and so design strategies to miti-
gate the threat that cheating poses to exam validity.
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