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Abstract

Trade secrets are key assets for innovative, successful, companies. Compared to other
intellectual property (IP), trade secrets require different approaches to protect and embed them
into company innovation strategies. Previous literature has not, however, provided a
comprehensive evaluation of the strategic approaches towards trade secrets. This paper benefits
from a systematic literature review (SLR) method to examine trade secrecy approaches with a
theoretical lens using both dynamic capabilities (DC) and resource based-view (RBV)
approaches. Fifty articles are carefully selected and examined to build a ‘strategic directions
and approaches’ framework for companies to protect and benefit from their trade secrets. This
study therefore offers both academic and practical value by identifying a dynamic, structured,
view of available trade secrecy approaches, the foundations for a unified trade secrecy

framework, and a future research agenda.

Keywords: Trade Secrecy Approaches, Dynamic Capability, Resource Based-view, Innovation

Appropriation.

Managerial relevance statement

This study is relevant for managers and practitioners as it highlights the significance of trade
secrecy as a valuable Intellectual Property (IP) protection tool. We provide a comprehensive
overview of the trade secrecy approaches found in academic literature at various stages of the
trade secrecy management process. Companies considering IP protection approaches can use
this information to form an opinion on how to protect their valuable information as a trade
secret. Additionally, we stress that IP protection should not be viewed as a standalone function
within an organization, but rather as an integral component of the ways through which a

business can meet its strategic objectives.
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1. Introduction

Trade secrets are quickly outgrowing patents in global usage. In the UK, for example, 70% of
companies of various sizes and industries now use trade secrets for the protection of their
innovations (Intellectual Property Office (IPO), 2021). Use of such trade secrets allows
organizations to free up resources for further innovation and to grow brand value immediately
without financial expense (Miric et al., 2019). Trade secrets tend to be more widely used for
marketing and organizational innovations, predominantly by manufacturing companies in
engineering, textile, chemicals and pharmaceutical sectors (Wajsman and Garcia-Valero,
2017). Service sectors prefer to use trade secrecy for process and customer lists protection due
to the unpatentability of some processes, difficulty of monitoring process patent infringement

and the potential for reverse-engineering (IPO, 2022).

Unlike patents, however, trade secrets are only valuable when they remain a secret and their
protection is weaker when information leakage or spill-over occurs (Hardy,2021). The theft of
a trade secret has both strategic and financial consequences for a business that can lead to the
overall loss of competitive advantage. The most frequent instances of trade secrecy loss are
due to malicious trade secret misappropriation, theft, and cybertheft (Ritala et al, 2015). Indeed,
cybertheft alone generates £60 billion yearly losses with potential losses of 1 million jobs in
the EU (Basuchoudhary and Searle,2019), and it has become one of the key challenges posed

to trade secrecy management in the digital age (Searle, 2021).

Consequently, trade secrecy is gaining the attention of policy makers, particularly through trade
secrets disputes. The number of emerging high-profile legal cases on trade secrecy
misappropriation (Heraeus v Zimmer, 2022; Qualcomm v Apple, 2017; Motorola Solutions v
Hytera Communications,2020) highlight the extent of these issues. Weaknesses in businesses’
trade secrecy protection regimes, low levels of business awareness, limitation of employee

mobility, cybersecurity, weaknesses of the identification and protection of trade secrets are



among some of the main policy issues in the field of trade secrecy management today (WTO,
2022). Thus, the Intellectual Property Office UK (2021) and World Trade Organization (2022)
are among many public policy organizations calling for increased trade secrecy awareness by

innovative firms in implementation, safeguarding and breach mitigation of trade secrecy.

Despite its impact on innovation and economic growth, however, trade secrecy is poorly
studied (Wajsman & Garcia-Valero, 2017; Kang and Lee, 2022). Prior research on trade
secrecy has focused on the choice of Intellectual Property (IP) rights protection approaches,
their efficiency, impact on innovative activities (Sofka et al, 2018; Suzuki, 2015; Miric et al,
2019; du Zubielque et al, 2016; Contactor, 2019; Crittenden et al, 2015), human resource
management in IP (Hannah, 2007, Hannah et al; 2019); choice of value capture strategies
(James et al, 2013); institutional approaches for organizational secrecy (Liebeskind, 1997;
Hannah and Robertson, 2015); and impacts of trade secrecy on innovations (Contractor, 2019;
Crittenden et al., 2015; Henttonen et al., 2016). Few studies, however, provide a holistic
overview of IP appropriability strategies (Bos et al., 2015; Liebeskind, 1997; Hannah et al.,
2019; James et al., 2013). More specifically, examination of the previous literature shows a
lack of theoretical and practical frameworks for trade secrecy approaches and strategies. Table

1 demonstrates some of the key studies in trade secrecy management.

Table 1. Key literature on trade secret management

Key Literature

Areas of Research

Literature Gap

Kang and Lee
(2022)

Crittenden et al
(2019)

Hannah et al (2019)

A dynamic approach to trade secrecy
protection in response to employee
departure after the adoption of the
Application v Hunter decision.

Overview of trade secrecy protection
approaches to achieve competitive
advantage.

Types of value appropriation strategies
and secrecy as a knowledge protection
strategy.

Management lacks knowledge on the variety of
trade secrecy approaches. More research is needed
to provide a canvas of trade secrecy protection
approaches for management in the case of worker
departure.

There is a lack of understanding of the value trade
secrets represent for organizations. More research
is needed to highlight the importance of trade
secrecy and the variety of approaches available for
trade secrecy protection.

More research is needed in studying the processes
of creation, implementation, protection and change
of a trade secret.



Bos et al (2015)

James at al (2013)

Liebeskind (1997)

Advantages and disadvantages of trade
secrecy; determinants of trade secrecy
use; stages and lifecycle of trade secrecy.

Value capture strategies from
innovations and the identification of the
conditions for the selection of such value
capture strategies.

Understanding the types of knowledge,
costs of keeping the knowledge

Lack of research on the entire process of trade
secrecy management. More research needed to
understand the processes behind the choice of a
trade secret approach over other forms of IP
protection, variety of trade secret protection
approaches and finally trade secret mitigation.

General lack of understanding of how firms manage
value capture strategies throughout the different
stages of IP protection.

More research needed into variety of knowledge
protection approaches.

protected and approaches of
organizational knowledge protection.

The authors in these studies argue for more research into trade secrecy processes, stages and
trade secrecy protection approaches (Liebskind, 1997; Bos et al ,2015; Hannah et al, 2019;
Kang and Lee, 2022). The lack of review studies on trade secrecy protection approaches and
theoretical frameworks, however, adds to the disadvantaged and overlooked position of trade
secrecy as an IP protection approach. Considering these key studies and the research gaps in
this field they reveal that there is a lack of knowledge on trade secrecy approaches that can be
utilized by management to protect valuable information and mitigate the potential damages of

trade secret leakage. Therefore, we aim to address the following research questions:

RQ1: What trade secrecy management approaches are used to protect and sustain

innovations?

RQ2: What trade secrecy management approaches are implemented by innovative companies

in cases of misappropriation?

Based on the above-mentioned research questions, the aim of this study is to identify strategic
approaches and to propose a theoretical framework for trade secrets. To achieve this, a
systematic literature review (SLR) approach is used to examine 50 carefully selected studies
with two theoretical lenses, dynamic capabilities (DC) and the resource based-view (RBV).

The RBV of the firm identifies a specific bundle of complementing tangible and intangible



resources to protect trade secrets as valuable organizational resources. This complements the
DC approach, which gives a framework for the processes required when trade secrecy is
breached, reconfiguring assets and resources to create a new trade secrecy equilibrium where
RBV approaches can again apply (Porter 1981, 1996; Teece, 2007; Hussain & Terziovski,

2016)

The selected methodological approach, with its rich theoretical foundations, allows us to
demonstrate the full spectrum of trade secrecy management approaches available in existing
literature and contribute to previous studies in a number of ways. We contribute to the studies
of Bos et al. (2015) and Hannah et al (2019) by providing a theoretical framework for trade
secrets to illustrate available approaches and options to the relevant stakeholders in this field.
The work also extends previous findings by providing a stage-based approach using DC theory
following the future research directions of Kang and Lee (2022) and Crittenden et al (2019).
Finally, we provide future research directions to the relevant academicians in this field, by
identifying key gaps in the relevant literature by linking it to the theoretical framework

developed based on both DC and RBV theories.

Apart from the contributions to the theory and previous studies, this study also provides
practical contributions to this field. The results of the study reveal that there is a large number
of available trade secrecy protection approaches for managers to utilize. However, there is also
a lack of trade secrecy management understanding in innovative organizations. Therefore, this
study reaffirms the need for the development of a comprehensive trade secrecy management

framework to be applied by innovative companies through the lifecycle of the trade secret.

In the following section, relevant literature and theories are examined to build the conceptual
framework, from both DC and RBV theories. In the method section, the chosen systematic

literature review method, the widely accepted PRISMA (Preferred Reporting Items for



Systematic Reviews and Meta-Analyses) process and framework, is illustrated. In the results
section, the findings are organised based on the theoretical framework developed in this study.
Finally, in the Conclusions, the results are discussed in relation to previous studies,
contributions derived and explained in detail, practical managerial and policy implications

outlined, the study’s limitations identified, and consequent future research directions derived.

2. Background and Relevant Theories

2.1. Background

Trade secrecy is an important mechanism for protection of valuable knowledge created as a
result of innovative activity (Hemphill, 2004). According to the World Intellectual Property
Organization (WIPO), trade secrets are IP rights on confidential information, which may be
sold or licensed (WIPO, 2021). Trade secrets protect confidential information forming a key
competitive advantage for the company. It can be technical or commercial information relating
to manufacturing processes, designs of computer software, marketing strategies and client lists
(WIPO, 2021). The definition of trade secret under the EU Directive 2016/943 is consistent
with WIPO, though it does not acknowledge trade secrecy as an exclusive IP right. Both,
however, provide trade secrets with equal and harmonised means and levels of protection
(Morrison & Foerster, 2017). Under Article 39 of the Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS) and Article 2 of the EU Directive 2016/943, to be

considered a trade secret the information in question must:

1. Possess commercial value because of its secret properties;
2. Be limited in knowledge to a number of individuals; and
3. Be kept secret by a rightful owner using reasonable steps in the form of confidentiality
agreements or other means (TRIPS; 1995; EU Directive 2016/943);
Unlike patents, however, the scope of information covered by trade secrets is unlimited (ICC),
2017). The commercial value requirement applies to potential and actual value (Brant & Lohse,
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2014). Therefore, the trade secret protection umbrella extends to experimental work,
unreleased products or strategies and information value superseding actual use conditions
including failed experiments and “negative know-how”. (Brant & Lohse, 2014). Conversely,
trade secrets are non-exclusive. Independent discovery and reverse engineering are
permissible. (Brant & Lohse, 2014). Hence, it is the responsibility of a trade secret owner to

take reasonable efforts to protect the confidentiality of such information.

The amount of such efforts varies according to the extent of technological development and
company size: from confidentiality agreements in Small and Medium-sized Enterprises
(SMEs) to cyber-theft prevention in large corporations (Brant & Lohse, 2014). Without
safeguarding, however, some confidential information disclosure, in the form of unintentional
leakage, employee mobility and commercial espionage (Arrow, 1962; Quan and Chesbrough,
2009) is inevitable. It is worth noting, therefore, that despite established trade secrecy
protection legislation, the practical details of trade secrecy management are frequently

overlooked.

2.2. Theoretical Framework

In the context of trade secrets, both RBV and DC provide theoretical underpinnings. Looking
at RBV first, to determine the strategic importance of key organizational resources or
capabilities they must possess several qualities described in the VRIO Framework established
by Barney (1991), specifically needing to be valuable, rare, inimitable AND organized within
the company (Barney 1991, 1995). These characteristics allow a company to extract maximum
value from their assets and provide motivation for further innovation (Cohen et al, 2002). The
key organizational resources of the innovative companies that satisfy the VRIO framework
constitute IP and, in this case, trade secrets (Penrose, 1959). If pursued by the company, trade
secrets are an essential part of its IP portfolio allowing appropriation of innovation value

(Hannah, 2019).



The RBV, however, underpins trade secrecy only when it is well protected as a key
organizational resource. Significantly, trade secrets are often in the form of tacit knowledge
accumulated in the minds of employees, difficult to imitate and harder to retain within the
company (Polanyi, 1962; Teece et al, 1997). Firms that aim at sustaining their competitive
advantage through possession of trade secrets theoretically need to engage in strategic planning
to foresee potential threats or changes in the environment that might affect the trade secret

(Barney, 1991).

DC theory, however, states that in order to sustain competitive advantage, companies also need
to constantly monitor changes in their external environment and adjust their competencies
accordingly (Tsortzki, 2014; Barreto, 2010). A rapid and highly innovative environment
requires a dynamic appropriability approach (Teece, 2000, Huang et al, 2014). The DC theory
therefore fulfils the requirement of trade secrecy mitigation as a result of intentional spill-over,
revealing of confidential information or misappropriation. Consequently, we consider a two-
fold continuously evolving trade secrecy management approach where a company owning a
trade secret needs to consider both the RBV approach to maintaining and protecting existing
trade secrets and the DC proactive approach for potential misappropriation. That being said,
we also acknowledge theoretical overlapping in the measures taken by companies to sustain
their competitive advantage and safeguard trade secrets in light of changing environmental or

threat conditions.

Considering this theoretical background, trade secrecy management approaches delineate into
one of these two theoretical concepts. Figure 1 demonstrates trade secrecy management
approaches arising from capabilities within the organization to contain trade secrets or take
measures to avoid loss of valuable information due to internal or external environmental

changes.



Dynamic
Capabilties (DC)

Resource-based view

Approaches (RBV)

Approaches

* Sense opportunities/
threats

e Seize opportunities

* Reconfigure resources

Approaches

Figure 1. Conceptual Framework for Trade secrecy management approaches

e Tangible
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Starts resources
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The RBV divides these capabilities into tangible and intangible (Barney, 1991), where tangible
and intangible resources are capabilities an organization possesses and applies to protect its
trade secrets. Tangible aspects of the RBV entails measures of physical nature taken by such
organisations: from organizational actions concerned with administrative and physical control
to financial protection measures (e.g. unused debt capacity). Intangible capabilities are focused

on protection measures concerned with innovation activities and Human Resource (HR)

management (Barney,1986).

The DC approach entails application of organizational approaches reflecting continuous
revision of threats and opportunities and reconfiguration of organizational assets to manage
such valuable information (Teece, 2007). Trade secrecy management approaches identified
with DC concepts then entail targeted measures taken by an organization to sense, seize or
reconfigure assets based on new opportunities or threats to trade secrecy protection.

Figure 1 demonstrates that these trade secrecy approaches are interlinked with each other,
forming a complete cycle. The RBV approach seems most relevant to activities undertaken to
keep the trade secret, whilst approaches shift into the DC approaches after the environment
changes when trade secrecy is breached, the DC approaches then flowing back into the RBV
approaches if trade secrecy can be re-established and made viable. The RBV and DC

approaches are thus interlinked and constitute a cohesive method to trade secrecy management.



3. Method

To capture relevant studies, grasp their subjects and review findings, the PRISMA approach
(Moher et al., 2009) was used in this study. To synthesize data and concepts the principles of
thematic analysis of Tranfield et al (2003) and Gioia et al. (2013) and principles of systematic

literature review of Rojon et al (2021) and Kunish et al (2023) were used in this study.

Considering other review studies (Bos et al, 2015, James et al, 2013; Liebeskind, 1997), three
search engines (Web of Science, Scopus and Google Scholar) were applied to identify eligible
studies We then selected keywords for the search, also based on previous literature reviews
and main concepts such as “secret” or “secrecy” and “innovat*” or “knowledge protection” or
“appropriability” or “strategy®” (Bos et al, 2015). The related notions of “IP” or “intellectual

property” or “trade secre* were also included (Holgersson & Aaboen, 2019) (see Figure 2).

(secret OR secrecy)
AND
(innovat* OR “
knowledge protection”
OR appropriability OR
strategy*)

(“IP” OR “intellectual
property”
OR
“trade secre¥)

AND

Figure 2. Search Terms

To ensure creation of a manageable set of papers, a number of initial inclusion (and, by
definition, exclusion) criteria (supported by referenced previous use) were then applied: (i) the
trade secrecy domain spans different areas of research, including business, law and economics.
For the purposes of this study, the scope of the literature review and selected studies was limited
to the business and management domain, though, if an article from the area of law demonstrates
valuable contributions to the research question, it is also included in the pool of selected studies
for review (Somaya, 2012); (ii) studies limited to cited works in journals with an impact factor

higher than .50 (Bos et al, 2015) (iii) articles limited to empirical research.
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These criteria were in line with the PRISMA framework (see Appendix 1). Content
examination of title and abstract with subsequent full reading of the selected pool of articles
(Pittaway et al., 2004) was then undertaken. During this screening process articles had to
include content on one or other of the following criteria to be eligible for the selected pool of
studies: 1) Secrecy protection approaches 2) Appropriability mechanisms. Articles examining
other appropriability strategies have also been screened and relevant trade secrecy strategy
sections of the articles identified and included in the pool (see Figure 3). The quality of the
article pool is supported by CABS ranking criteria demonstrated in Table 2. The majority of
the publications selected for this study (approximately 75%) possessing 3 or 4* ranking

according to the CABS system.

Table 2. CABS ranking of selected articles

CABS Ranking  Quantity Percentage

4 23 46%
3 14 28%
2 10 20%
1 4%
0 2%

The approaches to trade secrecy protection and misappropriation mitigation were then
identified in the literature by means of systematic literature review in NVIVO, reflected
through the conceptual framework based on the RBV of the firm and DC. The identification
and tailoring of NVIVO analysis results to the parameters of the RBV and DC theories was
derived from the contextual interpretation of research results that initially fit RBV parameters.
An additional layer of DC theory interpretation was later identified with the acknowledgement
of uncertainties in the environment of the innovating companies implementing trade secrecy.
A full overview of the systematic literature review process carried out in this study can be seen

in Figure 3.
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Step 1: Initial Search : « Initial, non-systematic literature search

Step 2: Literature Search ‘ ¢ Use of PRISMA Framework to identify and screen data from Web of Science (n=403), Scopus (N=993) and Google Scholar

(n=2340) based on the key terms (see Figure 2 and Appendix 1)

¢ Removal of duplicates (n=2756)
 Reading of titles and application of inclusion and exclusion criteria:

* Business or management study discipline

o Full paper

o Studies in English

o Cited studies in journals with impact factor higher than .50

o Limited to empirical research
 Content examination of abstracts and application of inclusion criteria:

e Secrecy protection mechanisms

¢ Appropriability mechanisms

Step 3: Initiail Review

* Reading of full paper (n=113)
 Further exclusion of full text articles due to availability of detailed findings on trade secrecy management and approaches
(n=62)
o Full studies included in the literature following step 3&4 (n=50)

Step 4: Further review

¢ Familiarisation with the selected data in NVIVO in accordance with the thematic analysis (Tranfield et al, 2003)

Step 5: Initial Analysis
P v « |dentification of initial themes (appropriability types, IP strategy approaches, barriers for trade secrecy protection, etc)

* Generation of initial codes (legal and HR approaches, offensive and defensive organizational approaches, physical and

Step 6: Initial Synthesis of Codes electronic access, etc)

* Search and review of themes in NVIVO.
 Trade secrecy approaches are applied in various stages and areas of the organization
 Trade secrecy approaches differ before and after the potential trade secrecy misappropriation incident

Step 7: Review of Themes

 Defintion of themes (RBV and DC themes)
‘ * Identification of sub-themes in the RBV category ( approaches based on tanglible and intangible resources)
« Indetification of sub-thmes in the DC category ( sense, seize and reconfigure-based approaches)

Step 8: Definition of Themes

Step 9: Consolidation of Results : * Consolidation and refining of the results of the analysis

Step 10: Writing-up ¢ Writing-up and presentation of the results

AMAMNANSN—A

Figure 3. Overview of the SLR process (Adopted from Rojon et al (2021)

Upon completion of all the stages of the thematic analysis, we refined and consolidated the

results of the analysis. The presentation of these results is in the following sections.

4. Results

Section 4 represents the findings and provides discussion for each category. First, we provide
an overview of the findings (Section 4.1). We then follow with identified trade secrecy strategic
approaches within the RBV theoretical framework (Section 4.2) and identified trade secrecy

strategic approaches within the DC theoretical framework (Section 4.3.)

4.1. Overview of Findings

Following the conceptual framework and the SLR approach, Figure 4 is designed based on
RBV and DC theories. As illustrated, trade secrecy approaches can be managed in an integrated
two-fold fashion where the RBV identified approaches flow into the DC approaches in a loop

throughout the lifetime of the trade secret. The first element of the mechanism is supported by

12



the premise of the protection of the most valuable resources as part of the RBV, the second
element being the ability to respond to environmental changes, sensing and preventing threats

to existing trade secrets and mitigating breach or loss of trade secrets.

The start of a trade secret signals the beginning of the implementation of RBV protection
approaches. The approaches remain within the RBV protection umbrella unless there is a
change in the environment. Such circumstance lead organizations to re-consider their
protection approaches. Re-consideration leads to reconfigured protection approaches and a
potential for a new trade secret or reinforcement of the existing trade secret using RBV
approaches, whereas failure to react to the change in circumstances can lead to the loss of the
trade secret overall.
ReconﬂguraV
e . Offensivt:' l ‘ Dynamic Capabilties (DC) Approqches
organizationa 5

e Proactive HR
o Offensive legal

* Business 3 Approaches based on tangible

resources:
e Defensive organizational
e Financial approches
e Physical and electronic access
) & Trade
Seize Approaches Ssicr:t Approaches based on intangible
arts

Resource-based view (RBV)
preventive approaches

Decision point for
reconfiguration

resources:
Here o Innovation-based approaches
e HR approaches

3

Sense Approaches

Approaches

Figure 4. Enhanced Theoretical Framework: Theoretical underpinning of trade secrecy
approaches

Figure 4 also demonstrates that a potential disclosure occurrence is a trigger point to re-evaluate
the applied measures and move to DC trade secrecy safeguarding approaches. Specifically,
once there is an evident threat of trade secrecy breach or an actual occurrence of trade secrecy
misappropriation, there are three potential outcomes. These outcomes are specified in Figure 4

with corresponding numbers for each situation, as following:

13



1. The company loses its trade secret and its competitive advantage. The loop of trade
secrecy approaches closes and diminishes.

2. The company loses the trade secret and reconfigures its business to focus on other
operations. The loop of trade secrecy approaches closes and diminishes.

3. The company acknowledges the threat or a loss of trade secret after sensing
environmental changes; seizes the opportunity and reconfigures its safeguarding
approaches with an existing trade secret in mind (decision point for reconfiguration).

This scenario puts the company back into the loop of (reconfigured) RBV approaches.

Both RBV and DC protection approaches have been identified as having an array of options.
Figure 5 then demonstrates the strategic approaches utilized by the companies for trade secrecy
protection under the RBV framework. The RBV approaches include two subcategories based
on the type of the resources the company is in possession of in relation to trade secret
management. These resource-based sub-categories includes a total of additional 15 sub-sub-
categories that characterize approaches companies may undertake to safeguard their trade

secrets.
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Innovation-based Collaboration
approaches approaches

RBV approaches

Iﬁ

Innovation type
approaches

H

Defensive legal

Approaches based approaches
on intangible P —
resources Training
approaches

H

Approaches to
incentives

I\

Recruitment

HR approaches approaches

Iﬁ

Trust building
approaches

H

Managerial
approaches

H

Culture oriented
approaches

\

Figure 5. Identified RBV strategic approaches
Figure 6, in turn, embodies the identified strategic approaches applied by companies under the
DC framework for both trade secrecy safeguarding and mitigation of threats or breaches. The
DC framework includes three subcategories of trade secrecy approaches that are resonant to
the DC framework elements: sense, seize and reconfigure. The reconfiguration section also
includes four sub-categories of approaches identified in the literature. We now consider each

of these categories of identified approaches in detail and in relation to one another.
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Sense-based
approaches Offensive
organizational
Seize-based approaches
DC approaches
approaches )
Proactive HR
Reconfiguration- approaches
) —
based —
approaches Offensive legal
approaches
) —
Business
approaches
) —

Figure 6. Identified DC strategic approaches

4.2. Resource-based view strategic approaches

Table 3 below demonstrates the map of categories of trade secrecy approaches under the RBV
umbrella that companies undertake to safeguard their trade secrets. Considering the conceptual
framework of the study these approaches were divided into two categories: i) approaches based
on tangible and ii) intangible resources of the firm. Trade secrecy approaches derived from
tangible resources are physical access to information, organizational and financial approaches.
Approaches derived from intangible resources, conversely, are focused on measures taken

through innovation and HR processes within the company.

Our analysis uncovered that out of the vast array of the strategic trade secrecy approaches most
attention is given to approaches derived from intangible resources of the firm. In this instance,
HR approaches are the most prominent. Whilst they represent a selection of strategic choices,
however, there is an evident lack of overall synergy. The approaches are therefore examined

as independent phenomena within the innovative organizations with intellectual property.
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Table 3. RBV approaches

Main RBV

category
Approaches
based on
tangible
resources

Approaches
based on
intangible
resources

17

Description

Trade secrecy
approaches based on
tangible resources are
concentrated on
strengthening physical
and electronic access
controls to confidential
information within the
company; maintaining
management and
financial capacity for
trade secrecy
management.

Trade secrecy strategic
approaches based on
intangible resources
are concentrated
around innovation and
HR activities of the
company. Innovation-
based approaches
focus on trade secrecy
safeguarding during
different stages of the
innovative process
(from ideation to
commercialization);
innovation level
(incremental,
disruptive, etc);
innovation type
(product, process,
service) and trade
secrecy approaches in

Sub-
categories
Defensive
organizational
approaches

Financial
approaches

Physical and
electronic
access

Innovation-
based
approaches

Identified approaches

Formal control systems;

integrated
management
information systems;
policy and
administrative
measures within
organization; labelling
of information
‘confidential’; etc.

Financial policy
instruments;
maintenance of unused
debt capacity;
continuous evaluation
of IP asset value; etc.

Secure access check
points; access to key
personnel only;
avoidance of written
documentation flow;
etc.

Bundles of different IP
protection mechanisms
(trade secrecy and
patenting); trade
secrecy, lead time and
customer relationship
management;
localization of
information to mother
company; trust
building, trust
leveraging and
reciprocity; balance of
information sharing;
strategic openness;
strategic withholding;
strategic delaying;
knowledge
fragmentation;

References

Delerue (2010);
Collombelli (2020);
Elliot (2019); Gama
(2019); Manzini and
Lazarotti (2016);
Solli-Saether et al
(2015); McConnahie
(1997)

Basuchoudhary et
Searle (2019);
Collombelli (2020);
Fredendal et al
(2016); McConnahie
(1997); Klasa et al
(2018);

Collombelli (2020);
Delerue (2010); Elliot
(2019); Gallie (2012);
Gama (2019);
Hannah (2007);
Hemphill (2004);
Keupp (2010); Sofka
et al (2019); Olander
(2015)

de Farla and Sofka
(2010); Delerue
(2010); McConnahie
(1997); Seo et al
(2014); Collombelli
(2020); Elliot (2019);
Gallie (2012); Gama
(2019); Hannah
(2007); Hemphill
(2004); Keupp
(2010); Sofka et al
(2019); Olander
(2015); Zobel et al
(2017); Thoma and
Bizer (2013); Arundel
(2001); Manzini and
Lazarotti (2016);
Capponi et al (2019);
Nelson (2016);
McAdam and
Marlow (2007), Crass
et al (2019);Amara
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collaborative
processes.

HR trade secrecy
strategic approaches
are defensive
organizational
measures that focus on
ensuring trade secrecy
safeguarding in all
areas of HR operations:
from recruitment to
employment
termination. Such
measures are
recruitment process
trade secrecy
safeguarding
approaches; trust
building; employee
training; approaches
around incentives;
managerial
approaches;
organizational culture-
oriented approaches
and legal measures.

Employee willingness,
commitment and
trustworthiness
assessment; employee
loyalty and relational
contracts; trust
building; pecuniary and
non-pecuniary
incentives (equity-based
compensation,
ownership participation
schemes, long-term
compensation
packages); deferred
rewards; sense of
autonomy; social
projects involvement;
on-the job proactive
training techniques
(awareness training,
hands-on training,
informal
conversations); formal
and frequent reminders;
effective management
and interpersonal
relationships with
employees and
suppliers; limitation or
increase of employee
social interaction; legal
contracting
(confidentiality clauses,
non-disclosure
agreements, non-
compete and
assignment
agreements).

(2008); Crass (2009);
Quan and
Chesbrough (2009);
Hussinger (2006); Lu
(2007); Nelson
(2016); Leiponen and
Byma (2009);

Barros (2021);
Basuchoudhary and
Searle (2019);
Contigiani et al
(2016); du Zubielqui
et al (2016); Elliot et
al (2019); Flammer
and Kacperczyk
(2019); Gallie -
Legros (2012);
Gonzalez-Alvarez
and Nieto- Antolin
(2007); Hannah
(2007); Keupp
(2010); Keupp
(2009); Lu (2007);
Manzini and
Lazzarotti (2015);
Marx (2011); Sofka
et al (2018); Zobel et
al (2017); Delerue
and Lejeune (2010);
Delerue and Lejeune
(2011); Klasa et al
(2018); Olander and
Hurmelinna-
Laukkanen (2015);
Hannah (2007);
McConnahie (1997);
Nelson (2016); Damij
et al (2022); Quan
and Chesbrough
(2009); Hemphill
(2004); Collombelli
(2020); Solli-Saether
et al (2015); Teece
(2000); deFaria and
Sofka (2010); Amara
et al (2008);
Fredendall et al
(2016); Gans et al
(2017); Glaeser
(2018); Gonzalez-
Alvarez and Nieto-
Antolin (2007);
Kitchin and
Balckburn (1998);
Molok et al (2018); );



Hussain and
Terziovski (2015);

4.2.1. Approaches based on tangible resources

The first layer of mechanisms within the RBV umbrella identified in the literature are physical
and electronic access to trade secrets or confidential information; defensive organizational
approaches in managing valuable information and firm’s financial approaches with regards to

trade secrecy and its safeguarding.

Physical or electronic access to a company's valuable resources pose a great risk to the
protection of existing or developing intellectual property. Collombelli (2020) argues effective
‘resource-position barriers’ are key to appropriation of returns as a result of innovative activity.
In this instance, a number of other authors (Hemphill,2004; Hannah, 2007; Sofka 2019;
Delerue,2010; Olander (2015)) also claim that secure physical and electronic access check
points need to be imposed on research and development (R&D) facilities where trade secrets
are mostly concentrated and access granted only to key personnel (Keupp, 2010; Sofka, 2019).
Many authors argue for avoidance of written documentation flow. (Keupp, 2010; Gama, 2019;
Hemphill, 2004). Hempill (2004) and Elliot (2019) support centralized encrypted cyber
security protocols where network and communication are limited to employees based on their

areas of involvement and security clearance.

Another category of identified approaches based on tangible resources are defensive
organizational approaches. These establish formal control systems and integrated management
information systems including: policy and administrative measures (Barney, 1991). Elliot
(2019) and Solli- Saether et al (2015) argue for the establishment of effective IT infrastructure,
alignment of procedural protocols and information flow control during the R&D process.
Manzini and Lazarotti (2016) and Hemphill (2004) underline the need for labelling sensitive

documentation with ‘confidential’ or ‘non-disclosure’ specifications.
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Finally, financial policy instruments are a prerequisite for application of formal and informal
IP protection methods (Collombelli, 2020). Often, firms struggle with identifying the correct
amount of finance required for trade secrecy protection (Basuchoudhary and Searle, 2019),
another approach against trade secrecy exploitation by rivals, being the maintenance of unused

debt capacity (insurance pot) (Klasa et al, 2018; Macconahie, 1997).

4.2.2. Approaches based on intangible resources

RBV stipulates that intangible resources are another of the key elements that provide the basis
for strategic planning to sustain competitive advantage (Porter 1981, 1996; Hussain &
Terziovski, 2016). Specific application of intangible capabilities by an organization to protect
its trade secrets or other IP rights, however, also constitutes a trade secrecy protection
mechanism. Approaches derived from intangible capabilities have been identified in

innovation-specific processes and HR mechanisms (see Table 3).

Innovation-based approaches:

Innovation-related approaches of trade secrecy protection identified in academic literature are
related to those activities carried out by an organization with a trade secret as its most valuable
asset. Trade secrecy has been identified as an effective protection mechanism for both service
and product innovation (Amara, 2018), Amara (2018) identifying four approaches, one of
which combines secrecy, lead-time advantages and customer relationship management to
protect the innovation of service firms. Hussinger (2006) and Amara (2018) also confirms
companies tend to bundle different IP mechanisms based on size of firm and R&D innovation.
In this instance companies with shorter product life cycles chose a combination of lead time

and trade secrets (Thoma and Bizer, 2013).

Trade secrecy appears to be more effective in process innovations (Crass, 2019; Gallie, 2012;
Hussinger, 2006; Leiponen ad Byma, 2009). In Keupp (2010) the studied company refrains

from revealing packaging technology and specifications. The way to maintain this was keeping
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the valuable information localized to the mother company and training subsidiary staff in the

main facility (Quan and Chesbrough, 2009).

To continue, development stages of innovation also often impact the choice of IP protection
mechanisms. In the pre-market innovation development stage firms often chose to rely on trade
secrecy to avoid early disclosure of information (Hemphill, 2004; Gallie, 2012; Delerue ,2010;
Collombelli, 2020; Thoma and Bizer, 2013; Arundel, 2001; Seo et al, 2015). Movement of the
innovation to the commercialization stage, conversely, is usually associated with
implementation of a patent or another, informal, IP mechanism (Arundel, 2004; Thoma and
Bizer, 2013), such as a non-disclosure agreement (NDA) (Manzini and Lazarotti,2016), the
form and stage of innovation market development a factor weighing on whether or not the

company proceeds with trade secrecy (Arundel, 2004; Thoma and Bizer, 2013).

Another identified category of approaches in this section is focused around collaboration, de
Faria and Sofka (2010) arguing reciprocity as an effective approach establishing trust between
partners easing information flow. When collaborating with such business partners firms tend
to follow strategic openness (Crass et al, 2019). Contrary to reciprocity and openness, however,
Nelson (2016) argues for strategic withholding by academia in the early stages of commercial
dealings. McAdam and Marlow (2007) also identify hostility and guarded atmosphere in
collaboration between entrepreneurs. Finding the right balance of information sharing can also

therefore contribute to the success of a collaboration project (Nelson, 2016).

HR approaches:

According to the systematic literature analysis, HR mechanisms constitute a major part of
overall available trade secrecy protection mechanisms. Among the subcategories are trust
building, managerial, training and recruitment, approaches concerning incentives and

defensive legal approaches.
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Implementation of trade secrecy protection within an organization, for example, requires
significant employee loyalty and trust building (Gallié & Legros, 2012). Hannah (2007) argues
employees are more likely to safeguard confidential information if put into positions of trust,
Elliot et al (2019) extending into the importance of ‘relational contracts’, whilst Du Zubielqui
et al (2016) find building trust complementary to legal contracting. Therefore, establishment
of effective HR strategies for employee retention and maintenance of organizational justice can
significantly increase trustworthy security practices within the organization (Flammer &
Kacperczyk, 2019; Gallié & Legros, 2012), Such trust building also extends beyond employees
of the company, to partners, suppliers and consumers, negating the need for legal IP protection

mechanisms (Kitching & Blackburn, 1998).

For this reason, incentives have been identified as a vital category of HR approaches. Incentive
approaches can be divided into pecuniary and non-pecuniary approaches, performance and
equity-based compensation providing a sense of belonging to the company (Teece, 2000).
Elliot et al (2019) and Olander and Hurmelinna- Laukkanen (2015) argue shared ownership,
employee participation, schemes, deferred rewards and long-term compensation packages are
very effective in confidential information safeguarding. Non-pecuniary incentives have also
been effective with knowledge workers. According to Flammer and Kacperczyk (2019)
providing a sense of autonomy in the choice of the next project can outweigh financial
incentives for a knowledge worker. Additionally, delegation of decision-making, ongoing
training and involvement of employees in social projects are also a part of IP protection
approaches (Gallié & Legros, 2012). On-the job training the increases use of trade secrecy and
establishes social norms of behaviour with regards to organizational security (Elliot et al, 2019;
Gallie&Legros, 2012; Olander & Hurmelinna-Laukkanen, 2015), consequently supporting IP

rights.
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Culture is another defining factor of trade secrecy safeguarding under HR approaches. In his
study, Liebeskind (1997) noted cultural conditions of collectivism and individualism possess
the capacity to influence norms of behaviour and attitude towards information seeking and
disclosure. Both masculine and assertive cultures are examples of lower levels of cooperation
and knowledge sharing. Therefore, Delerue and Lejeune (2011) argue assertive cultures with
individualist societies are more efficient in trade secrecy management and protection.
Depending on the cultural belonging of the employee it might be necessary to limit social
interaction of certain employees to avoid trade secrecy disclosure (Delerue, H.& Lejeune,

2011).

Finally, defensive, legal approaches, include NDA’s, confidentiality clauses, assignment and
non-compete agreements (NCAS) limit the employee from interacting with the company’s trade
secret unless it is required for their employment (Hannah, 2007; Lu, 2007); Marx, 2011). This
restricts mobility of key employees, representing an essential mechanism of trade secrecy
protection (Gallié & Legros, 2012) enacted via compensation and high pay (Delerue &

Lejeune, 2010).

4.3. Dynamic capability-based trade secrecy approaches

The identified DC based approaches to trade secrecy (see Table 4) align with the three stages
of DC: sensing, seizing and reconfiguring. The sensing section of the study is focused on
identifying trade secrecy approaches in the literature demonstrating company awareness of
environmental changes or threats to trade secrecy, the actions following relatable to seizing
opportunities, implementing measures resulting from environmental changes (Teece, 1997)
Finally, the reconfiguration section reveals approaches taken by companies as a final step after

the threat to trade secrecy or an actual trade secrecy breach.

Informed by our conceptual framework, our analysis revealed that the lower number of trade

secrecy measures as compared to the RBV approaches is explained by a smaller number of

23



studies available that pursue the subject of trade secret misappropriation in innovating
companies; and the more limited number of identified measures that are present in the literature
to react to the changes in the business environment. The most prominent of DC categories is a
reconfiguration stage where companies respond to theft or misappropriation of a trade secret
post factum. This, in turn, emphasizes the lack of organisational monitoring of potential threats
to trade secrecy theft/misappropriation and poor selection of preventive strategies.

Table 4. DC approaches

Main DC
category

Description

Sub-category

Identified approaches

Referenced studies

Sense-based
approaches

Seize-based
approaches

24

The sense-based trade
secrecy approaches are
concentrated on
organizational capacity
to monitoring of
environmental changes.
This process constitutes
a continuous evaluation

of threats and
opportunities to
company’s IP and/or

trade secret.

The seize-based trade
secrecy approaches are

with
company
measures to respond to

concerned
functioning

trade secrecy threats or
opportunities. These
include continuous R&D

and awareness training.

Investment in R&D;
collaborative activities;
interfirm secrecy;
auditing of intellectual
property assets;
evaluation of operation
costs against trade
secrecy protection costs;
binding legal contracts
with customers,
suppliers, etc (definition
of jurisdiction).

R&D with continuous IP
monitoring; continuation
of IP auditing; use of
complementary assets
(lead time, complexity of
design, technical actions
etc.); exclusivity;
continuous monitoring of
HR practices.

Klasa et al (2018); Flammer
and Kacperczyk (2019);
Contigiani et al (2018);
Hussain and Terziovski
(2016); Keisner et al
(2016); Miric et al (2019);
Kitching and Blackburn
(1998)

Elliot et al (2019); Hemphill
(2004); McConnahie
(1997); Castellaneta and
Conti (2017); Olander and
Hurmelina-Laukkanen
(2015); Hussain and
Terziovski (2016);
Fredendall et al (2016);
Nelson (2016); Soli-Saether
et al (2015); Gama (2019);
Amara et al (2008);
Delerue (2010);
Hentonnen et al (2015);
Soli-Saether et al (2015);
Sternitzke (2017); Nelson
(2016); de Faria and Sofka
(2010); Elliot et al (2019);
Zobel et al (2017)

Hannah (2007); Keupp et al
(2010); McConnahie, 1997;
McAdam and Marlow,
2007; Manzini and
Lazzarotti (2015);
Basuchoudhary and Searle
(2020);



Reconfiguration
-based
approaches

The
trade

reconfiguration

secrecy
the
the
company in response to

approaches are
measures of

Offensive
organizational
approaches

Proactive HR

Strengthening of security
measures; re-evaluation
of access to key company
premises and resources;
increase of

Sofka et al (2018);
Neuhausler (2012);
Olander and Hurmelinna-
Laukkanen (2015);
Flammer and Kacperczyk

trade secrecy breach or mechanisms organizational corporate  (2019); Elliot et al (2019);

misappropriation. They social responsibility Hemphill (2004); Hannah

possess an offensive  Offensive engagement; severe (2007); Marx (2011);

and proactive character legal misconduct policies; Keupp et al (2010);

due to the urgency of approaches disciplinary action; HR Nagshbandi and Kaur

the company’s monitoring system; (2015); Thoma and Bizer

response. Business cease-and desist legal (2013); Zhao (2019); Gallie
approaches mechanismes; litigation and Legros (2012); Delerue

(injunction,
compensation); proactive
poaching; social
sanctions;
reconfiguration of
business operations
(increased advertising,
new R&D, hiring,
increase of capital
investment); etc.

and Lejeune (2010);
Neuhausler (2012);
Contigiani et al (2017);
Hannah (2007);
Castellaneta et al (2017);
Kitching and Blackburn
(1998); Klasa et al (2018);
Hentonnen et al (2016);

4.3.1. Sense-based approaches

According to Teece (2007), to recognize emerging opportunities, companies must invest in
research activities to continuously search for new customer needs, technological opportunities
or changes in demand or competitor’s behaviour (Teece, 2007). In the case of trade secrecy,
the identified approaches are in response to environmental changes and possibilities that can

potentially endanger trade secrecy protection.

The main difference between the innovation-related mechanisms in RBV and sense approaches
in the DC section lies in the overall approach to innovation. Sensing potential changes in the
environment that may create a new business opportunity or threat to their trade secret may
affect a company's choice of trade secrecy protection. Of course, the accepted innovation-
related mechanisms of RBV are still applicable, such as limiting information flows between
client and organization (Elliot et al, 2019), strategic withholding and delayed sharing (Nelson,
2016; Soli-Saether et al; 2015). However, Gama (2019) also argues that when there is a threat

of undefined IP strategies between collaborating parties’ interfirm secrecy is an applied
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concept. In this instance, proprietary knowledge remains confidential between collaborating

partners and is stipulated to the external market when it is convenient to them (Gama, 2019).

Going back to the original step of “sense” as part of the DC view, continuous auditing of new
and existing intellectual assets defines the future line and direction of the company's research
and development (McConnahie, 1997). A company looking to protect its current trade secrets
from potential infringement or profit from new opportunities must stay on top of internal
processes and continuously evaluate the cost of operations against maintenance of trade secrecy
protection (Hemphill, 2004). With that in mind, organizations focused on trade secrecy may
choose to define their legal rights under their relevant jurisdiction following initial limitation
of information flows (Keisner et al., 2016; Miric et al., 2019), NCAs and NDAs also supporting
trade secrecy protection in new opportunity discovery (Contigiani et al., 2018; Kitching &

Blackburn, 1998; Hussain & Terziovski, 2016).

4.3.2. Seize-based approaches

There are few trade secrecy mechanisms identified in the literature that constitute a seize
approach according to DC theory. Instead complementing continuous auditing of current and
new IP assets in the ‘sense’ stage (McConnahie, 1997), are lead-time advantages and
complexity of design (Amara et al., 2008; Sternitzke, 2017) to provides enough time for trade
secrecy holders to appropriate R&D outcomes (Keupp et al, 2010; Nagshbandi and Kaur, 2015;

Thoma and Bizer, 2013; Zhao, 2019).

That being said, continuous organizational R&D requires a certain level of technological
competence. According to de Faria and Sofka (2010) the technological level of the
collaborating organization sets the standard for knowledge protection strategies. If the
environment is low-technology, broader strategies are applied, but if the environment presents

high-tech aspects a more precise and narrower approach is applied to trade secrecy and other
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IP assets, exclusivity being one of the narrower strategies for effective knowledge assets

control applied during the R&D process (Hentonnen et al, 2015)

In addition to continuous monitoring of R&D processes, Delerue (2010) and Elliot et al (2019)
argue for the continuous monitoring of organizational human resource practices. Awareness
training is one of the approaches identified for trade secrecy safeguarding during R&D
processes (Teece, 2007). In this instance, Hannah (2007) argues that training provides
employees with an understanding of what exactly constitutes a trade secret and a capacity to
maintain its safety when the need arises during the innovation process (Hannah, 2007). Damij
et al (2022) have also uncovered that identification of the most relevant skill sets in employees
through continuous evaluation and training stimulates more informed HR decisions and better

exploitation of IP.

4.3.3. Reconfiguration-based approaches

In this study, trade secrets are key organizational assets or are affected by other key
organizational resources requiring reconfiguration. The review of the selected literature

identified approaches as offensive organizational, offensive legal, proactive HR and business.

Offensive organizational approaches:

Organizational approaches to trade secrecy endangering or misappropriation are focused on
strengthening of routine security measures. One key organizational approach to the threat of
trade secrecy misappropriation is re-evaluation of access to key company premises and
resources (personnel, databases and laboratories) (Sofka et al., 2018; Maurer and Zugelder,
2000). Such continuous assessment is a necessity for an innovative organization where

knowledge is dynamically changing (Neuh&usler, 2012).

Some firms choose to tackle the threat of trade secret misappropriation through increasing

organizational corporate social responsibility (CSR) engagement. According to Flammer and
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Kacperczyk (2019), increased organizational focus on CSR mitigates employee mobility and
improves employees’ propensity to disclose information if they do decide to join the rival firm.
However, if the security breach does occur the responsible individual is likely to compromise
both their terms of existing employment and future opportunities of employment in similar

organizations (Elliot et al, 2019).

Proactive HR approaches:

Proactive HR policies mitigating knowledge misappropriation reinforce organizational efforts
of trade secrecy and confidential knowledge safeguarding. According to Elliot et al (2019),
when Google experiences information leaks it tracks down the source of the leak. If the source
of the leak is Google’s own employee, Google applies its own severe misconduct penalties and
the employee is usually fired (Elliot et al, 2019). Hemphill (2004) agrees abuse of trade secret
information by an employee must be met with severe disciplinary action and if the employee
is let go, reminded of their continuing responsibility to not disclose such confidential
information. However, despite cease-and-desist legal mechanisms, some former employees
will choose to ignore threats of litigation and joined the competitor company regardless (Marx,
2011), continuous monitoring of employee behaviour, assessment of trustworthiness and
reward systems for trustworthy conduct diminishing this threat of trade secret misappropriation

(Olander and Hurmelinna — Laukkanen, 2015).

In instances when the employee is let go for a different reason, Hannah (2007) argues for
exercising caution. According to Hannah (2007) the organization with a trade secret needs to
reassure the employee with previous access to confidential information that they are not let go
abruptly on unfavourable terms. Maurer and Zugelder (2000) also recommend conducting exit

interviews.
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A more aggressive approach to maintain competitive advantage is “proactive poaching” (Klasa
et al, 2018). Stronger and financially stable companies poach rival’s employees in order to
disclose their trade secrets and weaken the rival’s market position (Castellaneta and Conti,
2017). Finally, in cultures where personal networks are highly valued (e.g.China) social
sanctions are another trade secrecy breach mitigation approach, fear of loss of personal
relationships pushing employees to abstain from untrustworthy behaviour with regards to

confidential information (Keupp et al, 2010).

Offensive legal approaches:

Kitching and Blackburn (1998) argue adoption of informal IP rights, such as trade secrecy
entails a restriction of possibility to resort to law in the case of breach. However, in instances
where trade secrecy breach is inevitable or has already occurred there are legal mechanisms
potentially providing a company with compensation for losses incurred following information
disclosure (Castellaneta et al; 2017). Among remedies available to the injured party are
injunctive relief (obligation to avoid or conduct a certain behaviour), monetary penalties and
occasionally imprisonment (Castellaneta et al, 2017; Elliot et al 2019; Hemphill, 2004;
Contigiani et al; 2017). Legal approaches available to mitigate trade secrecy breach or a threat
of breach are, however, often limited, mitigating the possibility of breaches of trade secrets
ending up in court, requiring the company to demonstrate the presence of such a trade secret
(Klasa et al., 2018) and high risk of trade secrecy disclosure when trying to pursue breach

litigation (Delerue and Lejeune, 2010).

In instances when legal protection of trade secrecy is no longer possible, some companies
choose to pursue patenting. Gallie and Legros (2012) argue if there is a high turnover of key
personnel, patenting of the most essential innovations is key to avoiding dissemination of

valuable knowledge. Neuhausler (2012) expands further and argues, in addition to a new
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patenting strategy after trade secrecy, a company can engage in offensive blockage of

competitors from using technology in the same or adjacent areas.

Business approaches:

A change in environment affecting organization’s trade secrets and other forms of sensitive
information forces the business to not only re-evaluate safeguarding and mitigation
mechanisms, but also reconfigure business operations (Teece, 2007; Hemphill, 2004),
continuous monitoring and observation of the market key to sustaining competitive advantage
(Teece, 2007). According to Klasa et al (2018) companies need to engage in increased
advertising, unused debt capacity additional R&D activities, active hiring of personnel,

litigation (if inevitable) and increased capital investment (Klasa et al, 2018).

Needless to say, approaches to reconfiguration of business activities vary depending on the
types of parties involved, business to business (B2B) activities requiring ongoing monitoring
of activities of all business parties (Hemphill, 2004). In collaborating with supplier’s
contractual protection and trade secrecy measures both need to remain stringent (Henttonen et
al., 2016). According to Hentonnen et al (2016), if secrecy protection cannot be reinforced, a
company can either continue the collaboration, providing lead time and contractual drafting are
sufficient; or consider other forms of cooperation. Conversely, when businesses are
cooperating with government (B2G), limited knowledge sharing is the established norm

(Keupp et al, 2010)

To conclude, an overview of the identified trade secrecy measures within the DC view umbrella
have demonstrated an additional layer of the potential measures that can be utilized by
organizations to protect and gain from their trade secrets. Despite the overlapping nature of

some of the categories with the RBV view, we have been able to investigate them through the
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lens of potential environmental changes and identify additional measures of trade secrecy

protection and mitigation of trade secret misappropriation.

5. Conclusions

5.1 Discussion

Our study indicates that there is a range of approaches a company can pursue to protect its trade
secrets that together form a system. It is evident the RBV and DC approaches require each
other to make the system coherent. RBV approaches are a prerequisite to dynamic trade secrecy
management approaches. The consequent navigation of this loop of approaches increases the
company’s chances of sustaining its trade secrets and, consequently, competitive advantage.
The results of this study have also demonstrated that there are common approaches that can be

applied under both the RBV and DC umbrella. Among these identified common approaches

are:

1. Approaches derived from collaboration and cooperation with different business parties,
such as:
a. Approaches based on trust, such as strategic withholding, delayed sharing (Nelson,
2016) or contractual drafting prior and during the collaborative process (Hentonnen
et al, 2016);
2. Approaches derived from HR awareness training (Delerue, 2010; Elliot et al, 2019);
3. Approaches based on organizational security measures and its consequent strengthening
(Sofka et al, 2018);
4. Approaches based on financial capabilities and building of unused debt capacity to be able

to react to environmental changes swiftly and efficiently (Klase et al, 2018);
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5. Legal approaches that are centred around the non-disclosure agreements, the availability
of the latter a prerequisite for effective litigation outcomes (Hemphill, 2004; Hannah,
2007).

It is worth noting that the richness of trade secrecy approaches in the proposed theoretical

framework does not guarantee the maintenance of trade secret protection. The availability of

such a theoretical framework can become a useful tool only if the management of
organizations seeking to maintain their trade secrecy protection has the understanding and the

capacity to pursue such protection approaches.

5.2  Contributions

This study therefore contributes to the academic literature in several ways. First, we contribute
to the studies of Bos et al (2015) and Hannah et al (2019) who identified the trade secrecy
management lifecycle but also the need for further research into its latter stages. Specifically,
our study goes beyond the premise of a management lifecycle by introducing a categorized

framework for trade secrecy management supported by theory (both RBV and DC).

Second, we offer additional insights into the approaches companies undertake to react to
leakages and develop further secrets based on the studies of James et al (2013) and Kang and
Lee (2022). We also elaborate Liebeskind’s (1997) ideas on the introduction of rules,
compensation and structural isolation, and set them in a categorized scheme of mechanisms for
management of sensitive information by organizations aiming to protect trade secrets. The
categories are clustered around organizational, legal and HR capabilities (see Figure 5 and 6),
the differences in these approaches underlined by organizational goals and environmental

conditions.

Third, we contribute to the broadening of the theoretical underpinnings in the subject area. Our

study has demonstrated the limitations of isolated application of only one of the theoretical
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foundations. It has been identified that trade secrecy safeguarding approaches can benefit from
both RBV and DC theories, which are effective, and can be applied simultaneously as well as

sequentially, being both overlapping and complementary with each other.

5.3  Managerial and Policy Implications

This study also suggests important practical implications. For managers, there is a vast amount
of choice for managers, with regards to safeguarding their organisation’s’ existing or new trade

secrets throughout the trade secret lifecycle. The research identifies their practical application

in various stages, including misappropriation, as indicated in the table below.

Table 5. Trade secrecy approaches and managerial implications

Framework Category Key references Managerial Implications
RBV | Defensive Solli-Saether et al 1. Introduction of internal trade secrecy
organizational (2015); Elliot et al protection policies.
approaches (2019); Manzini and 2. Information flow control and alignment of
Lazarotti (2016); procedural protocols.

3. Labelling of documentation as “confidential”

or “non-disclosure”.
Financial Basuchoudhary et 1. Establishment of financial policy
approaches Searle (2019); Klasa instruments.
et al (2018); 2. Maintenance of unused debt capacity for
trade secrecy leakage mitigation.
Physical and Gama (2019); 1. Introduction of secure check points in
electronic access  Hannah (2007); facilities.
Sofka (2019); Keupp 2. Access to key personnel only.
(2010) 3. Encrypted cyber security protocols and
avoidance of written documentation.
Innovation- Amara (2018); 1. Bundle different IP mechanisms for
based Hussinger (2016); innovative products with shorter life cycles
approaches Thoma and Bizer and service industries.
(2013); 2. Localisation of valuable information to head
office only.

3. Use of trade secrecy in pre-market
innovation development and strategic
withholding in collaboration.

HR and legal Elliot et al (2019); du 1. Build employee loyalty and trust.
approaches Zubielque et al 2. Use of equity-based compensation.
(2016) Hannah 3. On-the job training.
(2007); Maurer and 4.  Assertive organizational cultures efficient in
Zugelder (2000) trade secrecy management.

5. Use explicit non-disclosure and non-compete

agreements.
DC | Sense-based Hemphill (2004); 1. Continuously monitor changes in the
approaches Gama (2019); Klasa environment.
etal (2018); Elliot et 2. Li_mit infprmation flows (s_trategic
al (2019). W|th_hpld|ng, delayed_sharlr_lg).

3. Auditing new and existing intellectual assets.

4. Use of confidentiality agreements in the
discovery phase of new opportunities.

Seize-based Amara et al (2008); 1. Continuous R&D activities.
approaches Galiie and Legros 2. Continuous awareness training.
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(2012); Hentonnen et
al (2015)

Reconfiguration-  Neuhausler (2012);

based Olander and

approaches Hurmelinna —
Laukkanen (2015);
Klasa et al (2018);

wn e

o s

Use of complementary approaches such as
lead time advantages and complexity of
design to safeguard initial stages of trade
secrecy development.

Strengthening routine security measures.
Re-evaluation of access to key premises.
Continuous employee behaviour monitoring,
assessment of trustworthiness and
introduction of reward systems for
trustworthiness.

Start litigation.

Increased advertising, active hiring,
increased capital investment, etc.

Policy implications, by way of contrast, are focused around three areas:

1. Development of policy guidance in trade secrecy implementation and overall trade

secrecy management for innovating organizations, especially SMEs.

2. Increasing awareness in trade secrecy as a robust mechanism of IP protection. Trade
secrecy awareness is generally limited to limitations of confidential information access.
3. Understanding that trade secrecy is a complex process of IP management. It is,

therefore, essential to consider trade secrets in their scope of applicability that is

independent of the patenting system.

5.4 Limitations and Future Research

Based on our results following the SLR approach, we identified limitations in the trade secrecy
literature which suggest future focus for such empirical research. First, the establishment of the
categorized approaches to trade secrecy protection in this study allows room for future research
on the development of a unified framework of approaches to trade secrecy protection that
includes both theoretical and practical approaches and the establishment of a comprehensive
process of trade secrecy management. The latter would possess practical implications for
companies that are looking for guidance on how to navigate the protection of their trade secrets.

Hence, scholars can focus on studies to provide a comprehensive process of trade secrecy

management.
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Secondly, the presence and richness of literature in the RBV results section demonstrates that
more research is needed in exploring ways of mitigating the consequences of trade secret
misappropriation. The categorization of approaches under the DC section has demonstrated
that there is limited research in understanding the approaches the companies can apply after
the breach of a trade secret, recovering of losses from it or reconfiguring business operations
as a result of trade secrecy misappropriation. Accordingly, future studies can focus on

investigating mitigation approaches organizations pursue post trade secrecy misappropriation.

Third, there is a gap with regards to the identified approaches and their impact on strategy
building and innovation and vice versa. More precisely, how can a company utilise the
identified trade secrecy approaches in the most efficient manner? More research is also needed
in identifying and developing trade secrecy protection approaches under different contextual
variables: industries, countries, cultures, organization sizes, etc. Hence, future studies can
focus on the efficiency of trade secrecy protection approaches and their implementation in

various settings (contexts and sectors).

Fourth, we have been able to pinpoint that there is a lack of synergy between HR departments
of innovating companies and trade secrecy protection approaches. Some of the discussed
approaches in the literature (Gallié and Legros, 2012; Delerue and Lejeune, 2011; Hannah,
2007, etc) are usually independent of other business processes. The overall understanding and
acknowledgement of all these strategic synergies proves to be paramount for innovating
companies working with trade secrecy. Also, there is a lack of attention to practical approaches
of physical limitations and unused debt capacity for innovating companies that want to protect
their trade secrets. Accordingly, it would be beneficial to explore alignment of trade secrecy
approaches and business processes in the organizational context. As well as, investigation of

the reasons behind the lack of awareness around practical trade secrecy approaches.
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Fifth, we have identified that trade secrecy protection in collaborative processes can potentially
have a negative impact on further innovative activities. Finally, no research has been done in
investigating the trigger point of trade secrecy strategy change as a result of loss or spill-over
of confidential information. The latter would allow the understanding of the trigger point and
the necessity to consider trade secrecy management as a dynamic knowledge management
process that needs to be constantly reviewed. Therefore, more research is needed on the
investigation of the effects of trade secrecy on collaboration and trigger points of trade secrecy

strategy change.
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