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Abstract

Higher Education students are purported to be heavy users of technology; specifically, smartphones,
which are “Internet of Things” devices. These have revolutionized every sector of public and personal
life, including teaching and learning within Higher Education. The way students engage with each other,
with institutions of higher learning, and with their own education, has changed dramatically. The
smartphone pervades all areas of their lives with a plethora of security issues accompanying its use.
Cybersecurity perceptions are said to inform security practices and precautionary-related behaviours. If
perceptions are skewed, the necessary security behaviours might be inadequate. The main objective of
this quantitative study was to investigate the level of smartphone security awareness of Higher
Education students undertaking a Business degree at a Welsh University during the 2016-17 and 2018-
19 academic years. Understanding whether students have acquired prior cybersecurity knowledge
through formal means was key to understanding whether there was a link between security education,
security awareness, smartphone security behaviours, perceptions and practices. This research
therefore aimed to investigate: 1) The level of smartphone security awareness depicted in the attitudes,
behaviours, knowledge and competences of these university students; 2) Any gender differences in
terms of attitudes, behaviours, knowledge and competences regarding smartphone security awareness;
and 3) The importance of cybersecurity awareness & training. Participants in this study were largely
male, with half of the participants having undertaken a prior information communication technology
course. Almost all participants recognised that there were issues with social networking applications and
location sharing. The majority did not deploy measures to prevent viruses, this being the case for
significantly more females. More than half of the participants used mechanisms to protect their data.
However, significantly more of the 2018-19 participant group, as compared to the 2016-17 participant
group, did not do this. This study suggests that formal information communication technology training
improved awareness of the security risks and more secure behaviours. Even so, smartphone security
awareness is not as high as hoped. This study suggests that as technology and digital literacy gain
importance, smartphone security literacy training should not be left to chance. It is clear that education
and training should occur early in the education life cycle, and be a lifelong learning activity.
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1 INTRODUCTION

1.1 Nature and scope of problem

Technological advances have always impacted societies. However, it is expected that in the next decade
its growth will be exponential and will have a transformational impact on the way people work and play,
affecting all areas of our lives [1]. Klaus Schwab, the founder and executive chair of the World Economic
Forum (WEF), based in Geneva, coined the term “The Fourth Industrial Revolution” (4IR) at the WEF
meeting in Davos in 2016, and published a book with the same title. Schwab contends “we stand on the
brink of a technological revolution that will fundamentally alter the way we live, work, and relate to one
another” [2, p. 1].

This “revolution” promises to transform the ways in which goods are used and services rendered and
many of these will be facilitate by smartphones, creating an “on-demand economy” [2]. Xu et al. [3]
suggests that our core industries and sectors, such as health and education, are being positively
impacted by this “disruptive innovation”. It is clear that this digital “explosion” will present opportunities
but also introduce a range of challenges [3].

The term “Internet of Things” (loT), coined in 1999 by Kevin Ashton [4], refers to the “network of physical
objects” [5, p. 41]. Advances in circuits and software have added a level of digital or artificial intelligence
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to devices enabling real time data to be communicated without a human being involved, linking digital
and physical worlds [6]. There has been a rapid increase in the deployment of loT devices (see [7]);
demonstrating the evolution of a hyper connected world.
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Figure 1. The Internet of Things (loT) units installed base by category from 2014-2020) [7]

These small and relatively cheap intelligent devices are embedded in everyday objects and can send
and receive information via the Internet, enabling data to be aggregated to monitor and control other
devices [6]. Access to these IoT devices, and their data, needs to be secured to prevent sensitive data
from being used without permission for illegal or unethical purposes. Rayome [8] argues that the
smartphone, too, is an loT device. Smartphones are essentially personal computers which give their
owners easy access to the Internet, a functionality not afforded by older feature phones.

This research investigating the vulnerabilities caused by this rapid diffusion of 10T devices. In particular,
we examine the awareness of Higher Education students, and their smartphone use, in particular
whether prior IT related education impacts security behaviours and awareness, and whether there are
any gender-related differences.

1.2 Vulnerabilities and Security threats

loT devices increase the vulnerabilities present in any given network [3]. Hypponen’s [9, p. 5] law:
“whenever an appliance is being described as being ‘smart’, its vulnerable”, is a fitting portrayal of this
situation. Statistics show that there has been a dramatic increase in the volume and complexity of new
mobile security threats [1], emphasizing the importance of mobile security awareness. A higher level of
alertness is being required as lives become extensively connected to various devices, from mobile
phones, cars, and light switches to home security cameras, and smart speakers [3]. Access to these
devices and the information made available from these devices via the Internet; pose a new kind of
threat. In particular, owners face the risk of data loss, degraded functionality, financial loss, and the
invasion of privacy, risks that become real when exploitation of these vulnerabilities occur [10].
Furthermore, Watson and Zheng [10] contend that data on the mobile device can be stolen, tampered
with, held for ransom, or outright deleted, the impact of which can be significant.

Smartphones are usually privately owned and most universities and organisations allow these to be
used within the university—referred to as “bring your own device” (BYOD) [11]. BYOD security, in
particular smartphone security, poses a greater risk, because according to a study conducted by McGill
and Thompson [12], people are much more likely to actively protect their home computer or laptop than
their smartphone or tablet.

The lack of user security awareness is a critical factor influencing mobile security behaviours [13, 11,
12]. Core industries and sectors, such as education, need to reshape how they operate [3]. The 4IR
therefore requires educational institutions to redefine the conventional ways in which educational
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content is being delivered to students, as well as the actual content, to keep abreast of the changing
technological developments and the opportunities and threats these present.

1.3 The Educational Context

Penphrase [14] suggests that unlike previous industrial revolutions, the rapidity of advance of the divisive
technologies of the 4IR share the capacity for rapid increases in scale and cost efficiencies, which
demands a more proactive response from the educational sector than the more “gradual societal
evolution and subsequent response from educational institutions in earlier industrial revolutions” [14, p.
224).

At a relatively large university in Wales, where this study was conducted, the majority (61%) of its
students are from Britain (England, Scotland, Northern Ireland and Wales), with Asia being the second
largest source of students (28.1%). Education for pupils from the ages of 5 to 16 years is compulsory in
the UK.
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Figure 2. UK smartphone users by age: 2012 — 2019 [16]

Education is a devolved policy area in the United Kingdom with schools in Scotland, Northern Ireland
and Wales following their own curricula [32]. The Welsh government curriculum includes a Digital
Competence Framework, a cross-curricular responsibility applied for all children aged 3 to 16. It
encapsulates the skills that will help children thrive in an increasingly digital world. According to the
report, the framework has four strands of equal importance—Citizenship, Interacting & collaborating,
Producing, and Data & computational thinking, the latter addressing data and information literacy [14].

1.4 UK Mobile phone usage

According to research conducted by O’Dea, 38% of households in the United Kingdom (UK) have two
mobile phones and just four percent of households are without a mobile phone, while one in five have
a single mobile phone in the house [15]. Most phones are smartphones (with the iPhone being the most
popular device) and the smartphone penetration rate expected to be around 77% by 2020. The use of
smartphones has increased significantly from 2013 to 2019 (see Fig. 2). Most smartphone users use
their phones to search for information (using search engines), visit social networks and read e-mail.
Messaging applications are used more frequently than other applications [15].

1.5 Main aim of the research

Once students enter university, how security literate are they? Is there a difference in behaviours of
those with prior ICT education, and those without? Where do students gain their cybersecurity
knowledge and skills? These are some of the questions that this study aims to investigate. To investigate
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the level of smartphone security awareness of a selected group of Business students at a Welsh
University the following questions were posed:

RQ1 The level of cybersecurity awareness depicted in the attitudes, behaviours, knowledge and
competences of university students regarding smartphone security.

RQ2 Gender differences, in terms of attitudes, behaviours, knowledge and competences of university
students regarding smartphone security.

RQ3 The impact of cybersecurity awareness education

2 METHODOLOGY

2.1 Context and participants

Two sets of data were collected from students enrolled for a Business degree in the School of
Management. In the 2016/2017 academic year, it was collected from first-year students, enrolled for a
core first-year module; and in the 2018/2019 academic year, from students enrolled for a second-year
elective module. The aim was to compare smartphone security awareness of students exposed to prior
formal Information and Communication Technology (ICT) education and those who were not. It should
be noted that entry into the first-year Business degree does not require any formal ICT training, and no
formal ICT training is offered during the first-year of the Business degree.

2.2 Data collection

Qualtrics was used to administer a pre-designed questionnaire of 65 open-ended and closed questions
to the two student cohorts. The questionnaire addressed the cyber security awareness of smartphone
users. Ethical clearance was obtained from the university’s research committee.

The questionnaire was administered to the 2016/2017 cohort at the end of the term. One hundred and
thirty students completed the questionnaire of which only 79 (n=79) could be used. Several
questionnaires were incomplete, and thus excluded. Two hundred and ten students from the 2018/2019
cohort completed the questionnaire at the start of the second term but only 82 (n=82) were retained,
because incomplete questionnaires were excluded. The data were combined to answer the research
questions. For the rest of this report, participants will be referred to as non-Information Communication
Technology (N-ICT) or Information Communication Technology (ICT) participants.

Quantitative analysis using SAS® [17] was carried out on the data set and on the following groupings:
gender and ICT background, ICT and Non-ICT former education. The open-ended questions provided
additional information that was coded and analysed quantitatively.

3 RESULTS

3.1 Participants

A total of 161 (n=161) students participated in this study. The majority (60%) being male. Most of the
participants completed their school-leaving certificates in towns or in rural areas (56%) with fewer
participants (44%) completing their schooling in cities. The majority were between the ages of 18-22,
with the minimum age being 18 and the maximum 50. On average, the participants had been using
smartphones for 6.9 years.

3.2 Descriptive statistics

Several questions aimed to investigate the usage of smartphones, which provided some interesting
descriptive statistics. In particular, the Apple iPhone was listed as the most popular smartphone (73%),
with Androids listed as the second most popular (24%). The study suggests that most participants (76%)
always kept their mobile phones within reach, while 17% of the participants indicated that this depended
on their current activities.
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3.2.1 User behaviours and perceptions
Perceptions of mobile applications

Most participants (93%) felt that there were issues related to social networking and location based
applications (such as WhatsApp, Facebook, Google Maps) (see Fig. 3). Significantly more females
(13%) compared to 2% of males, were unsure about whether Google presented security issues (Chi-
sq.=8.9040, P=0.0117). Significantly more of the 2018/2019 cohort (85%) compared to the 2016/2017
cohort (61%) were of the opinion that search engines like Google (Chi-sq.=11.21, P=0.0037) posed a
security or privacy threat. A large number of participants were unsure whether Bit Torrent (41%) and
Bitcoin (44%) presented security or privacy issues. More of the 2016/2017 cohort (57%) compared to
the 2018/2019 cohort (46%) indicated that they are unsure whether it is possible to protect one’s privacy
on a smartphone (Chi-sq.=5.8548, P=0.0054).
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Figure 3. Perception of the security / privacy issues using mobile applications

As with search engines, 71% of the 2018/2019 cohort felt that using dating sites presented privacy/
security issues compared to the 2016/2017 cohort (49%) (Chi-sq.=7.4845, P=0.0237), with more males
(64%) compared to females (55%), holding this view (Chi-sq.=1.1572, P=0.5602). Sixty-six percent of
the 2018/2019 cohort compared to the 2016/2017 (44%) felt that Uber and taxi type services (Chi-
sq.=7.5526, P=0.0229) presented security risks. Fifty-six percent of the 2018/2019 cohort indicated that
there was definitely security and privacy issues with using Bit torrent (Chi-sq.=17.7935, P=0.0001),
compared to the 2016 group (24%). Most of the 2016 participants indicated that they did not know
(58%) if Bitcoin posed a security risk, compared to 32% of the 2019 group (Chi-sq.=11.4629, P=0.0032).

3.2.2 Protecting Mobile devices and stored data

Most of the participants (71%) indicated that they shared their passwords with their partners however,
it is interesting to note that significantly more females (81%) compared to males (64%) shared their
passwords with their partners (Chi-sq.=5.5988, P=0.0180) and more of the 2016/2017 cohort (79%)
compared to the 2018/2019 cohort (63%) indicated that they shared their password (Chi-sq.=5.0557,
P=0.02450). Only 12% of all the participants regretted sharing it. Seventy-five percent of all participants
take action before selling their mobile phones, and 57% regularly backup their phones. Significantly
more of the 2018/2019 cohort (51%) compared to the 2016/2017 (35%) indicated that they do not
backup their phones regularly (Chi-sq.=4.3378, P=0.0373).

Very few participants (15%) shielded their access codes when they unlocked their phones when with
family or friends. Only a third (32%) of the participants were of the opinion that it is possible to protect
one’s privacy when using a mobile phone. Most (58%) did not offer security advice to other smartphone
users. However, significantly more of the 2018/2019 cohort (40%) compared to the 2016/2017 cohort
(14%) offered advice to other smartphone users (Chi-sq. =12.6844, P=0.0018).
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3.2.3 Handling of software updates and application installation

Forty-four percent would install an application when they liked it, 15% would look at ratings first, with
19% indicating that they would only install an application if it was useful or effective, and 7% only if it
was from a reputable source. The remaining 15% used a combination of the previously mentioned
reasons to influence their decision to install an application, or not. Seventy-six percent deleted apps
from their phones and regularly installed updates (84%).

3.3 Security Awareness

3.3.1 Awareness of technical countermeasures

Half of the participants understood what encryption meant. Most (65%)—significantly more females
(76%) than males (56%)—did not have an anti-virus software installed on their phones (Chi-sq=4.9378,
P=0.0263). Most participants (69%) did not record the International Mobile Equipment Identity (IMEI)
number of their phones.

Sixty-sic percent agreed that social media should not include personal information such as a mobile
phone number. However, 31% indicated that it should not reveal their year of birth, with more of the
2016/2017 cohort (50%) compared to the 2018/2019 cohort (30%) disagreeing (Chi-sq.=6.5516,
P=0.0378). Only 40% were of the opinion that if you tweet, retweet, or like a tweet, you can be held
liable for its content. Most (53%) said that they had made a friend online.

3.3.2 Awareness of security rules

Most participants (54%) were unsure whether social media was governed by the same laws as normal
publications. However, significantly more females (68%) compared to males (44%) were unsure of this
(Chi-sq.=10.0410, P=0.0066), and significantly more of the 2016/2017 cohort (65%) compared to the
2018/2019 cohort (43%) were unsure (Chi-sq.=10.047.4872, P=0.00237).

Table1. Prior ICT education and security and safety behaviours

Question posed ICT (%) | N-ICT (%) Differences in CS/NCS
p (n=79) (n=68) Chi-sq., p-value

Those that encrypt data on their mobile phone? 21% 14% Chi-sg. 1.0 p=0.3267
Those with a PIN/password/passcode/fingerprint to 52% 44% Chi-sq. 0.4 p=0.5246
control access their mobile phone
Those that never share smartphone access control 13% 11% Chi-sqg. 4.1 p=0.5310
information
Those who install system updates and upgrades on 44% 40% Chi-sq. 2.7 p=0.2544
your mobile phone
Those that hide the PIN/password entry when 8% 7% Chi-sg. 0.1 p=0.9489
unlocking their phone when with friends?
Those that have a record of the phone’s IMEI number 19% 12% Chi-sg. 1.3 p=0.2591
Have used passport style photo as profile picture 34% 14% Chi-sg. 8.9 p=0.0029
Those that regularly back-up the data on their phone 31% 26% Chi-sg. 0.01 p=0.9330

3.3.3 Prior education and security behaviours

The majority of the participants (55%) formally studied an ICT related course before undertaking this
study. Table 1 presents their security and safety behaviours.

Significantly more participants with prior ICT education were confident enough to offer security advice
to others, and slightly more of this group also displayed a more trusting attitude towards making friends
online (see Table 2). More of this group were also aware that they were accountable for retweeting,
liking or sharing posts.
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Table 2. Prior ICT education and security behaviours-confidence and trust
(*Significant at a 5% level of significance)

ICT (%) N-ICT (%) Differences in CS/NCS
(n=79) (n=68) Chi-sq, p-value
Those that offer security advice to other 19% 8% Chi-sq.=8.0, p=0.0182*
smartphone users
Those that made a friend online 32% 21% Chi-sq.=7.16 p=0.0696

Although not significant, more of the participants who had prior ICT education understood the concept
of encryption, with a similar number from both groups being of the view that divulging of personal details
like a birth date on social media is unwise (see Table 3).

Table 3. Prior ICT education and security perceptions and understanding.

ICT (%) N-ICT (%) Differences in CS/NCS

(n=79) (n=68) Chi-sq, p-value
Those who understand what encryption means 32% 18% Chi-sq. 2.5 p=0.2922
Those who believe social media should not include 18% 13% Chi-sg. 0.3 p=0.8603
personal details like a person’s year of birth

Most of the participants indicated that they found security advice on the Internet (see Fig. 4). However,
more of the N-ICT group used the Internet whereas more of the ICT students received security
information by speaking to others.
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Figure 4. Prior ICT training and security behaviours: source for security advice

3.3.4 Software applications

Most participants (75%) were of the opinion that social media is beneficial for their future career and
promotion, and that it can assist them in promoting themselves as experts in their fields (70%). Ninety-
one percent considered social media important for keeping in touch with friends and family. Most
indicated (75%) that other people’s posts could taint their social media profile and could harm future
careers, opportunities and promotions (61%). However, significantly more females (36%) than males
(16%) were unsure about this (Chi-sq.=8.1075, P=0.0174).
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It was interesting to note the different types of applications participants indicated they would install even
if they mandated location sharing. Sixty-seven percent did not know how to identify a phishing attempt,
with most participants using the Internet to find mobile security advice. However, 39% used the Internet
as their only source for mobile security advice. Twenty percent found mobile security advice via word
of mouth. Most (97%) used an access code to control access to their phones.

4 CONCLUSIONS

4.1 Revisiting the research questions

This study aimed to investigate the security awareness of university smartphone users from different
perspectives: prior ICT versus non-ICT education, gender; and behaviour. The smartphone security
awareness levels were measured. The conclusions of the study can be summarized as follows:

¢ Level of cybersecurity awareness: In general, the level of cybersecurity awareness could be
improved. It is clear that some important indicators of secure behaviour and awareness were
limited. User security awareness is a critical factor for smartphone security behaviours [1].
Mylonas, Kastania and Gritzalis [18] contend that users are not adequately prepared to make
appropriate security decisions when downloading applications. There was a perception that the
iPhone is more secure than Android phones [19]. The fact that the 2019 group did not backup
their phones regularly as compared to the 2017 group, might indicate that they are benefitting
from iCloud backups.

¢ In terms of gender: Females were generally more unsure about certain security issues, and in
some cases significantly more so.

¢ Formal education improves cyber security awareness: Students with prior ICT training
influenced chosen sources of security advice. A study conducted by Koyuncu and Pusatli [1] to
investigate the security awareness level of smartphone users, emphasises the importance of
education and training for cybersecurity. They found that those with a higher education degree
have better awareness levels, and those having ICT security training represented the group with
the highest awareness level, both of these being indicators of how important cybersecurity
education is. Previous studies suggest that users with excellent ICT skills tend to be more aware
of smartphone security issues [18] and those not exhibiting strong information technology
familiarity tend to ignore or be unaware of many critical security options [10]. We confirmed the
findings of these prior studies suggesting a direct link between technology training and familiarity
and awareness of security issues and security behaviours [21].

4.2 Theoretical implication
The theoretical contribution this study makes is to:

1 Emphasize the importance of cybersecurity education, and the link between security awareness
and behaviours of Welsh university students;

Highlight the suboptimal level of awareness of all participants;

3 Reveal gender differences in smartphone security awareness and behaviours of Welsh university
students.

4.3 Practical implications
This study has important practical implications:

1 Smartphone awareness and learning should occur at an early stage of the educational journey.
This study supports Koyuncu’s [1] research which suggests that there needs to be a collective
effort supported by governments, nongovernmental organizations, and others to ensure
cybersecurity safety and security is adequately introduced at an early age. Security literacy and
awareness and in particular smartphone security literacy and awareness programmes should be
offered [20] throughout the curriculum.

2 Smartphone education and smart device safety and security threat awareness raising should be
continuous, and continue as a lifelong learning skill required in the digital age, introduced at
primary school, and continuing throughout young and older adulthood. Lifelong learning is
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required to stay abreast of the impact of technological changes addressing the challenges and
risks associated with these life-changing opportunities.

In a press release from the Welsh government, dated 7 November 2019, the Finance minister, Rebecca
Evans, commented that “Cybercrime is growing, and we need to do all we can to ensure businesses
and people, whatever their age, are equipped with the knowledge and skills they need to recognise the
signs of cybercrime; and provide them with the tools they need to stay safe online” [22].

Smartphone device owners face a number of safety and security threats that put owners and their data
at risk, with the options to select security and safety options left to the person who often is not fully aware
of the mobile security options to protect their smartphones [10]. The results found in this study confirm
previous studies that suggest that the lack of security awareness training and has an impact on the
subsequent mobile security behaviours.
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