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Abstract

Purpose —The purpose of the study is to identify the factors influencing the citizens of India to
prevent cybercrimes in proposed Smart Cities of India.

Design/methodology/approach —A conceptual model has been developed for identifying factors
preventing cybercrimes. The conceptual model was validated empirically with a sample size of
315 participants from India. Data was analysed using Structural Equation Modeling with SPSS
and AMOS software.

Findings —The study reveals that ‘awareness of cybercrimes’ influences significantly towards
actual usage of technology to prevent cybercrimes in Smart Cities of India. The study reveals
that government initiative and legal awareness have less impact towards spreading of awareness
of cybercrimes to the citizens of proposed smart cities.

Theoretical implications — The conceptual model utilises two constructs from technology
adoption model namely perceived usefulness and ease of use. The study employs other factors
such as, social media, word of mouth, government initiatives, legal awareness and organisations

constituting entities spreading awareness from different related literature. Thereby a



comprehensive theoretical conceptual model has been proposed which helps to identify the
factors that may help in preventing cybercrimes.

Practical implications —This study provides an insight to the policy maker to understand several
factors influencing the awareness of cybercrimes of the citizens of proposed Smart Cities of
India for prevention of cybercrimes.

Originality/value — There are few existing studies analysing the effect of awareness of citizens
to mitigate cybercrimes. Thus, this study offers a novel contribution.

Keywords —Cyber security, Digital services, ICT4D, Smart City, Social engineering.

Paper type —Research Paper

1. Introduction

The internet has emerged as an important infrastructure in our daily life in this journey towards
digital transformation (Castiglione et al., 2018). In this journey, the Government of India (Gol)
has announced the intension to create 100 smart cities in India (SCI). Smart Cities are construed
to be datafied or internet cities (Gosgerove, 2011; Falconer, 2012; Gupta, 2014; and Chatterjee,
& Kar, 2017). The Gol is developing the SCI concept with a core of information communication
technology (ICT activity). However, there are concerns that the SCI concept might be adversely
affected by security problems (Thomson, Von Solms, & Lauw, 2006; Chaturvedi, Sing, Gupta,
& Bhattacharya, 2014; Dwivedi et al., 2017; Gcaza, Solms, Grobler, & Vuuren, 2017). It is
expected that citizens of SCI would use high-speed internet for ensuring easy access to digital
services (Chatterjee, & Kar, 2017; Chhonker, Verma, & Kar, 2017). As a result, this
vulnerability might be increased. So, it is necessary to identify the perceived security
determinants necessary for ensuring cybersecurity. The perceived security may affect adoption
and usage of IT services in SCI. Also, with the increase of ICT, the number of cybercrimes might
be increased. Cybercrimes may be defined as “Criminal activity directly related to the use of
computers, especially illegal trespass into the computer system or database of other,
manipulation of theft of stored or on-line data, or sabotage of equipment and data” (Om pal et
al., 2017, p. 166).

In India, the commission of cybercrimes is posing an increasing threat especially for the citizens
of SCI that require prevention. Now, before discussing preventive measures of cybercrimes in
SCI, it is important to realize the conception of Smart City (SC). We can designate a city to be
‘Smart’ if the city has the capability of balancing social, economic and environmental
developments in a sustainable way and if, with the help of government, the city can link-up all
democratic processes effectively (Caragliu, Del Bo, & Nijkamp, 2011). The smart city
authorities are expected to provide digital services to the citizens taking help of innovative
technologies. These digital services would be available to the citizens for different sectors like



smart transport, digital health care, smart energy, e-education and even loT technology
(Chatterjee, Kar, & Gupta, 2018). The use of ICT is essential to ensure balance among these
developments (Tryfones, Kiountouzis, & Poulymenakou, 2001). The government is required to
engage citizens effectively with modern technologies to improve society and their lived
experience (Kickbusch, & Gleicher, 2014). Realizing the fact that a country can leverage its
national wealth through adoption of modern technologies, the developed countries of the world
have already done the needful to expedite production of goods and services. They have created
smart cities to improve the living standard of the inhabitants (Comin, & Hpboijn, 2008; Foster, &
Rosenzweigh, 2010; Chatterjee, & Kar, 2015).

The principal categories of cybercrimes are, for example, Cybercrimes against society,
cybercrimes against property, cybercrimes against individuals and cybercrimes against
organisations (Brenner, & Goodman, 2002). Now to combat the cybercrimes inimical for
progress and developments of SCI, the citizens’ awareness regarding cybercrimes is very much
instrumental (Muniandy, & Muniandy, 2012). As the sense of awareness regarding cybercrimes
grows, the citizens of SCI would become cautious regarding the menace of cybercrimes. Hence,
this act of social engineering for developing awareness is a crucial issue (Mehta & Singh, 2013).
Typical cybercrimes against society include currency forgery, cyberterrorism, illegal website
amendments, revenue stamp forgery etc. (Sproles, & Byars, 1998). Cybercrimes against property
include credit or debit card fraud, infringement of Intellectual Property Rights (IPR) with
software piracy, infringement of copyright, theft of coding, trademark breach and so on (Supriya,
2012). Cyberbullying, cyberdefamation, cyberstalking, email spoofing, hacking, spamming,
(Parthasarathi, 2003, Joshi, 2016) and so on come under category of cybercrimes against
individuals. Cybercrimes against organisations include data theft of organisations, email
bombing, infringement of trade secret using cyberspace, logic bomb, unauthorized access to
computers, virus attack and so on (Parthasarathi, 2010; Weerakkaly, Irani, Kapoor, Sivarajah, &
Dwivedi, 2017). Cybercrimes are also said as ‘Internet Crimes’ or ‘Computer Crimes’ and it
includes criminal activities actuated using computers (Kelly, 1999). These have become a great
concern for SCI (Mohamed, 2003; Obuh, & Babatope, 2011).

For addressing cybercrime challenges (Zhao, Scavarda, & Waxin, 2012), the citizens are
required to use the preventive technologies if they are aware and conversant regarding the
usefulness of the technology and if they do not feel difficulties in using the technologies (Davis,
1989). Thus, there comes the question of adoption capabilities of these technologies. Adoption
behavior has been studied utilising apposite inputs from other studies (Williams, Dwivedi, Lal, &
Schwartz, 2009; Dwivedi, Rana, Janssen, Lal, & Williams, 2017). For this, different adoption
behaviors and models have been studied including Technology Acceptance Model (TAM). The
inputs derived from these studies have helped to identify the factors responsible to enhance
citizens’ awareness regarding cybercrimes. It has helped to identify how the citizens of SCI
would easily use these preventive technologies. With some recommendations, the study ends
with a comprehensive conclusion.

This paper tries to find out the answers of the questions (a) why there is necessity to prevent
cybercrime in SCI? (b) what are different entities responsible for spreading awareness among the
citizens of SCI regarding menace of cybercrimes? (c) how the actual use of preventive
technologies can ensure prevention of cybercrimes in SCI? (d) what are the perceived
determinants influencing the citizens to prevent cybercrimes in SCI? (e) can we develop a
theoretical model for prevention of cybercrimes in SCI?



In subsequent sections, a detailed review on the background literature is presented followed by a
section on how the conceptual theoretical model is developed. This is followed by a description
of the research methodology and then the results of our study have been elaborated. This is
followed by the discussion on the implication to theorists and practitioners. The article
subsequently highlights the limitations with directions of future research. It concludes with the
key takeaways for the readers.

2. Literature review

In the subsequent subsections, we explore the relevant existing literature surrounding smart
cities, cybercrimes and the regulatory ecosystem surrounding cybercrimes in India.

2.1 Smart Cities of India

In smart cities, there will be appreciable use of digital services by the citizens to perform their
daily activities (Carlino, 2011). The citizens of SCI are expected to enjoy digital services
including facilities of having smart buildings (Tagliabue, Buzzetti & Arosia, 2012; Gul &
Patidar, 2015), advantages of smart water management (Van den Bergh & Viaene, 2015), smart
education (Bakry, 2004) and so on. The citizens of SCI are expected to perform their daily
commercial activities with the help of e-commerce platform (Alomari, Woods, & Sandhu, 2012;
Mansoori, Sarabdeen, & Techane, 2018). These include digital payments, mobile banking and so
on. The citizens are expected to use high-speed networks (Chatterjee, Kar & Gupta, 2017).

It is pertinent to mention here that shaping of SCI is still in evolution stage. There is a limited
literature considering the context of India regarding issues of cybercrimes in SCI. The citizens of
proposed SCI are expected to depend on online platforms for performing their daily activities
and hence they are required to be aware and cautious regarding their online activities (Rana,
Dwivedi, Williams, & Weerakkody, 2016). In India, it is experienced that most popular social
platforms are Twitter, LinkedIn, Facebook and so on though many citizens of SCI are expected
to use these platforms simultaneously. Thus, social media would act as an effective factor for the
citizens of SCI to improve their awareness regarding cybercrimes as it would be helpful for
effective interactions through social media (Zhang, & Benyoucef, 2016). The citizens of SCI are
expected to interact directly with each other through Word of Mouth (WoM). It is expected that
awareness related to cybercrimes might be increased through this direct interaction. However,
WoM could act as a substantial determinant to enhance awareness of cybercrimes for the citizens
of SCI. This is because information spread through WoM could motivate the citizens of SCI to
realize the consequences of cybercrimes (Chu, & Kim, 2011; Cheung, & Lee, 2012; Cho, Park,
& Kim, 2014).

2.2 Cybercrimes in Smart Cities of India

Cybercrime constitutes as an act committed or omitted in contravention of law commanding or
forbidding it and for this, there is provision of punishment (Agarwal, 2015). There are diverse
types of cybercrimes (Saini, Rao, & Panda, 2012). These are described in Table 1.

Table-1: Various kinds of Cybercrimes

Cybercrimes Explanation Reference

Hackers Out of curiosity or to be involved in competition with their friends or for Thomas, & Loader,
education or otherwise, some individuals, called Hackers, used to have 2000




explored computer system of others.

Pranksters These individuals used to have perpetrated tricks on others, especially not Richards, 1999
intending to cause any specific or long-lasting damage

Crackers Just for a fun or for causing loss to others with ulterior motive, some Chan, Fan, &
individuals create virus. These individuals are called crackers. Prodromidis, 1999

Cyber There exist several types of cyber terrorisms. It is, sometimes, a smart Longstaff, &

terrorists hacker who attempts to break a Government website or it may be a group  Schultz, 1993;
of identical minded netizens who intend to crash a website with the help of
flooding the website with traffic. Apparently, this action appears to be
innocent, but it can invite many damages and it is still illegal.

Cyber bulls It is a harassment committed by individuals with the help of internet. Adams, 1996;
Unkind email messages, vicious forum posts, posting fake bio-data on Chen, Zeng,
websites and so on come under this category. Atabakhsh, Wyzga,

& Schroeder, 2003

Salami For committing financial crimes, some individuals commit these attacks. Philippsohn, 2001

attackers The secret here is to make an insignificant charge so that in a particular
case none will notice it, for example, an employee of a bank puts a
programme in the server of the bank and it goes on deducting small
amount from every customer regularly.

Career There are individuals who earn part or all concerning to their income from Bowen, & Mace,

criminals crimes committed with the help of internet. ‘The FBI reported in 1995, that 2009

there were more than 30 Russian gangs operating in the United States.
According to the FBI, many of these unsavory alliances use advanced
information technology and encrypted communications to elude capture’.

There are other cybercrimes like data crimes, network crimes, access crimes, virus dissemination
related crimes and so on (Jankowitz, 1988; Spafford, 1989; Power, 2001).To develop awareness
regarding cybercrimes, the authorities including Gol are required to be more up and doing so that
affected citizens of SCI can get appropriate remedies (Belapure, & Godble, 2011; Mohit, 2012;
Harpeet Sing, 2015). In the developing countries, it is observed that financial losses incurred by
organisations are almost 80% due to computer breaches (Saini et al., 2012). Once the awareness
of the citizens of SCI is increased by brushing up this psychology of social engineering
(Agarwal, 2015), they will be motivated to use modern preventive technologies provided they
feel that these will fetch effective result and would not create constraint to use (Davis, 1989).
Technology Acceptance Model (TAM) which has been used here is considered as a special case
of Theory of Reasoned Action (TRA) (Fishbein, & Ajzen, 1975). The development of effective
awareness concerning to realization of menace of cybercrimes may be achieved easily with the
help of social media as an effective medium (Kim, & Srivastava, 2007; Parise, & Guinan, 2008;
Kaplan, & Haenjein, 2010). Social media act as an effective instrument in this context (Qualman,
2012; Lu, Fan, & Zhou, 2016).

The government should take appropriate initiatives and spread information through electronic
and other media to increase awareness of menace of cybercrimes. This would motivate the
citizens of SCI to appropriately use technologies necessary to combat cybercrimes (Shareef,
Kumar, Kumar, & Dwivedi, 2011; Zuiderwijk, Janssen, & Dwivedi, 2015). The parts to be
played by the organisations in different SCI for boosting up awareness of cybercrimes to the
citizens of SCI are pivotal (Mitnick, & Simon, 2011). Organisations should always keep them
updated, otherwise it would help the criminals to commit any crime in SCI (Abu-Musa, 2008). If



awareness of cybercrimes can be improved among the citizens of SCI, it would effectively help
mitigate cybercrimes in SCI (Mehta, & Singh, 2013; Parmer, & Patel, 2016; Zhang, &
Benyoucef, 2016).

2.3 Cyber Crime and Regulatory Ecosystem in India

To address cybercrimes in India, Gol has already framed Information Technology Act, 2000 (IT
Act, 2000). Some of its provisions have been amended in 2008 to make the act more stringent
against cybercriminals. Most of the provisions of IT Act, 2000 since amended are found to be
non-bailable and cognizable. Ironically, it has been observed that some of the provisions of this
act might be abused by the law enforcement authorities. For example, the provisions were
misused in the case of two-girls who were punished wrongly by the law enforcement authorities
in Maharashtra, India (Shaheen Dhada & Others, 2012) by the application of section 66A of IT
Act 2000. Eventually, that section 66A of IT Act 2000 since amended was struck down as the
Supreme Court of India held inter alia that this provision is violative of Article 19(2) of the
Constitution of India in the Shreya Singhal case (Shreya Singhal v. Union of India, WP No. 167
of 2012, Supreme Court of India). The Gol is required to restructure the laws to see that
provisions are not misused by the law enforcement authorities. If these are done, this would also
help the citizens of SCI to enhance their awareness of cybercrimes.

The Gol should also make the citizens of SCI aware regarding extent of punishments available
for the delinquents (McConnel, 2000). This might motivate the citizens of SCI for taking legal
remedies and would motivate them to appropriately use technologies for addressing cybercrimes
in SCI (Holsapple, & Lee-Post, 2006). Ironically the individuals committing cybercrimes often
escape punishment for want of appropriate evidence. It has thus become a challenge as to how
appropriate evidential proofs of computer crimes committed in SCI can be collected to
effectively prosecute the cybercriminals (Jiow, 2013).

3. Development of Conceptual Model

We have seen in the background studies that awareness regarding cybercrimes is pivotal for
tackling and preventing cybercrimes in SCI (Mehta, & Singh, 2013). Now, we try to find out
different entities which could spread awareness of cybercrimes among citizens of proposed SCI.
Moreover, while developing the conceptual model, we would try to find out the major factors
which might influence actual technology use by the citizens of SCI to prevent cybercrimes.

Without development of awareness regarding menace of cybercrimes, the citizens would not be
alert regarding its negative elements (Agarwal, 2015). For this, many agencies are to take
initiatives. Government through publicity campaign and by other means can help the citizens to
improve their awareness (Gupta, Joshi, & Misra, 2012). In a modern technological environment,
social media plays a key role. Everyday activities can be supported through effective use of
social media. Through this, accurate information may be obtained by the citizens. Hence, this
tool is considered effective to improve awareness (Ellison, 2007; Kim, & Park, 2013). Citizens
while interacting with each other, through conversation, can get a scope to develop their
awareness regarding the menace of cybercrimes. Hence, WoM is an effective instrument to
develop awareness (Hung, & Lai, 2015). In smart cities, many organisations are expected to
function. They may be banks, post offices, different financial institutions and so on. These
institutions with the help of email, SMS (Short Messaging Services) or otherwise can boost up
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the sense of awareness. Hence, role of organisations towards contribution of developing
awareness among citizens of SCI count much (Belapure, & Godbole, 2011; Mitnick, & Simon,
2011). If any victim of cybercrime does not get appropriate legal remedy, they will fail to have
faith in legal system. Hence, enhancement of legal enforcement towards addressing cybercrimes
would increase awareness (Ali, 2011; Michael, Steingruebl, & Smith, 2011). Enhancement of
overall awareness of the citizens would help to get them motivated to use the preventive
technology. It would also help to prevent cybercrimes (Pevlou, & Fygenson, 2006). Again, if the
citizens while using preventive technologies perceive that such use is not fetching useful results,
nor the use of technology is free from complexity, they would not be motivated to use that
technology (Davis, Bagozzi, & Warshaw, 1989; Park, 2009). Hence, perceived usefulness and
ease of use would motivate the citizens to use preventive technology which, in turn, will prevent
cybercrimes (Longstaff, & Schultz, 1993; Handerson, & Devett, 2003; Park, 2009).

To visualize, all the factors instrumental to prevent cybercrimes in SCI mediating through two
variables, Awareness of Cybercrimes (AOC) and Actual Technology Use (ATU) are shown in
the following Table 2. It contains the factors, their corresponding explanations and the respective
sources in the form of references.

Table 2: Summary of factors and sources

Factors Explanation Source

Government
Initiative (GI)

By NISAP (Part of National Cyber Security
Policy), by making the citizens of SCI realize
regarding needs of prevention of cybercrimes, the
Gol should try to improve awareness among the
citizens of SCI for prevention of cybercrimes.

Belapure, & Godbole, 2011; Gupta, Joshi,
& Misra, 2012; Raghav, 2012

Social Media  Awareness among citizens of SCI may be Wolfinbarger, & Gilly, 2001; Devraj, Fan,

(SM)

Word of
Mouth
(WOM)

Organisations
(ORG)

developed by Social Media as it would help
exchange information regarding menace of
cybercrimes in proposed SCI. This ingredient
would enhance awareness which in turn motivates
the citizens of SCI to actual use of technology to
prevent cybercrimes in SCI.

Exchange of views by persons to persons through
talks constitute the affairs termed as WOM. It
helps to form effective influence to improve
awareness of citizens of SCI regarding
cybercrimes. It helps developing preventive
measure against cybercrimes in SCI.

The role of organisations functioning in SCI is
vital for forming awareness instrumental to

& Kohli, 2002; Brown, Pope, & Voges,
2003; Pavlou, & Fygenson, 2006; Ellison,
2007; Edelman, 2010; Kim, & Eastin,
2011; Kim, & Park, 2013; Shin, 2013;
Yadav, De Valek, Hennig-Thurau,
Hoffman, & Spann, 2013; Lu, Fan, &
Zhou, 2016; Mikalef, Pappas, &
Giannakos, 2016; Zhang, & Benyoucef,
2016; Alalwan, Rana, Dwivedi, &
Algharabat, 2017; Alryalat, Rana, Sahu,
Dwivedi, & Tajvidi, 2017; Kapoor et al.,
2018

Chu, & Kim, 2011; Cheung, & Lee, 2012;
Wisman, 2013; Zheng, Zhu, & Lin, 2013;
Cho, Park, & Kim, 2014; King, Richeria,
& Bush, 2014; Hung, & Lai, 2015

Abu-Musa, 2008;
Cullough, 2010;

Gatzlaff, & Mc
Belapure, & Godbole,




Legal
Enforcement
(LE)

Awareness of
Cybercrimes
(AOC)

Perceived
Usefulness
(PU)

Perceived
Ease of Use
(PEV)

Actual
Technology
Usage (ATU)

Prevention of
Cybercrimes
in SCI (PCS)

prevent cybercrimes in SCI. The functions of the
organisations should be flawless to develop trust
among the citizens of SCI on these organisations.
It would bring confidence of the citizens of SCI
over these organisations and in that case the
actions of the organisations would impact on the
citizens of SCI to develop awareness of
cybercrimes.

Law Enforcement helps developing awareness
among citizens of SCI which in turn would be
helpful to prevent cybercrimes. The law enforcing
authorities should be effective and efficient to
enforce laws effectively.

It is associated with knowledge and attention of
the users. This helps the users to know details
about internet and its functionalities. This helps the
citizens of SCI to improve their awareness of
cybercrimes and its dangers. This would help to
prevent cybercrimes in SCI.

It is perception of citizens of SCI for prevention of
cybercrimes. It includes many ingredients like
effectiveness, performance, trust, risk perception
and productivity. It motivates the citizens to actual
use of technologies essential to prevent
cybercrimes in SCI. It is associated with the sense
of perceiving usefulness of the technology.

It is construed to be degree to which citizens of
SCI would believe that some efforts are needed to
learn for use of a technology essential to prevent
cybercrimes in SCI. This ingredient includes
factors like simplicity, compatibility, and self-
efficacy. This impacts on actual use of technology
to prevent cybercrimes in SCI.

This is related with the conception that users are
involved with the use of the technology. This use
of technology will help prevent cybercrimes in
SCI.

The prevention of cybercrimes in SCI includes
mechanisms required to increase awareness among
the citizens of SCI and includes actual technology
use. This would help to prevent cybercrimes in
SCI.

2011; Mitnick, & Simon, 2011; Harpeet
Singh, 2015

Mc Connel, 2000; Mohamed, 2003; Burns,
Whitworth, & Thompson, 2004; Ali,
M.M., 2011; Michael, Steingruebl, &
Smith, 2011; Aggarwal, 2015

Aparna, & Chauhan, 2012; Mehta, &
Singh, 2013; Avais, & Abdullah, 2014;
Singeravelu, & Pillai, 2014; Aggarwal,
2015; Narahari, & Shah, 2016; Parmer, &
Patel, 2016

Davis, 1989; Davis, Bagozzi, & Warshaw,
1989; Handerson, & Devett, 2003;
Aggelidis, & Chatzoglou, 2009; Park,
2009; Turner, Kitchenham, Brereton,
Charters, & Budgen, 2010

Davis, 1989; Davis, Bagozzi, & Warshaw,
1989;Yi, Liao, Huang, & Hwang, 2009

Sorebo, Sorebo, & Sein, 2007;Abdul

Nasser, 2012

Longstaff, & Schultz, 1993; Abdul Nasser,
2012

3.1 Government Initiative (GIl): The Gol as well as all state governments are required to take
up meaningful initiatives for improving awareness among the citizens of SCI regarding menace
of cybercrimes. For this, on 2" July 2013, the Gol has framed National Cyber Security Policy,
2013 whose principal goal is to build up robust and effective and secured resilient cyberspace for
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citizens of SCI (Gupta, Joshi, & Misra, 2012). Gol should take appropriate initiatives to arrange
different workshops, conferences, research-based programmes to improve awareness. Gol should
promote publicity campaign including seminars, radio and television programmes and so on,
National Awareness programmes like National Information Security Awareness Program
(NISAP) is to be promoted and to realize cybersecurity requirements for the SCI citizens,
effective training and academic programmes are conducted. Government should make the
citizens of SCI aware regarding the fact that with more dependence on the internet, they are
becoming more vulnerable to disruptions engineered through cyberspace (Gupta, Joshi, & Misra,
2012). Sincere Gol initiatives would improve the awareness of the citizens of SCI concerning to
cybercrimes (Belapure, & Godbole, 2011). Besides, the government should take up NISAP to
make the citizens of SCI aware regarding menace of cybercrimes (Raghav, 2012). From the
above discussions, we can develop the following hypothesis.

H1: Government Initiative (GI) would positively impact on Awareness of Cybercrimes (AOC).

3.2 Social Media (SM): If the citizens of proposed SCI interact among themselves via social
media platforms, it would provide more accurate, transparent, and exhaustive information to
each other which would enrich their knowledge (Wolfinbarger, & Gilly, 2001; Alryalat, Rana,
Sahu, Dwivedi, & Tajvidi, 2017). The interactions among citizens of SCI with the help of social
media platform regarding dangers and consequences of cybercrimes would enhance their
awareness about cybercrimes. It would enhance their belief that, to prevent cybercrimes in SCI,
the citizens are to take recourse to use appropriate technologies (Lu, Fan, & Zhou, 2016; Zhang,
& Benyoucef, 2016). The authorities are required to be vigilant to utilize these social platforms
to enhance awareness regarding menace of cybercrimes in proposed SCI (Ellison, 2007; Kim, &
Park, 2013; Alalwan, Rana, Dwivedi, & Algharabat, 2017). Advancement of technology also
would motivate the citizens of SCI to use electronic platforms in a regular way and interactions
among the citizens of SCI taking help of social platform would improve the extent of awareness
regarding the menace of cybercrimes in SCI (Kim, & Eastin, 2011; Shin, 2013). It is a fact that
social media platforms are mainly concerned with affairs of transactions only but at the same
time it also acts as an effective instrument for exchange of information through interactions. It
would enhance the awareness of the citizens regarding cybercrimes and in turn such awareness
would motivate the citizens to use technology to combat cybercrimes in proposed SCI (Devraj,
Fan, & Kohli, 2002; Yadav, De Valek, Hennig-Thurau, Hoffman, & Spann, 2013). However, the
social media platform is used by SCI citizens in a more efficient way incurring lower costs
compared to performing such interactions through traditional media and if used effectively
would positively influence the citizens of SCI to appreciably enhance awareness regarding
cybercrimes (Edelman, 2010; Mikalef, Pappas, & Giannakos, 2016). Based on the above
discussion the following hypothesis is provided.

H2: Social Media (SM) will have positive impact to enhance Awareness of Citizens (AOC) of SCI
towards cybercrimes.

3.3 Word of Mouth (WOM): Exchange of views through person to person through WoM
discussion acts as a self-leader capable of forming effective opinion among the citizens of SCI
(Zheng, Zhu, & Lin, 2013). If persons in SCI speak with each other regarding dangers of
cybercrimes, the citizens of SCI would improve their awareness regarding cybercrimes (Hung, &
Lai, 2015). WoM is concerned with direct interactions among the citizens. In the context of the



smart city, the direct interaction among the citizens of SCI would come under the remit of WoM.
The interactions would be spread and if through any motivation whatsoever one feels the need of
enhancement of awareness regrading cybercrimes, their opinion would be spread through WOM
among the other citizens of SCI. In that case, it can be said that WoM would help motivate the
citizens of SCI to realize the need of improving their Awareness of Cybercrimes (AOC) (Chu, &
Kim, 2011; Cho, Park, & Kim, 2014). WoM thus acts as an effective determinant to enhance the
extent of awareness regarding cybercrimes. If one of the citizens wishes to spread the boon of
possessing AOC, it would be spread by that person through interaction with others in the form of
WoM. It would help to enhance the sense of awareness of the citizens of SCI regarding dangers
and consequences of cybercrimes (Cheung, & Lee, 2012; Wisman, 2013; King, Richeria, &
Bush, 2014). In terms of the above discussions, the following hypothesis is formulated.

H3: Word of Mouth (WOM) has a positive impact over Awareness of Cybercrimes (AOC) among
the citizens of SCI.

3.4 Organisations (ORG): To make the citizens of SCI aware regarding menace of cybercrimes,
role of organisations is vital (Harpeet Singh, 2015). The organisations in SCI like Banks, Post
Offices and other financial institutions play a pivotal role to boost up awareness among the
citizens of SCI through their day to day activities. Often, we find messages from the bank
authorities cautioning not to disclose bank details to any other persons as it might jeopardize
one’s commercial interests. Organisations are required to ensure security control and are to
report to Indian Computer Emergency Response Team (Cert-in) regarding any security incidence
(Belapure, & Godbole, 2011). Besides, organisations’ duties are to always keep the concerned
beneficiaries appraised regarding any possible future occurrence of cybercrimes. It would help
the citizens of SCI to be cautious regarding the occurrence of cybercrimes. They would be aware
regarding what to do and what not to do. In this way, organisations contemplated to be working
in the SCI should act as an effective instrument to make the citizens of SCI Aware of
Cybercrimes (AOC) (Mitnick, & Simon, 2011). The organisations should be constantly seeking
to update their internal processes so there would be no future re-occurrence of cybercrime. Such
occurrence might adversely affect the citizens of SCI and a sense of lack of trust might grow in
that case among the citizens (Abu-Musa, 2008). The organisations should preserve the data of
their respective customers, so that there might not be any data breach since in that case, it would
bring in adverse conception on the customers (Gatzlaff, & Mccullough, 2010). Thus, there is an
effective role of the organisations which would be operating inside the SCI to boost awareness
among the citizens regarding menace of cybercrimes. In the light of above discussions, the
following hypothesis is prescribed.

H4: Organisations (ORG) have positive impact on the Awareness of Cybercrimes (AOC) among
the citizens of SCI.

3.5 Law Enforcement (LE): The very nomenclature ‘Law Enforcement’ is associated with
mechanism instrumental for enforcement of law to address cybercrimes in the present context
(Ali, 2011). It is a fact, in many developing countries the laws for tackling the cybercriminals are
not strong (McConnel, 2000). In many developing countries, it appears that the authorities are
found to invest less amount to enforce laws to address cybercrimes. On the contrary, the
authorities are found to invest more amount for enforcement of laws to address other crimes of
regular nature (Michael, Steingruebl, & Smith, 2011). For addressing cybercrimes in SCI with
the help of proper enforcement of law requires considerable amount of investment. Insufficient
investment poses challenges to the law enforcement authorities. This is because, the nature of

10



cybercrimes is assuming new forms (Mohamed, 2003). It is essential to combat cybercrimes in
SCI with the help of enforcement of law (Burns, Whitworth, & Thompson, 2004). In this
context, the role of IT authorities is important (Chatterjee, Kar, & Gupta, 2017). The persons
using the internet should be aware of the criminal activities occurring in the cyberspace. Online
transaction techniques expected to be adopted in SCI would enable massive evolution in the use
of the internet as it would change traditional business mechanisms (Ali, 2011). Data and
information of the citizens of SCI are supposed to be protected from unauthorized illegal access.
One is to know basic information of cyber enactments. Another is to know how those are
enforced. Since the laws responsible to book the cybercriminals in India are not so stringent
(McConnel, 2000) like other developing countries, the citizens of SCI possess less dependence
on these laws. Hence, pragmatic law enforcement against cybercrimes in SCI is essential. Once it
IS ensured, awareness of the citizens regarding cybercrimes would be increased (Agarwal, 2015).
With all these inputs, the following hypothesis is provided.

H5: Legal Enforcement (LE) has a positive impact on the Awareness of Cybercrimes (AOC) of
the citizens of SCI.

3.6 Perceived Usefulness (PU): This factor has been taken from the knowledge of Technology
Acceptance Model (TAM) (Davis, 1989; Davis, Bagozzi, & Warshaw, 1989). It effectively
influences attitudes of the citizens of SCI to use technologies necessary to address and to prevent
cybercrimes in SCI. It subsequently impacts on the citizens of SCI for Actual Technology Use
(ATU) to prevent cybercrimes. This model basically approached to identify the internal beliefs of
citizens of SCI with the help of external variables. This has been identified by Davis in 1989 as
Perceived Usefulness (PU). Perceived Usefulness (PU) can be interpreted as a perception of
citizens of SCI to the effect that use of a technology will substantially improve performance of
citizens of SCI for Prevention of Cybercrimes in SCI (PCS). It is pertinent to mention here that
PU includes effectiveness, performance, trust, risk perception and productivity (Handerson, &
Devett, 2003; Aggelidis, & Chatzoglou, 2009; Park, 2009; Turner, Kitchenham, Brereton,
Charters, & Budgen, 2010). This variable PU is found to have appreciable impact over Actual
Technology Use (ATU). Judged from the above discussions, the following hypothesis is
developed.

H6: Perceived Usefulness (PU) has positive impact on Actual Technology Use (ATU).

3.7 Perceived Ease of Use (PEU): This belief has been lent from the Technology Acceptance
Model (TAM) advanced by Davis, 1989 and Davis, Bagozzi and Warshaw, 1989. This factor
influences the citizens to use a technology if the citizen finds that such use is not complex but
easy on the contrary. This belief is construed to be a degree through which citizen believes that
some efforts are needed to learn use of a technology necessary (Park, 2009). If the citizen
perceives that use of that technology would not pose any constraint, the citizen would feel easy
and use the technology (Handerson, & Devett, 2003). Again, this factor PUE includes
ingredients like simplicity, compatibility and self-efficacy (Yi, Liau, Haung, & Hwang, 2009).
This belief is considered to have impact on Actual Technology Use (ATU) since the users feel
comfortable in the use of technology. With these considerations, the following hypothesis is
prescribed.

H7: Perceived Ease of Use (PEU) has a positive impact on Actual Technology Use (ATU).
3.8 Entities Spreading Awareness (ESA): There are many entities which can address
cybercrimes. However, studies of literature have revealed that so far as SCI is concerned, the
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entities which would be able to spread awareness among citizens of SCI most effectively for
prevention of cybercrimes are government initiative (Gl), social media (SM) (Edelman, 2010),
WoM (Hung, & Lai, 2013), organisations (Singh, H., 2015) and law enforcement (LE)
(Aggarwal, 2015). Therefore, in the context of developing awareness of cybercrimes (AOC)
among the citizens of SCI, it has been considered that Entities Spreading Awareness (ESA) in
this context constitutes these five ingredients like GI, SM, WOM, ORG, and LE. Once the
awareness of the citizens of proposed SCI towards consequences of cybercrimes increases, they
would feel the need, that to prevent cybercrimes they are to use preventive technology. Then,
they would be involved in Actual Technology Use (ATU) for prevention of cybercrimes (Brown,
Pope, & Voges, 2003; Pevlou, & Fygenson, 2006). With these inputs, the following hypothesis is
developed.

HS8: Awareness of Citizens (AOC) of SCI has positive impact towards citizens’ behavior to
Actual Technology Use (ATU).

3.9 Awareness of Cybercrimes (AOC): AOC is associated with level of knowledge and
attention which assists the users of internet (netizens) to conceptualize regarding what an internet
is, how it can work and function, what are its environments, how transactions are to be done
through internet safely, what are its uses and misuses, how remedies can be achieved in case of
vulnerable threats, what are the laws available to address cybercrimes and so on. These
ingredients will be able to assess the level of users’ awareness and extent of understandabilities
of cybercrimes in SCI (Avais, & Abdullah, 2014; Agarwal, 2015). Improvement of awareness
among the citizens of SCI regarding cybercrimes would be an effective issue to efficiently
prevent cybercrimes (Aparna, & Chauhan, 2012; Mehta, & Singh, 2013; Singeravelu, & Pillai,
2014; Parmer, & Patel, 2016). The study in the city of Anand (Gujrat, India) revealed that 68%
of the netizens did not hear the term ‘cyber cells’ and do not know wherefrom remedies may be
obtained to address cybercrimes save approaching police. 15% know about IT Act, 2000 (India);
43% know that in case of being victims of cybercrimes, IT Act, 2000 (India) is the remedy, but
they never referred to that; 24% heard about IT Act 2000 of India, but do not know what this act
does. 18% have hardly any idea about IT Act, 2000 of India (Narahari, & Shah, 2016). It is
pertinent to mention here that in Gujrat, through Public-Private-Partnership model, a Smart City
known as GIFT city (Gujrat Industrial Finance Tec-city) is in operation partially. This is the first
partially operated Smart City in India. It is the first International Finance Service Center in India.
That is why it is relevant to take up to assess the extent of awareness of the citizens of a city in
the state of Gujrat. Judged from this important stand point, the following hypothesis is
formulated.

H9: Awareness of Cybercrimes (AOC) positively affects Prevention of Cybercrimes (PCS) in
SCI.

3.10 Actual Technology Use (ATU) and Prevention of Cybercrimes in SCI (PCS): The sense
of Actual Technology Use (ATU) is associated with the conception that the citizens of SCI are
involved with use of technology (Sorebo, Sorebo, & Sein, 2007). Once the citizens start adopting
the preventive technologies and use those and once the awareness is increased, the citizens of
SCI are expected to be able to prevent the cybercrimes in SCI (Longstaff, & Schultz, 1993;
Abdul Nasser, 2012). With this conception, the following hypothesis is provided.
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H10: Actual Technology Use (ATU) has a positive impact on Prevention of Cybercrimes in SCI
(PCS).

In developing the hypotheses, we have observed that some entities like GI, SM, WOM, ORG and
LE act as effective and efficient factors to prevent cybercrimes in SCI. These five factors
constitute Entities Spreading Awareness (ESA). These factors impact on developing Awareness
of Cybercrimes (AOC) among the citizens of India. Again, this awareness impacts significantly
and positively on Prevention of Cybercrimes in SCI (PCS) (Burn, Whitworth, & Thomson, 2004;
Kim, & Eastin, 2011; Hung, & Lai, 2015; Singh, 2015; Narahari, & Shah, 2016). Again, we have
seen as awareness is increased, the citizens of SCI would like to be involved in Actual
Technology Use (ATU) instrumental to Prevention of Cybercrimes in SCI (PCS) (Shin, 2013).
Besides, the citizens of SCI would use the preventive technologies for prevention of cybercrimes
in SCI only when they find the usefulness of that technology and when they would find ease to
use that technology as provided in TAM, 1989 (Davis, 1989; Davis, Bagozzi, & Warshaw,
1989). All the inputs available here are shown in Table 2 as a summary.

With all these inputs including gathering knowledge from the hypotheses so developed, the
following conceptual model is provided for prevention of cybercrimes in SCI and it is shown in
Figure 1.
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Figure 1: Conceptual Model connecting the constructs
4. Research Methodology
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We have developed the constructs with the help of inputs available from literature study as well
as from studies of different adoption theories including TAM (Davis, 1989). We have also
analysed different research studies dealing with the different issues of adoption as well as of
awareness (Ali, 2016; Narahari, & Shah, 2016; Dwivedi, Rana, Jeyaraj, Clement, & Williams,
2017; Dwivedi, Rana, Janssen, Lal, Williams, & Clement, 2017). We have developed the
conceptual model shown in figure 1. This model and the hypotheses are required to be validated
with the help of standard statistical tools.

We are to frame some congenial questionnaires (items) with the help of the knowledge of
constructs and with the help of existing different adoption theories and models with a special
focus on TAM (Davis, 1989). After developing the initial survey instrument, we have consulted
with 10 experts. They have adequate knowledge concerning to cybercrimes. They possess
insights regarding development of awareness among the citizens of SCI concerning the menace
of cybercrimes. Out of these 10 experts, 4 have been considered from academic areas and the
remaining 6 have been considered from industries. Experts coming from academic sides are all
PhD holders having knowledge of cybersecurity and smart city. The remaining 6 experts from
industries have all more than 10 years’ experience in R&D sections dealing mainly with
cybercrime protection mechanisms. We could initially prepare 41 questions. But, as per the
opinion of these 10 experts, 9 questions have been rejected. According to their opinion, out of 9
questions, some were not congenial to fetch accurate results. Some suffered from the defect of
readability. Hence, we started our survey works with 32 questions covering six constructs. The
questionnaires were serially oriented in such a fashion as initial questions were easy to respond.
With progress, they required more deliberations. In preparing the questionnaires, we followed
standard guidelines. Attention was given in structuring the questionnaires towards their layout,
design, and easiness. No ambiguous question was framed. The recitals of questionnaires are
shown in Appendix.

To target respondents for conducting the survey, we depended on the knowledge and information
derived from the different participants attending eight different conferences and workshops in
various parts of India. The theme of each conference was related to cyber security, information
risk and smart cities. We targeted inhabitants of Mumbai, Gujrat, Pune, Bangalore and Delhi for
conducting our survey works using convenience sampling. Here the respondents were so selected
as they could be accessed conveniently. Here in this study, we have selected these five cities
since these conferences were held during October 2017 to January 2018 in those places. The
themes of these conferences were identical with the subject matter of this study. Thus,
convenience sampling was considered appropriate. By the contacts with these participants in
those workshops and conferences, we could gather list of persons inhabiting in these cities
having knowledge of cybercrimes and conception of SCI.

The total prospective respondents were 483 initially. Some of the email addresses, telephone
numbers or postal addresses of the prospective respondents were found inadequate and vague.
They are 77 in number. So, we had to start with 406 respondents. The respondents were of
different ages with different educational qualifications and professions. The 32 questionnaires
were sent to 406 respondents partly through emails and partly through hardcopies. One-month
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time was given for responses. We eventually received 332 responses in time. The responses were
given to those 10 experts for their opinion. They opined that out of those 332 responses, 17
responses were inappropriate and opined not to consider those. Hence, we began with 315
effective and useable responses for our study. This is within acceptable limit as we know that
effective responses should be more than 4 times the questionnaires and preferably should be
within 10 times of the concerned questionnaires (Hinkin, 1995). Our effective responses were
315 against 32 questions. Hence, our survey approach is within permissible range. The sample
demographics of these 315 responses are shown in Table 3. To quantify the responses, we used
5-point Likert Scale with marking Strongly Disagree as 1 to Strongly Agree as 5. The survey
works including one-month time of responses were conducted for 4 months from October 2017
to January 2018.

5. Research Results

In the subsequent subsections, we would discuss the results obtained from the survey. At first, an
overview of the demographic profile is presented, followed by the reliability analysis. This is
followed by the tests for multicollinearity and validation of the model, including Structural
Equation Modeling.

5.1 Respondents’ Demographic Profile: The result indicates that majority of the respondents
was from comparatively younger generation, for example, 59.3% of the respondents have age
group from 21-40 years. In terms of occupation, it appears that 46.7% respondents were from
corporate sector. As per education of the respondents, it appears that 58.4% representation came
from graduate and postgraduate levels. The details are given in the Table 3.

Table 3: Demographic profile of respondents

Category Number Percentage (%)

Gender Male 212 67.3
Female 103 32.7

Age < 20 years 26 8.2
21-30 years 117 37.1
31-40 years 70 22.2
41-50 years 62 19.7
> 50 years 40 12.8

Highest Education SE (Secondary 28 8.9
Education)
HS (Higher Secondary) 66 20.9
Gr (Graduate) 62 19.7
PG (Post Graduate) 122 38.7
Above PG (Above Post 37 11.8
Graduate)

Profession Teacher 70 22.2
Corporate 147 46.7
Businessman 65 20.6
Others 33 10.5

Note: SE = Secondary Education, HS = Higher Secondary, Gr = Graduate, PG = Post Graduate, Above PG = Above
Post Graduate
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5.2 Construct reliability test: To test the reliability of the constructs, Cronbach’s alpha of each
construct was computed. It has been found that the value of each Cronbach’s alpha relating to
each construct is more than 0.6 which is the lowest acceptable value of Cronbach’s alpha. The
result confirms that constructs so developed are reliable (Hair, Anderson, Tatham, & Black,
1992). The results are shown in Table 4.

Table 4: Estimation of Cronbach’s alpha

Construct Value of Cronbach’s alpha No. of Item
Entities Spreading Awareness (ESA) 0.896 17
Perceived Usefulness (PU) 0.821 3
Perceived Ease of Use (PEU) _ 0.962 3
Awareness of Cybercrimes (AOC) 0.799 3
Actual Technology Use (ATU) 0.811 3
Preventing Cybercrimes in SCI (PCS) 0.867 3

5.3 Test of multicollinearity: If the constructs so developed are found close to each other in
their inner meaning, it is said that identification of constructs suffers from the multicollinearity
defect. It creates difficulties to apply regression analysis. For this, Variance Inflation Factor
(VIF) of each construct is to be computed. It appears that each value of VIF lies between 3.3 and
5 which confirms that the constructs do not suffer from the multicollinearity defect (Kock and
Lynn, 2012). The results are shown in Table 5.

Table 5: Estimation of VIF

Construct Estimation of VIF
Entities Spreading Awareness (ESA) 3.8
Perceived Usefulness (PU) 4.2
Perceived Ease of Use (PEU) _ 4.3
Awareness of Cybercrimes (AOC) 4.7
Actual Technology Use (ATU) 4.9
Prevention of Cybercrimes in SCI (PCS) 4.6

5.4 Computations of LF, AVE, CR and MSV: To assess if each questionnaire (item) can
explain its own construct, we need to find out Loading Factor (LF) of each item concerning to its
own construct. The lowest permissible value of LF in this context is 0.707 (Borroso, Carrion, &
Roldan, 2010). To examine the reliability of each construct, we have estimated Average
Variance Extracted (AVE) of each construct, Composite Reliability (CR) of each construct and
Maximum Shared Variance (MSV) of each construct (Fornell, & Larcker, 1981). Acceptable
lowest values of AVE and of CR are 0.5 and 0.7 respectively and each MSV should be less than
its corresponding AVE (Urbach, & Ahlemann, 2010; Hair, Ringle, & Sarstedt, 2011). The entire
result is shown in Table 6. The values so estimated show that they are within permissible limit.
Hence, they confirm reliability of the items. It reconfirms reliability of the constructs so
identified.

Table 6: Estimation of LF, AVE, CR and MSV
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Construct/Item Loadings AVE CR MSV

Entities Spreading Awareness (ESA) 0.734 0.799 0.414
ESAl 0.872
ESA2 0.866
ESA3 0.915
ESA4 0.844
ESA5 0.911
ESA6 0.867
ESA7 0.810
ESA8 0.812
ESA9 0.876
ESA10 0.895
ESA1l 0.888
ESA12 0.871
ESA13 0.800
ESA14 0.842
ESA15 0.861
ESA16 0.799
ESA17 0.820
Perceived Usefulness (PU) 0.694 0.711 0.296
PU1 0.799
PU2 0.886
PU3 0.812
Perceived Ease of Use (PEU) 0.709 0.792 0.361
PEU1 0.872
PEU2 0.810
PEU3 0.844
Awareness of Cybercrimes (AOC) 0.735 0.801 0.365
AOC1 0.886
AOC2 0.812
AOC3 0.872
Actual Technology Use (ATU) 0.715 0.742 0.348
ATU1 0.800
ATU2 0.864
ATU3 0.871
Prevention of Cybercrimes in SCI (PCS) 0.753 0.796 0.365
PCS1 0.800
PCS2 0.888
PCS3 0.911

It appears that values of AVE have range from 0.694 to 0.753, LFs have range from 0.799 to
0.915, CR values have range from 0.711 to 0.801. It also appears that each value of MSV is less
than the corresponding value of AVE relating to each construct.

5.5 Discriminant Validity Test: If it is seen that each item concerning to its own construct is
strongly associated with that construct and weakly related with other constructs, it is said that the
Discriminant Validity has been established (Fornell, & Larcker, 1981). To test this, we have
computed Average Variance (AV) of each construct. It is square root of the corresponding AVE.
We have found that values of AV are all greater than the correlation coefficients of the construct
with the other constructs. This confirms that Discriminant Validity has been established
(Barclay, & Smith, 1997). The values of AV are shown in diagonal positions of the Table 7 and
the values of correlation coefficients are shown in off-diagonal positions of the Table 7.
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Table 7:Discriminant Validity Test

ESA PE PEU AOC ATU PCS AVE
ESA 0.857 0.734
PE 0.644 0.833 0.694
PEU 0.611 0.409 0.842 0.709
AOC 0.437 0.511 0.601 0.857 0.735
ATU 0.532 0.517 0.409 0.410 0.846 0.715
PCS 0411 0.544 0.509 0.604 0.590 0.868 0.753

There is another procedure for establishing discriminant validity test. In that case LF of each
item corresponding to its own construct should be greater than the cross-loading factors of that
item corresponding to other constructs. In that case, we are to find out item wise LFs and cross-
loading factors. We have computed those. The entire results are shown in the Appendix. It
appears that the LFs are all greater than their cross-loading factors. By this way, we have been

able to reconfirm the discriminant validity test.

5.6 Structural Equation Modeling: Structural Equation Modeling (SEM) estimates the
relationship prevalent among the latent variables. Computation of different parameters has been
done with the application of AMOS 22. It helps to confirm whether the structure is correct and in
order, whether the structure has been able to represent the data. The results are shown in Table 8.

Table 8: Model fit summary relating to the research model

Fit Index

Recommended value

Value in the model

Chi-Square (x2)/Degree of Freedom

(df)

Goodness of Fit Index (GFI)

Adjusted Goodness of Fit Index (AGFI)

Comparative Fit Index (CFI)

Tucker Lewis index (TLI)

Root Mean Square Error (RMSE)

<3.000 (Chin, & Todd, 1995; Gefen, 2000)

>0.900 (Hoyle, 1995)

>0.800 (Segars, & Grover, 1993)

>0.900 (Hoyle, 1995)

>0.950 (Hu, & Bentler, 1999)
<0.080 (Hu, & Bentler, 1999)

2.013

0.903
0.869
0.962
0.957
0.026

The Table 8 shows that all fit indices are within their acceptable limits. Thus, we have been able
to establish relative adequacy of the model fit. The detailed results containing paths, hypotheses,
B-values, p-values are shown in the Table 9.

Table 9: Detailed results

Path Hypothesis Path coefficient (B-value) p-value Remarks
GI—-AOC H1 0.012 ns (p > 0.05) Not Supported
SM—AOC H2 0.512 **(p<0.01) Supported
WOM—AOC H3 0.611 **(p<0.01) Supported
ORG—AOC H4 0.502 ** (p<0.01) Supported
LE—AOC H5 0.017 ns (p > 0.05) Not Supported
PU—ATU H6 0.479 *** (p <0.001) Supported
PEU—-ATU H7 0.019 ns (p > 0.05) Not Supported
AOC—ATU H8 0.627 ** (p<0.01) Supported
AOC—PCS H9 0.459 *** (p <0.001) Supported
ATU—PCS H10 0.666 *** (p <0.001) Supported
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After validation through standard statistical tools, the model is represented in figure 2. It is the
Validated Model.
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Figure 2. Structural model with path weights and with level of significance

6. Discussions

From studies of literature, we considered that Government Initiative, effect of Legal
Enforcement would influence the citizens of SCI towards improvement of their awareness of
cybercrimes (Ali, 2011). We hypothesized accordingly H1 and H5. We also considered that
Perceived Ease of Use would impact on Actual Technology Use (Handerson, & Devett, 2003).
We hypothesized accordingly H7. But, after validation, it appears that our assumptions based on
literature review have been contradicted. H1, H5 and H7 have not been supported. Studies of
literature helped us to hypothesize that Social Media, Word of Mouth, Organisations have
significant impacts on Awareness of Cybercrimes (Kim, & Park, 2013; Wisman, 2013; Harpreet
Singh, 2015). These presumptions corresponding to H2, H3 and H4 respectively were found
correct after validation. Impact of Perceived Usefulness on Actual Technology Use, impact of
Awareness of Cybercrimes on Actual Technology Use, impact of Awareness of Cybercrimes on
Prevention of Cybercrimes in SCI and impact of Actual Technology Use on Prevention of
Cybercrimes in SCI have been considered through literature review (Davis, 1989; Sorebo,
Sorebo, & Sein, 2007; Abdul Naser, 2012; Agarwal, 2015). This consideration received support
from the validation results. H6, H8, H9 & H10 have been supported.

We have conceptually hypothesized 10 hypotheses and developed a model shown in figure 1.
But, while we examined its validity through statistical tools, we found that out of the 10
hypotheses, 3 hypotheses were not supported. These are impact of Government Initiative (GI) on
Awareness of Cybercrimes (AOC) (H1) since the path coefficient (B-value) is found to be low
(0.012) having no significance level (p > 0.05). Again, impact of Legal Enforcement (LE) on
Awareness of Cybercrimes (AOC) (HS) was not supported since the path coefficient (B-
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value)was found low like 0.017 having no significance level (p > 0.05). Besides, result also
shows that impact of Perceived Ease of Use (PEU) has no significant impact on Actual
Technology Use (ATU) (H7), as the corresponding path coefficient (B-value) is low like 0.019
with no significance level (p > 0.05). Thus, out of 10 hypotheses, it is seen that 7 hypotheses
have been supported like SM—AOC (H2) as its path coefficient (B-value) is as high as 0.512
with significance level p < 0.01. Again, WOM—AOC (H3) has been supported as its path
coefficient (B-value)is 0.611 with significance level p < 0.01. ORG—AOC (H4) has been
supported since the concerned path coefficient (B-value) is 0.502 with significance level p <
0.01. The PU—ATU (H6) has been supported since the path coefficient(p-value) is 0.479 having
significance level p < 0.001. Again, AOC—ATU (HS8) has been supported since the path
coefficient(B-value)is 0.627 with significance level p < 0.01. AOC—PCS (H9) has been
supported as the concerned path coefficient(B-value)is 0.459 with significance level p < 0.001.
Again, ATU—PCS (H10) has been supported as the corresponding path coefficient (B-value) is
0.666 with significance level p < 0.001. Thus, hypotheses H2, H3, H4, H6, H8, H9 & H10 have
been supported while hypotheses H1, H5 and H7 have not been supported. The result shows that
Gl, SM, WOM, ORG & LE can explain AOC to the extent of 56%, as the concerned R? value is
0.56. Besides, PU, PEU and AOC can explain ATU to the tune of 62% as the concerned R?value
is 0.62. Moreover, PCS can be explained by AOC and ATU to the tune of 80% as the
corresponding R? is 0.80. Studies highlight that out of the determinants GI, SM, WOM, ORG
and LE constituting the construct ESA impacting AOC, the factor WOM has strongest impact on
AOC and GI has weakest impact over AOC since the corresponding path coefficients (p-values)
are 0.611 and 0.012, respectively. Influence on ATU by PU is appreciable whereas impact of
PEU on ATU is insignificant since the corresponding path coefficients(p3-values)are 0.479 and
0.019, respectively. Influences of AOC and of ATU on PCS have been studied. It is found that
out of these two constructs influencing PCS, the influence of ATU is more than the influence of
AOC since the corresponding path coefficients (B-values) ATU—PCS is more (0.666) than that
of AOC—PCS (0.459). The reason for such variation of influence by several factors on AOC
and on ATU and on PCS will be explained in the subsequent sections.

6.1 Theoretical Implications: Our study has proposed and tested a theoretical model with AOC
and ATU as two variables representing the individual context. Through analysis of our
theoretical model, it appears that it has good performances since eventually it could explain 80%
of the PCS. This is because that while developing the theoretical model, we selected better-suited
measures instead of directly using any standard model. We had analysed the contexts
exhaustively. Inclusion of AOC as a construct has added more theoretical value to the model
because this construct effectively influences PCS directly.

Again, in considering the factors that would affect AOC, we did not consider many factors as it
is found in the other studies. The factors like ethics, attitude, awareness was taken into
consideration (Ali, 2016) to explain awareness. But in the context of improvement of AOC, we
did not consider those factors in the context of our theoretical mode (Mohit, 2012). We have
developed our theoretical model with consideration of five factors like GI, WOM, SM, ORG,
and LE. These five factors constitute ESA. This construct ESA appreciably impacts AOC.
Again, AOC in turn impacts PCS. It is our goal in this study. It has path coefficient (-value)
0.459 with significance level p < 0.001(***). While considering the factors affecting ATU, we
took help of TAM (Davis, 1989) and considered that PU and PEU would impact on ATU. While
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considering impact on ATU, we did not consider factors like performance, effectiveness, trust,
risk perception, simplicity, compatibility and self-efficacy of the technology though some
researchers gave much stress on some of these factors (Lewis, & Weigert, 1995; Kim, 2005).
Since PU includes performance, effectiveness, trust and risk factors (Park, 2009) and PEU
includes simplicity, compatibility and self-efficacy (Yi, Liao, Huang, & Hwang, 2009),
consideration of these factors separately was redundant.

This proposed theoretical model considers only some important and simple salient factors to
explain PCS. Therefore, it is expected that this model will be used by the authorities and policy
makers with ease. The explanatory power of this theoretical model is 80%. This high explanatory
power of this theoretical model is presumably due to its simplicity and due to inclusion of AOC
and of ATU as mediating variables. The theoretical proposed model has been able to explain
80% of the PCS. This indicates that non-consideration of any type of moderator influencing
individuals’ behavioral pattern could not adversely affect the efficiency of this proposed
theoretical model. Criticism may be there for non-inclusion of the moderators in our proposed
model. It may be argued that, in that case, the explanatory power might have been more than
80%. Policy makers and authorities would be able to apply this theoretical model to combat
cybercrimes in SCI.

7. Conclusion

In this study, we have identified some factors that would impact on improving AOC among the
citizens of SCI. Among the awareness factors constituting ESA, it appears that Gl has
insignificant impact on the AOC among the citizens of SCI. This lack has been criticized by the
researchers. They opined that this is owing to slow working bureaucratic systems that fail to
account emerging problems. This is owing to lack of preparedness to face various technologies
being used by the efficient cyber criminals (Hinduja, 2004; Moitra, 2005). Besides, the LE has
no significant effects on AOC among citizens of SCI. The laws which help to punish the
delinquents for commission of cybercrimes are not so forceful (Mc Connel, 2000). The laws are
also found not befitting and not up to date to address the cybercrimes. This is because that new
nature of crimes is emerging based on updated technologies (Correia, & Bowling, 1999; Atoum,
Otoom, & Ali, 2014). This is due to reluctance of police people to investigate cybercrimes with
the help of existing cyber laws. They are found more agile to act against crimes of traditional
nature (Goodman, 1997). LE against cybercrimes is not gaining momentum due to lack of
intimate connection between investigators and prosecutors (Davis, 2012). The concerned
authorities are to brush up these defects effectively.

It is recommended to update the authorities for gaining better understanding to address the
rapidly evolving cybertechnologies adopted by the cyber criminals (Gogolin, & Jones, 2010).
For this, attention is to be focused on updating existing laws commensurate with advancement of
technologies. Efficiencies of specialized task force expected to work in SCI are to be enhanced.
Effective promotion on cybercrime research activities is to be ensured. Effective utilization of
civic resources available in SCI is to be made. Gathering sad experience of 9/11 attack, experts
opined that cyber terrorists may attempt to damage information infrastructure and to damage key
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websites of different countries (Levi, & Wall, 2004; Davis, 2012). Such untoward attack by
cyber criminals may damage the very growth of SCI. It is imperative for the authorities to
formulate comprehensive plan towards the best to get all the stakeholders of SCI prepared for the
worst.

It is necessary to take technological, legal and organisational pragmatic approaches to make the
citizens of SCI aware for prevention of cybercrimes. To detect crimes of traditional nature,
identification of fingerprints and DNA helps a lot. This is not available to detect cybercriminals.
For this, it is suggested that IT facilities in SCI are to be appropriately enhanced for analysing
cybercrimes and for detecting cybercriminals’ behavioural pattern (O. de Vel, Anderson, Carney,
& Mohay, 2001). Once these are achieved, the citizens of SCI will realize that laws are being
able to punish the cybercriminals effectively and quickly. Then the citizens of SCI will be
influenced by the LE and their AOC will be increased. Besides, our findings show that AOC
mediates the effect of ESA which constitute GI, WOM, ORG, LE, SM on ATU. This ATU
impacts on PCS. AOC has a direct effect on PCS.

Besides, utilising idea of TAM, we have been able to substantiate that at least PU has a direct
effect on ATU by the citizens of SCI. This, in turn, helps to prevent cybercrimes. Thus, our
empirical investigation highlights that proposed theoretical model may serve as a meaningful
weapon to prevent cybercrimes. When SCI will be operational, this model would act as an
effective instrument to combat cybercrimes in SCI. The citizens of SCI would then
unhesitatingly use ICT to meet their needs.

Finally, when the entire results are summarised, we have reached the following key findings:

e Prevention of cybercrimes in India, especially in the smart city context, is important for
successfully delivering digital services in SCI.

e Entities such as WoM and SM are key contributors for spreading AOC among the
citizens of SCI.

e The use of preventive technologies plays significant role for prevention of cybercrimes if
the citizens can realize that the technologies are useful.

e The research studies highlight that the key determinants AOC and ATU being the
mediating variables have maximum influence towards PCS.

o Finally, a theoretical model is developed for prevention of cybercrimes.

7.1 Practical and Policy Implications: The purpose of this study is to identify the factors that
will be able to prevent cybercrimes. This has become necessary because in SCI, the citizens are
expected to use ICT to meet their needs (Tryfons, Kiountouzis, & Poulymenakou, 2001). The
government is also expected to take initiatives to involve the citizens to use ICT to make them
smarter (Kickbusch, & Gleicher, 2014). This would enhance the living standard of the citizens of
SCI (Foster, & Rosenzweigh, 2010). The citizens of SCI would not use technology with the help
of ICT if they feel that in using ICT, they would become victims of cybercrimes (Thompson,
Von Solms, & Lauw, 2006). Hence, they are to be made aware regarding the cybercrimes and its
consequences. In making the citizens aware, there are various factors that would improve
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awareness for prevention of cybercrimes. These factors constitute ESA. This has been included
in our model.

The result of the model shows that Gl has insignificant impact on AOC. For this, H1 was not
supported while validating the conceptual model. The government or the policy makers need to
significantly improve their initiatives to make the citizens of SCI aware regarding cybercrimes to
help preventing cybercrimes. The social media has significant impact on the citizens of SCI
towards improvement of their awareness regarding cybercrimes. So, the social media can be used
extensively to improve awareness of the citizens of SCI for preventing cybercrimes. WoM has
significant impact over AOC as is evident from the result. Thus, WoM acts as a significant
ingredient that helps spreading AOC among the citizens of SCI. In smart cities, all the
organisations are expected to use electronic media extensively for spreading their business
activities. Thus, it is seen that organisations may also play pivotal role to enhance AOC. It is
seen that LE does not affect AOC in a significant way. Thus, government and policymakers are
to improve enforcement of laws to increase AOC amongst the citizens of SCI.

Improvement of AOC would enhance the use of preventive technologies by the citizens of SCI to
prevent cybercrimes. Actual usage of preventive technologies by the citizens of SCI would
ensure PCS as is evident from the result. It is seen from the result that the PEU has insignificant
influence on the AUT, but, on the other side, PU has a positive impact towards AUT. In practice,
it is evident that citizens of SCI think that technology can play pivotal role towards protecting
cybercrimes in SCI. This in turn encourage citizens of SCI to use technology for prevention of
cybercrimes. The citizens think that the use of technology to prevent cybercrimes is difficult to
learn as is found from the result. Thus, the policy makers and the smart city authorities need to
make the citizens aware and the citizens should be trained to use different smart techniques with
ease to prevent cybercrimes. This would enhance the ATU by the citizens of SCI to prevent
cybercrimes. However, it is expected that the authorities will be able to use the proposed
theoretical model to effectively prevent cybercrimes.

7.2 Societal Implications: Gol has taken sincere initiatives to create 100 smart cities in India.
For this, works are going on in full swing. When the SCI will be operational, the citizens would
be involved in digital activities. The society would evolve as ‘digital society’ or ‘cyber society’.
In cyber society, there will be innumerable cyber activities. This could invite influx of
cybercrimes. With passage of time, the number of commission of cybercrimes is expected to be
increased. Hence, there is a need of prevention of cybercrimes. The citizens of SCI are to be
made aware regarding the menace of cybercrimes. Increase of awareness among the citizens of
the society would help to prevent cybercrimes. This article has provided effective mechanisms
for development of awareness among the prospective citizens regarding cybercrimes in terms of
H1, H2, H3 and H4. This development of awareness has positive impact on prevention of
cybercrimes.

Besides, the citizens of the cyber society by developing AOC would be motivated to use the
preventive technologies against cybercrimes. Thus, use of preventive technologies in digital
society is essential. Citizens of SCI are expected to use these preventive technologies if they feel
that these preventive technologies would make them secured. Hence, societal needs in this
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context are to avail such preventive technologies which are useful and can be operated with ease.
In this study, this has been confirmed through H6, H8, H9 and H10.

7.3 Limitations and directions for future research: We have taken appropriate precautions
while undertaking the analysis to come to the findings. However, our findings of this study are to
be interpreted cautiously in the light of specific limitations. We have used the sense of adoption
from TAM (Davis, 1989). But, it may be argued that we have developed the model without
consideration of some citizen-specific factors. These are experience, voluntariness, age factor
and gender factor. This might be available in other adoption related standard models. These are
important moderators as they moderate behavioural patterns (Venkatesh, Morris, Davis, &
Davis, 2003). We did not consider this because we have found no prior studies on which they
depended on these moderators. These studies did not give any concrete information concerning
contribution of these moderators too. Absence of consideration of these moderators is presumed
to not have undermined our results completely. However, it may be construed as a limitation.
The future researchers may consider the effects of these moderators.

Apart from the factors we have considered having impact on AOC in SCI, the future researchers
may consider other additional factors like risk factors, trust factor and so on as is found to have
been nurtured in other studies (William, Dwivedi, Lal, & Schwartz, 2009). The result of the
study was arrived at by having inputs from a mixed sample of citizens. They had different
professions. They had varied educational qualifications as it appears from the demographics of
the people shown in the concerned table. The inputs were utilized to validate the conceptual
model and the hypotheses. It is suggested that the future researchers should only pick and choose
those personalities who had specific knowledge regarding ICT exclusively in handling
cybercrimes in SCI. Here we have not considered such representations exclusively. It is not
known if all the respondents in our survey works have adequate knowledge to handle for
prevention of cybercrimes. We have considered representations of the people of some of the
metropolitan cities of India where there exists or there would be smart cities. But, Gol has
proposed 100 smart cities across the various parts of India. Hence, we ought to have considered
representations from other cities. It would have helped to provide our results in a generic form.
This gap was not filled up. This is left for the future researchers to nurture. Finally, in our study,
we could explain the ultimate construct PCS to the tune of 80% (R?=0.80). It is left for the future
researchers to identify and test other boundary conditions in addition to provide a more
comprehensive and richer realization.
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Appendix
Table Al. Items and questionnaire

Item/Construct Statement
Entities Spreading
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Awareness (ESA)
ESA1

ESA2

ESA3

ESA4

ESA5

ESA6

ESA8

ESA9

ESA10

ESA11

ESA12

ESA13

ESAl14

ESA15

ESA16

ESA17

Perceived Usefulness
(PU)

PU1

PU2

PU3

Perceived Ease of Use
(PEV)

PEU1

PEU2

PEU3

Awareness of
Cybercrimes (AOC)
AOC1

AOC2

AOC3

Actual Technology
Use (ATU)

ATU1L

ATU2
ATU3

Preventing
Cybercrimes in SCI
(PCS)

PCs1

PCSs2

PCS3

Spreading awareness on cyberthreats is important to prevent cybercrimes
Various entities should be involved for spreading awareness on cybercrimes

I get information on cyberthreats from different government initiatives
Government initiatives are effective to make citizens aware of cyberattacks
Government is doing an excellent job by spreading awareness on cybercrimes

I use social media extensively for gathering information

Social media provides vital information on different cyberthreats

Social media is an important instrument combating cybercrime

I know how to use internet securely

All the inhabitants of smart cities of India would use social media extensively

I learn on cyberthreats from other people

My friends and relatives discuss about menace of cyberattacks with me

I am aware of IT Act in India and its provisions

Legal enforcement is essential to spread awareness on cyberthreats among citizens
Organisations in the smart cities would play important roles on cyber awareness
My organisation makes me aware about different cyberthreats

Proper application of technology can help to prevent cybercrimes
I use different techniques to protect myself from different cybercrimes
Citizens of smart cities would use technology extensively to prevent cybercrimes

I find it easy to use different tools and technologies for protection of cyberthreats

I expect most of the citizens of smart cities would find it easier to use different tools
and technologies to protect themselves from cybercrimes

| perceived that in future the technology to protect from cybercrimes would become
easier to use by the citizens

I am aware of various kinds of cyberthreats
It is important for me to know about different cybercrimes
All the citizens in smart cities should be aware of different cybercrimes

Citizens of the smart cities should be trained how to use technology efficiently to
prevent cybercrimes

I have proper training to use different tools and technologies for protecting myself from

various kinds of cybercrimes
All the citizens in smart cities need to use different technologies extensively for
preventing cybercrimes

Cybercrimes can be prevented by making citizens aware
Technology plays a vital role for preventing cybercrimes in smart cities of India

I believe authorities would take sufficient measures for preventing cybercrimes in smart

cities of India.

Table A2: Computations of loadings and cross-loadings

ESA PU PEU AOC ATU PCS
ESAl 0.872 0.432 0.462 0.491 0.417 0.451
ESA2 0.866 0.401 0.496 0.500 0.416 0.462
ESA3 0.915 0.506 0.417 0.417 0.411 0.426
ESA4 0.844 0.413 0.431 0.419 0.490 0.417
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ESA5 0.911 0.333 0.437 0.418 0.491 0.471
ESA6 0.867 0.412 0.421 0.417 0.498 0.433
ESA7 0.810 0.451 0.496 0.416 0.496 0.344
ESA8 0.812 0.424 0.311 0.412 0.499 0.390
ESA9 0.876 0.416 0.392 0.492 0.501 0.311
ESA10 0.895 0.392 0.491 0.399 0.490 0.317
ESA1l 0.888 0.501 0.371 0.463 0.493 0.361
ESA12 0.871 0.362 0.401 0.461 0.492 0.409
ESA13 0.800 0.492 0.388 0.490 0.490 0.416
ESAl4 0.842 0.302 0.492 0.417 0.493 0.437
ESA15 0.861 0.399 0.498 0.416 0.420 0.433
ESA16 0.799 0.471 0.500 0.311 0.491 0.462
ESA17 0.820 0.490 0.490 0.408 0.496 0.411
PU1 0.417 0.799 0.401 0.405 0.499 0.426
PU2 0.416 0.886 0.392 0.393 0.491 0.431
PU3 0.438 0.812 0.309 0.390 0.501 0.437
PEU1 0.496 0.411 0.872 0.411 0.502 0.490
PEU2 0.501 0.417 0.810 0.416 0.490 0.411
PEU3 0.309 0.424 0.844 0.417 0.496 0.431
AOC1 0.412 0.416 0.419 0.886 0.411 0.437
AOC2 0.424 0.419 0.418 0.812 0.407 0.431
AOC3 0.504 0.492 0.496 0.872 0.431 0.492
ATU1 0.302 0.311 0.491 0.411 0.800 0.390
ATU2 0.409 0.317 0.317 0.417 0.864 0.361
ATU3 0.399 0.492 0.333 0.438 0.871 0.317
PCS1 0.421 0.407 0.433 0.496 0.416 0.800
PCS2 0.457 0.398 0.411 0.416 0.401 0.888
PCS3 0.450 0.390 0.407 0.490 0.419 0.911
Table A3: Statement of hypothesis and remarks

Hypothesis Statement Remarks

H1 Government Initiatives (GI) would positively impact on Awareness of Not Supported

Cybercrimes (AOC).
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H2 Social Media (SM) will have positive impact to enhance Awareness of Supported
Citizens (AOC) of SCI towards cybercrimes.
H3 Word of Mouth (WOM) has a positive impact over Awareness of Supported
Cybercrimes (AOC) among the citizens of SCI.
H4 Organisations (ORG) have positive impact on the Awareness of Supported
Cybercrimes (AOC) among the citizens of SCI.
H5 Legal Enforcement (LE) has a positive impact on the Awareness of Not Supported
Cybercrimes (AOC) of the citizens of SCI.
H6 Perceived Usefulness (PU) has positive impact on Actual Technology Use  Supported
(ATU).
H7 Perceived Ease of Use (PEU) has a positive impact on Actual Technology Not Supported
Use (ATU).
H8 Awareness of Citizens (AOC) of SCI has positive impact towards citizens’  Supported
behavior to Actual Technology Use (ATU).
H9 Awareness of Cybercrimes (AOC) positively affects Prevention of Supported
Cybercrimes (PCS) in SCI.
H10 Actual Technology Use (ATU) has a positive impact on Prevention of Supported
Cybercrimes in SCI (PCS).
Table A4: Path Analysis
p-value Hypothesis p-value R? Remark
Effect on AOC 0.56
by Gl 0.012 H1 ns (p > 0.05) Not supported
by SM 0.512 H2 ** (p<0.01) Supported
by WOM 0.611 H3 **(p<0.01) Supported
by ORG 0.502 H4 **(p<0.01) Supported
by LE 0.017 H5 ns (p > 0.05) Not supported
Effect on ATU 0.62
by AOC 0.627 H8 **(p<0.01) Supported
by PU 0.479 H6 ***(p < 0.001) Supported
by PEU 0.019 H7 ns (p > 0.05) Not supported
Effect on PCS 0.80
by AOC 0.459 H9 ***(p < 0.001) Supported
by ATU 0.666 H10 ***(p <0.001) Supported
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